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YCNOBHbIE OBO3HAYEHUA

O603HaueHue

OnucaHue

MonyxupHblii Wpuer

MonyMpHbiMm WPUEGHTOM BblAEeNEHbl MNPUMEYaHMAa U npeaynpexaeHus,
Ha3BaHMe rnas, 3aro/IOBKOB, 3aro/1I0BKOB TabanL,.

Kypcus Calibri

Kypcueom Calibri ykasbiBaetca nHbopmaums, Tpebytow,aa ocoboro BHUMaHMA.

MpumeyaHua 1 npegynpexaeHus

MpumeuyaHua copepKaT BaKHYO MWHPOPMALMIO, COBeTbl WAU pPeKoOMeHpauuu no
MCNO/Ib30BaHUIO U HAaCTPOIKe YCTPOCTBA.

' | MpeaynpexaeHna MHGOPMUPYIOT NONb30OBATENA O CUTyauMAX, KOTOpble MOFyT HaHecTu
Bpep, yCTPOMICTBY UM Ye/IOBEKY, MPUBECTU K HEKOPPEKTHOI paboTe yCTpoiicTBa Mau notepe

AdHHDbIX.
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BBEAEHUE

B Hactoswee Bpems IP-tenedoHus aABnsetca oAHOM M3  Hambonee ObICTPO pasBMBaAlOLLMXCA
TEeNEeKOMMYHUKALMOHHbIX ycayr. [aa BO3MOMKHOCTU npegocTasneHuns VolP-ycnyr aboHeHTam ceTu paspaboTaHbl
aboHeHTCKMe wntosbl cepumn TAU-4M.IP (panee — yCcTpOMUCTBO).

A6oHeHTCcKMI wato3 IP-tenedpoHnmn TAU-4M.IP ncnonbsyetcs Ana NOAK/IOMEHMA aHANOroBbIX TesiePOHHbIX
annapaToB K CeTAM MaKeTHOM nepedayvyn AaHHbIX, BbIXO4 HA KOTOPbIe OCYLLEeCcTBAAeTCA 4yepe3 MHTepodelic
Ethernet.

YCTPONCTBO OPMEHTMPOBAHO Ha AOMALLHWX NO/Ib30BaTenen U HebonbluMe oduUChlI.

B HactoAawem pykoBOoACTBE NO 3KCMAyaTauuW M3N0XKEHbl Ha3HayeHWe, OCHOBHble TexHUYecKkue
XapPaKTEPUCTUKKM, NpaBuaa KOHPUIYpUpPOBaHMA, MOHUTOPWUHIA W CMeHbl NPOrpamMmMHoro obecnevyeHus
aboHeHTCKMx wato3os IP-tenepoHum TAU-4M.IP.

6 AboHeHmckul winto3 TAU-4M.IP
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1 ONMUCAHUE U3JENNA

1.1 HasHauyeHue

Yctpoiicteo TAU-4M.IP — BbICOKOMNPOU3BOAUTENbHBLIN abOHEHTCKUI w3 IP-TenepoHUM ¢ NoNHbIM
Habopom GYyHKLMIA, NO3BOAAIOLMX NOTPEBUTENIO NCNONB30BATb NpenmyLLecTsa IP-TenepoHun.

A6oHeHTcKuI wnto3 TAU-4M.IP npeaHasHayeH 414 NoAKAYEeHUA aHan0roBbIX TeePoHHbIX annapaTos U
dakc-mogemos K IP-cetn. bnarogapsa BCTPOEHHOMY MapLUpyTU3aTOpPy YCTPOMCTBO obecneynBaeT BO3MOMKHOCTb
nogKkaoueHns obopyaoBaHMA JIOKA/NIbHOM CETU K CeTM LUMPOKOMONOCHOro Aoctyna. K ycTpoMCTBY MOMKHO
NOAKAOUYNUTL OAUH KOMMNbIOTEP, AOCTYN B UHTEPHET A1 KOTOPOro BO3MOMEH C MOMOLLbIO BCTPOEHHbIX GYHKLMI
NAT/DHCP-cepBepa. USB-pasbem ucnonbsyerca ANA NOAKAOYEHUS BHellHero Hakonwutensa, 3G/4G USB-
mogema.

1.2 XapaKTepucTuKa yCcTpomucTea

Unmepdpelicoi:

e FXS: 4 nopta RJ-11;
e LAN: 1 nopt Ethernet RJ-45 10/100BASE-T;
e WAN: 1 noprtEthernet RJ-45 10/100BASE-T;
e USB: 1 nopt USB2.0.

MuTaHWe Wt03a OCyLLECTBAAETCA Yepes BHEWHUIM aganTep 12 B nocToAaHHOro ToKa oT cetn 220 B.
dyHKYUU:

e ceTeBble QYHKLMMU:

— paboTa B pexnume «MOCTa» UM «MapLIPyTU3aTOpa»;

— nopgaepKa PPPoE (PAP-, SPAP- u CHAP-aBTopu3aums, PPPoE-komnpeccus);

— nopaepxka PPTP;

— noaaepkka L2TP;

— nopaepxKa ctatmyeckoro agpeca n DHCP (DHCP-knuneHT Ha ctopoHe WAN, DHCP-cepBep
Ha cTopoHe LAN);

— nopaep*ka DNS;

— nogaepxka NAT;

—  CeTeBOW 3KpaH;

— nopaepka NTP;

— nogaeprKa mexaHU3MOB KauecTBa obcnyxkumeaHma QoS (QoS no DSCP n 802.1P);

e nopaeprkka yHKunm IPTV;

e npoTokonsbl IP-TenedponHum: SIP;

e 3XOKOMNeHcauuna (pekomeHaauum G.168);
e [EeTeKTop akTMBHOCTM peun (VAD);

e reHepaTop KOMGOPTHOIO LWYMA;

e 0OHapyKeHue 1 reHepupoBaHue curdanos DTMF;

AboHeHmcKul winrto3 TAU-4M.IP 7
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e nepeanaya DTMF (INBAND, rfc2833, SIP INFO);
e nepepava dakKca:

-  G.711A/G.711U;
— T.38;

e pabora c SIP-cepBepom u 6e3 Hero;
e ¢yHKUMM [BO:

— yaep:kaHue BbizoBa — Call Hold;

— nepepgaya BbizoBa — Call Transfer;

—  yBeaoMIeHWe 0 NoCTynieHnn HoBoro Bbizosa — Call Waiting;
— nepeagpecaums no 3aHaToctn — Call Forward at Busy;

— nepeagpecaums no HeoteeTy — Call Forward at No answer;
— besycnoBHas nepeagpecauua — Call Forward Unconditional;
— He 6ecnokontb — DND;

—  Caller ID: FSK, DTMF;

— ropa4as amHuA — Hotline;

— TpynnoBo Bbi30B;

— nepexsaT Bbi3oBa — Call Pickup;

—  TPEeXCTOPOHHAS KOHbepeHUus;

—  IMBKMI NNaH Hymepauuu;

e ob6HoBneHue N0 yepes web-nHTepdelic;

e nopaaeprkka DHCP-based autoprovisioning;

e TR-069;

e y[aneHHbI MOHUTOPUHT, KOHOUTYPUPOBaHME N HacTpoliKa: web-nHtepodeiic, Telnet.

Ha pucyHKe 1 npuseaeHa cxema BkaodeHua TAU-4M.IP.

CeTb

npoeaiigepa

a
w)

3G/4G mogem

w

TAU-4M.IP
10/100Base-T

__|

-——
HoyTbyk

oo e

PucyHoOK 1 — ®yHKUMOHaNbHAA cxema ucnosb3osaHma TAU-4M.IP
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1.3 CTpyKTypa ¥ npuHuMn paboTtbl nsgenua

ABOHEeHTCKUI TepmuHan TAU-4M.IP cocTOUT 13 cneayiowmx nogcmuctem:

KOHTPO//1ep, B COCTaB KOTOPOro BXoauT:

—  BbICOKOMHTErpMpOBaHHaAA CMCTeMa, BK/OYaloWan B ceba npoueccop, 100-merabuTtHbIM
KOMMYTaToOp CO BCTPOeHHbiMM PHY, anmapatHylo akcenepauuio Tpaduka L2/L3/L4, USB
2.0 nopTbl, PCI-E KoHTpoANEepbl, 8 KaHanoB PCM ana paboTbl npunoxkeHnin VolP;

— flash-namatb — 8 MB;

— onepatusHasa namatb SDRAM — 128ME;

e 4 aboHeHTCKux KomnekKTa SLIC;
e 1 nopt LAN: RJ-45 10/100BASE-T;
e Ethernet-mopynb WAN: RJ-45 10/100BASE-T;
e USB Host-nopr.
CTpYKTYypHanA cxema yCTPOMCTBa NpMBELEHA Ha PUCYHKe 2.

RJ11 RJ11 RJ11 RJ11 Type A RJ45 RJ45

X £

woegesc | Ethernet Switch

CPU

KOHTpoOnnep

PucyHok 2 — CtpykTypHasa cxema TAU-4M.IP

YcTpoiictBo paboTaeT nog ynpaBieHMeM onepauMoHHOM cucTembl Linux. OcHOBHble GYyHKUMK
yrpaB/iieHNsa CoCpefoToYeHbl B  MPOLECCOpPe, KOTOPbIA  OCYLLEeCTBASET Maplpytusaumto  |IP-nakeTos,
obecneumnBaet paboty IP-TenedoHMM, NpoKcMpoBaHME rPyNnnoBoro TpaduKka u T.4,.

PDYHKLMOHANBbHO YCTPOMCTBO MOXKHO pa3aenunTb Ha 4 610Ka:

e bnoK noaaepKku ceteBblX GYHKLUMIA YCTPONCTBA;

e bnok IP-tenedoHmy;

e bBnok 06paboTkn multicast-tpadmka;

e bnok ynpasneHus (onepaunoHHasa cuctema Linux).

AboHeHmcKul winrto3 TAU-4M.IP 9
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BNOK noagepKKu ceteBbiX GYHKUMWA yCTpolicTBa obecneyvMBaeT MNPOXOXAEHME W KommyTauuto |IP-
NMaKeToB B COOTBETCTBUM C TabanLLel MapwpyTU3aLmMmM YCTPOMCTBA, MOXKET 06pabaTbiBaTb Kak HETETMPOBAHHbIE,
TaK 1 TEerMPOBaHHbIE MaKeTbl B 3aBUCMMOCTU OT HAaCTPOMKK CeTeBbIX MHTepdelicos. Noaaep}MBaeT NPOTOKObI
DHCP, PPPOE, PPTP, L2TP.

bnok IP-renedpoHun obecneumBaeT paboTy ycTpoicTBa no npotokony SIP ans nepepaum peyesbix
CUTHANOB NO CETU C KOMMYyTauMeln naketos. PeyeBon curHan aboHeHTa MOCTynaeT Ha MOAy/lb abOHEHTCKMX
komnnektos SLIC, rae npeobpasoBbiBaeTca B undposoi Bug. OundpoBaHHbIA CUrHan HanpasaseTtcs B 610K IP-
TenedoHUn, rae KoAMpyeTcsa no ogHOMY M3 BblBpaHHbIX CTaHAAPTOB M B BUAE UMPPOBbLIX NAKeTOB NOCTYNaeT B
KOHTPO/Iep Yepe3 BHYTPUCUCTEMHYIO Maructpanb. LMdposblie makeTbl cogep)kaT, KpOMe peyeBblX, CUTHa/b
ynpaBieHMA N B3aMMOLENCTBUA.

Bbnok o06paborku multicast-tpaduka npegHasHayeH ana ob6paboTkn IGMP-coobueHnin 1 multicast-
TpaduKa C Uenblo NoaaepKKu GyHKumMi IP-TenesngeHms.

BnoOK ynpaeneHusa Ha 6ase onepauMoHHON cuctembl Linux KOHTpoiMpyeT paboTy Bcex OCTanbHbIX 6/10K0B
M NoAcucTeM yCTpoCTBa M obecneyunBaeT Ux B3auMoaencTeme.

dyHKuMoHaNbHan cxema ycTpoictea TAU-4M.IP npeacTaBieHa Ha PUCYHKe 3.

IP-ceTb
=3 Enok

Bnok |P-TenedoHum
NoAaepPHKK

ceTeBbIX

OYHKLNIA

YyCTpOWCTBa

Bnok obpaboTku
multicast-tpacwmka

PucyHok 3 — ®PyHKUMOHaNbHaA cxema ycTpoiictea cepumn TAU-4M.IP
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1.4 OCHOBHbIe TeXHU4YEeCKue napameTpbl

OCHOBHble TEXHMYECKME NapaMeTpbl YCTPOMCTBa NpmBeaeHbl B Tabanue 1.

Tabnnua 1 — OCHOBHbIE TEXHUYECKME NapameTpbl

Mpotokonbl VolP

| MNopaep’knBaemble NPOTOKOJIbI | SIP
AyaunoKoaeKku
Koaeku G.729, annex A, annex B

G.711a, G.711y,

G.723.1, G.722, G.726-24, G.726-32
MNepepaya mogema: G.711a, G.711u
MNepepava dakca: G.711a, G.711u, T.38

NapameTpbl WAN-untepdeiica Ethernet

Konnuyectso noptos 1
DNEeKTPUYECKUI pasbeM RJ-45
CKkopocTb nepeaaun, Méut/c 10/100, aBTOONpeaeneHue
MNopfepkKa cTaH4APTOB BASE-T
MapameTpbl LAN-uHTepdeiica Ethernet
Konunyectso nHTepodeiicos 1
DNEKTPUYECKUI pasbeM RJ-45
CkopocTb nepeaaun, Méut/c 10/100, aBTOONpeEaeneHue
MNopfepkKa cTaH4APTOB BASE-T
MapameTpbl aHaNOrosbiX aBOHEHTCKUX NOPTOB
Konnuyectso noptos 4
ConpoTtueneHue wnenda (6e3 yueta conpotmeneHma TA) 00 800 Om

Mpuem Habopa

MMNYNbCHbIN/YacToTHbIN (DTMF)

3awuTa abOHEHTCKMX OKOHYaHUM

NO TOKY U NO HaNpAXXeHUto

Bblgaua Caller ID

FSK BELL202/FSK V.23/DTMF

YnpasneHue

YpaneHHoe ynpasneHune

web-nHtepdeiic, Telnet, SSH, SNMP, TR-069

OrpaHuyeHune goctyna

Mo naposio

O6wme napameTpbl

MutaHue

aganTtep nutaHuA 12 B noctoAHHOro Toka, 2 A

Notpebasemas MOLLHOCTb

He 6onee 12,5 BT (MakcMManbHblit noTpebasemsiit Tok 1,1 A)

Pabouuii AnanasoH TemnepaTtyp

oT +5 go +40 °C

OTHOCUTeNbHAA BAAXXKHOCTb Npu Temnepartype 25°C

00 80 %

labaputbl

187 x 120 x 32.5 mm

Macca

He 6onee 0,25 Kr

AboHeHmcKul winrto3 TAU-4M.IP
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1.5

KOHCTPYKTUBHOE UCNONIHEHUE

ABOHEHTCKKNIM TepMmuHan TAU-4M.IP BbINONHEH B N1IAaCTUKOBOM Kopnyce pasmepamm 187 x 120 x 32,5 mm.

1.5.1 BepxHAA NnaHeNb YCTPOUCTBA

BHewHW BUA BepxHel naHenun yctpoiictea TAU-4M.IP npuBeneH Ha pucyHke 4.
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PucyHoKk 4 — BHewwHWI BuA, BepxHelt naHenu TAU-4M.IP

Ha BepxHelt naHenu yctpoictea TAU-4M.IP pacnonoXeHbl cieaytoume CBETOBbIE MHAMKATOPbI:

Tabanua 2 — OnucaHne MHAMKATOPOB M OPraHOB yNpaB/eHUA NepegHei NnaHean

dnemeHT nepegHei naHeNn OnucaHue

1 Power WHAMKATOP NUTaHWA U cTaTyca paboTbl ycTpolicTea

2 Status WHAMKATOp cTaTyca paboTbl ycTponcTBa

3 Alarm WMHAMKATOP aBapuit Ha ycTpoicTBe (HeakTMBeH B Bepcusx MO 2.3.0 v Bbiwe)

4 USB MHAMKaTop paboTbl BHewHero USB-ycTpoiictea (USB flash, BHewHMiA kecTknit
anck, 3G/4G USB-moaem)

5 v WHAMKaTOPbl PaboTbl aHaNOroBbIX TeNeGOHHbIX NOPTOB

6 LAN mHanKkaTop LAN-nHTepdelica

7 WAN mHankatop WAN-uHTepdeica

12
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1.5.2 3apHAA naHenb yCTPOUCTBA

BHewHW BuA 3agHen naHenu yctpoicrtea TAU-4M.IP npuBeaeH Ha pUcyHKe 5.

ON/OFF 12V 7 T __.;;_.__ i — .4
=1 o E L
= _@_.*.l USB Phone
8 9 10 il 12 13

PucyHok 5 — BHewHW BuA, 3aaHen naHean TAU-4M.IP

Ha 3agHel naHenu ycrtpoiictea TAU-4M.IP pacnonioXeHbl pa3bemMbl M OpraHbl ynpasseHWUs, Npeacras-
NleHHble B Tabnuue 3.

Tabnvua 3 — OnucaHue NHANKATOPOB U OPraHoB ynpasieHua 3aaHen naHenun TAU-4M.IP

dnemeHT 3agHel naHenun OnucaHue

8 ON/OFF Tymb6/1ep BKAOUYEHUA/BbIK/IOYEHMSA YCTPOICTBa

9 12v pasbem 4NA NOAKAYEHMA aganTepa NUTaHNA

10 USB pasbem USB ana nopkntouveHuna sHewHero USB-yctpoiictea (USB flash,
KecTKuit auck, 3G/4G USB-mopgem)

11 Phone 4 pasbema RJ-11 gnsa nogKntoYeHMA aHANOroBbIX TesiedOHHbIX annapaTos

12 LAN nopt 10/100BASE-T Etherne‘E (pa3bem RJ-45) gns nogxntoyeHun
JIOKaNbHOro CEeTEBOrO YCTPOMCTBA

13 WAN nopt 10/100BASE-T (pazbem RJ-45) ans NOAKAOUYEHNA K BHELLHEN ceTh

AboHeHmcKul winrto3 TAU-4M.IP 13
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1.6 CeeTtoBasa MHAUKauuA

TeKywee coctoaHue ycTpoictea TAU-4M.IP oTtobparkaeTca npu nomowm nHamkatopos WAN, LAN, Phone,

Power, PaCNONOXEHHbIX Ha BEpXHEVI naHenun. I'Iepequb COCTOAHMUM MHOWKATOPOB NpuBeEAEH B Ta6nv|u,e 4,

Tabnunuya 4 — CeeToBasA MHAMKALMA COCTOSIHUA ycTpolicTBa cepumn TAU-4M.IP

UHaukatop CoctoAaHUe MHAMKaTOpPA CocTtosAiHMe yCTpOMUCTBA
CTAHOB/IEHO COEANHEHNE MEX
roput (3eneHbim — 10 Méut/c, y A Ay
CTAaHUMOHHbIM TEPMUHANOM U ABOHEHTCKUM
opaHXxesbiMm — 100 M6uT/c) .
WAN YCTPOUCTBOM
npouecc NakeTHOM nepesaym AaHHbix no WAN-
Mmuraet pou o peA A
nHtepdeicy
roput (3enexHbim — 10 M6ut/c, YCTaHOBJ/IEHO COeZIMHEHME C NOAKAOYEHHbIM
LAN opaHxesbim — 100 M6uT/c) CeTeBbIM YCTPONCTBOM
npoLecc NakeTHoM nepegaym AaHHbIX no LAN-
muraet .
nHTepdency
3e/IeHbIN, rOpUT NOCTOAHHO TenedoHHan TpybKa noaHATa (MMHWMA aKTUBHA)
He roput TpybKa nonoxKeHa, HopMmanbHas paboTa
3€e/IeHbIN, B TeYEHWE CEKYHAbI MUTAET C . o
. Ha TenedOoHHbI NOPT NOCTyNaeT BXOAALLUNA
yactotomn 20 'y, 3aTem 4 ceKyHAbl
BbI30B
naysa
3e/IeHbli, Nepnoamyeckoe pearoe OTCYTCTBYET perncrpauns aboHeHTCKoro nopTa
MUraHue Ha SIP-npokcu cepsepe
3e/1eHblN, ABOMHbIE KOPOTKME MUTAHUA
naeT TeCcT IMHUN
C UHTEPBAZIOM B 3 CEKYHAbI
USB 3e/1eHblN, ropuT USB-ycTpoiicTBO NogKAo4eHo
He roput USB-yCTpOCTBO He NOAKAOYEHO
Alarm He roput HepocTyneH B Bepcmax MO 2.3.0 u Bblwe
3€e/IeHbI, ropuT NOCTOAHHO HopmanbHas paboTa ycTpoincTaa
OpaHKeBbllA, TOPUT NOCTOAHHO OTCYTCTBYET BbIxoZ, B MHTepHeT
Status KPaCHbIN, FOPUT NOCTOAHHO 3arpysKa ycTpoicTea
nepuoanyecKkoe nonepemMeHHoe cHbpoc yCTpOMCTBA K 3aBOACKMM HAaCTPOMKam
MWTAHWE KPACHbIM U 3e/1eHbIM
uBeTamm
Power KPacHbIN BK/IOYEHO NUTaHUe yCTPOMCTBa
1.7 C6pocC K 3aBOACKMM HAaCTPOUKam

[na 3anycKa ycTpoMncTea € 3aBOACKMMM HAacCTPOMKAMM HEOHXOAMMO B 3arpyeHHOM COCTOSIHUM HaKaTb U
yOEPXKMBATb KHOMKY «F», KOTOpasa HaxoauTca Ha GOKOBOM NMaHesnn yCTPOMCTBA, MOKa MHAMKATOP «Power» He
HaYHEeT MepuoaMyYeckM MuraTb NOMEPeMEHHO KPAcHbIM M 3eneHbiM ugeTamu. pousongetr aBTomaTUyeckas
nepesarpyska yctponctea. lNpu 3aBoackux yctaHoBkax Ha WAN-uHTepdelice 3anyweH DHCP-knueHT, agpec
nHtepdeiica LAN - 192.168.1.1, macka noacetm — 255.255.255.0; nmsa nosb3osaTtens/naposib Ans AocTyna Yepes
web-unHtepdeiic: admin/password.
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1.8 KomnneKT nocrtaBku

B 6a30BblIli KOMNAEKT NOCTABKM yCcTpoicTea cepmun TAU-4M.IP BxopAT:

e aboHeHTCKMM w3 TAU-4M.IP;

e aganTep aneKkTponuTaHua 220/12B, 2 A;

e MaMATKa O AOKYMEHTaLUW;

e PYKOBOACTBO MO YCTAHOBKE 1 MEPBUYHOM HACTPOIKe.

AboHeHmcKul winrto3 TAU-4M.IP 15
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2 YNPABJIEHUE YCTPOMCTBOM YEPE3 WEB-KOHOUTYPATOP

2.1 Hauyano paboTbi

[na Hayana paboTbl HYXKHO NOAKAOUNTLCA K YCTPOMCTBY Mo MHTepdeicy LAN yepes web-6paysep:
1. Ortkpoiite web-6paysep (Mporpammy-npocMOTPLUMK FMMNEepPTEKCTOBbLIX AOKYMEHTOB), Hanpumep,

Firefox, Opera, Chrome.
2. BeawuTte B agpecHom cTpoKe bpaysepa IP-agpec ycTpoiictsa.

iﬁu 3aBopacKoii IP-agpec yctpoiictBa: 192.168.1.1, macka nogcetu: 255.255.255.0

Mpu ycnewHom obHapy*KeEHUN YCTPOMCTBA B OKHe bpay3epa oTobpasmutca CTpaHMLA C 3aMpPOCOM MMEHMU
nosb3oBaTens 1 Napons.

TAU-4M.IP u -

JIorWH:

Mapone:

3. BeeauTe uMA nonb3oBatens B CTpoke «JlIorMH» M napoiab B CTpoke «[aposby».

iﬁu 3aBoAcCKMe YCTAaHOBKU: NOrUH: admin, naponb: password.

4. HaxmuTte KHOMKy «BoiTu». B okHe Bpaysepa OTKpoeTcA MeHIo BbICTPoro KOHPUrypuposaHus,
PUCYHOK 6.

2.2 CmeHa nonb3oBaTeneu

Ha ycTpoiictBe cywiectByeT Tpu Tuna nonb3oBatesneii: admin, user n viewer. Mosnb3oBatesb admin
(apmuHUCTpaTOp, Naponb Mo ymondyaHuio: password) nmeeT NosiHbIN AOCTYN K YCTPOMCTBY: YTEHME U 3anucb
NobbIX HACTPOEK, MOJHbIA MOHUTOPUHI COCTOAHUA YCTPOKCTBA. Monb3oBaTelb user (HEMPUBUAErMPOBAHHDLIN
no/sib30BaTe/Ib, Napo/ib MO YMOMYAHMIO: USEr) MMeeT BO3MOXKHOCTb BbIMOJHUTL TONILKO HAcTpolKy PPPoOE gnn
NoAKAOYEeHUA K VIHTepHeT, He MMeeT JOCTyna K MOHUTOPWMHIY COCTOSIHUS ycTpoicTea. Monb3oBatenb viewer
(Habnopatennb, Naponb NO YMOJYAHWUIO: viewer) MMeeT MPaBo TO/bKO MPOCMATPMBaTb BClO KOHUrypauuio
ycTpoictBa 6€3 BO3MOXKHOCTM UTO-1Mb0 pesaKkTMpoBaTb, MOHUTOPUHI COCTOAHWMA YCTPOWCTBA eMy AOCTYNeH B
nonHom obbeme.

TAU-4M.IP

Cete  IP-tenedonna QLBEGEHE:LEEEE CucTema

IPTV
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an Ha*aThn Ha KHOMKY «B8bIXOO» TEKyLWaA cecCnAa nosib3oBaTtenAd 6yp,eT 3aBepLleHa, 0T06pa3VITC‘r'I OKHO
aBTOpU3aumnn:

NoruH

Mapons:

Ona cmeHbl goctyna HeobxoAMMO yKas3aTb COOTBETCTBYIOLUME WMMA MOb30BaTENA U NApo/b, HaxaTb
KHOMKY «Bolimu».

2.3 Pexxumbl paboTbl web-uHtepdeiica

Web-uHtepdelic yctpoiictea TAU-4M.IP moxeT paboTaTb B Tpex pexumax:

o IMOHUTOPUHT — PEXMM MOHUTOPUHIA CUCTEMbI — UCMOJIb3YETCA A4 NPOCMOTPA Pa3INYHOrO pPoaa
nHbopmaummM, KoTopaa KacaetcA paboTbl YCTPOMCTBA: aAKTMBHOCTb WMHTepHeT-coeaAnHeHMUS,
coctofiHMe TenedpOHHOro mnopra, OBbEM MPUHATbIX/MEepeAaHHbIX AaHHbIX MO  CEeTeBbIM
nHTepdelicam 1 Tak ganee;

e TAUTKK — peMm BbICTPOro KOHPUIYpUPOBAHUA CUCTEMbI — B KaXKAOMW MAUTKE CrpynnupoBaHbl
HaCTPOMKM Mo UX GYHKUMOHANbHOMY HasHauyeHuto: MHTepHeT, IP-TenedoHus, IP-TenesngeHve n
Apyruve. B nAUTKy BbiBeAeHbl TO/IbKO OCHOBHbIE NapamMeTpbl, MO3BOAAIOWME MAKCUMaIbHO BbICTPO
HacTpPOUTb onpeaeneHHyo GYHKUMIO YCTPOMCTBA;

e HacTpOMKM — paCWIMPEHHbIA PeXUM  KOHPUIYpUPOBAHUSA  CUCTEMbI  (PEXMM  MOJIHOrO
KOHOUTypUpoBaHMa) — NO3BONAET BbIMOJHUTbL NOJIHOE KOHPUTYpUpPOBaHME YCTPOICTBA.

Ona HaBuraumm mexay pexumamu web-uHTepdelica CAyXUT NaHenb, KOTOpas HaxoamTca C NeBoW
CTopoHbl Web-nHTepdelica. Mpu HaBeAEHUWN YKa3aTeNs MbllW NaHeAb PacKpblBaeTcA:

WHTepHer WHTepHeT
PEsKMM pafo) FPesxim pado
MpoToK MpoToH
IP-aap) IP-aa[]
@ Macka nogce @ MOHUTOPKHT IWaCKa NOACE
i LLINKD3 Mo yWomHaHY 222 MnuTRM 11INt03 No yron-aEH|
.3 MepEKMHHEIA DI £ HacTpoiku MNERBMHEIR O
BTopMHEIR DI BTopu4HEIR D

M3 peskuma «MAUTKM» B peXkKUM «HacTpoMKn» nepexos BO3MOMKEH TaKKe Yepes CCbINKy «nodpobHee» B
Ha3BaHWUU NANUTKW.
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2.4 MpumeHeHUe KOHPUrypaLm 1 OTMEHA U3MEHEHMIA

2.4.1 NpumeHeHue KOHPUrypaLum

ﬂ Mo Ha)XaTuio Ha KHOoNKY «MpUMeHUTb» NPOUCXOAUT COXpaHeHue KoHdurypauum Bo flash-namatb
YCTPOWCTBA M NpUMEHEeHMe HOBbIX HacTpoeK. Bce HacTPoiKK BCTynaloT B cuay 6e3 nepesarpyskm
ycTpoicTBa.

KHonKa «lpuvMeHUTb» B MEHI0 ObICTPOrO KOHPUIYPUPOBAHMA M B MEHIO PaACLUMPEHHbIX HACTPoeK

COOTBETCTBEHHO MMeeT BUA,: ; .

B web-uHTtepdeiice peannsoBaHa BU3yasbHaA MHAMKAUMA TEKYLLEro COCTOAHMA MNpouecca NpUMeHeHus
HacTpoekK, onncaHHas B Tabanue 5:

Tabnnua 5 — BusyanbHas MHAMKAUUA TEKYLLETrO COCTOAHMSA NpoLLecca NPUMEHEHMA HAacTPoeK

BHelwHuii BUg, OnucaHue cocToAHUA

Mocne HaxaTua Ha KHOMKY «PUMEHMUTbY» MPOMUCXOLUT MPOLECC NMPUMEHEHUS U 3anucK

HacTpoeK B NnamATb ycTpoictea. 06 stom MHGOPMMpPYET 3HAYOK H B Ha3BaHWUW BKAAOKM
M Ha KHoMKe «[IpUMeHUTb.

06 ycnewHOM COXpPaHEHUMM W MPUMEHEHUM HacTpoek uHbopmUpyeT sHauok [ 8
Ha3BaHMM BKNALKM.

HacTpolk cetk &

Ecnn 3HaveHne napameTpa 6b110 YKa3aHO C OLIJM6KOI;’I, TO MOocCne HaXaTunAa Ha KHOMKY
«[lpMeHUTb» MOABUTCA COOTBETCTBYIOLWEe coo6u.|,eHv1e C YKasaHuem npuynHbl, a B

HacTpoAkM ceTH @

Ha3BaHWU BKNa4KN 0T06pa3MTCﬂ 3HaA4oK E]
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2.4.2 OTmeHa usmeHeHu

V OTMeHa U3MeHeHU1 NPOU3BOAUTCA TO/IbKO A0 HAXKaTUA Ha KHOMNKY «MpumeHUTb». B aTOM Ccayyae

' OTPefaKTUPOBAHHbIE Ha CTpaHUUEe MnapameTpbl OGHOBATCA  TEKYWMMM  3HAYEHUAMM,
3anMMcaHHbIMM B NaMATU ycTpolictBa. lMocne Ha)KatMAa Ha KHOMKy «MpumeHUTb» BO3BpaT K
npeAblAyLMM HacTpoiiKam byaeT HEBO3MOXKEH.

KHOMKa OTMeHbl M3MEHEHWUN B MeHIO BbICTPOro KOHGUIYPUPOBAHMA U B MEHIO PaCLUMPEHHbIX HAaCTPOEK

b 4 ® Otmexa
COOTBETCTBEHHO nmeet Bna4. M

2.5 MeH1o 6bicTporo KoHGUrypupoBaHus

B MeH1o 6bICTPOro KOHGUIrypMpPOBaHMA 0TOBPAXKAIOTCA OCHOBHbIE HACTPOWKM YCTPOMCTBA, PUCYHOK 6.

WHTepHeT nogpoGHee IP-TenedpoHnsa nogpoGHee
PexnM padotsl  MaplipyTusartop ¥ NMuaua 1 NMuama 2 Madna 3 Nosus 4 SIP
MpoTokon ~ DHCP v

BKMIO4HTE
MepsuYHbIA DNS
Homep | 001
BTopuyHbId DNS
AyTeHTUdUKALMA

:
WA none3oeatena

rMaponk

= -

|P-TeneBuaeHmne nogpoGHee Cuctema noapoGHee
BKNO4NTE IPTV ¥ DocTyn k Web
BrniouuTe HTTP- & HTTP @

NpPOKCH
HTTPS
Mopt HTTP 1234

PucyHOK 6 — MeH0 6bICTPOro KOHPUIypUpoBaHUA
HacTpoiiku pasgeneHbl No cieayrowmm KaTeropmuam:

e MHmMepHem — BbICTPas HACTPOIKa BbIX04a B CeTb MIHTEPHET;

e IP-menegoHuUs — BbicTpaa HacTpolika TenedoHuy;

e IP-menesudeHue — KOHPUIypUpOBaHME YCTPOMUCTBA A1A NoaaepKKM GyHKumMI IPTV;
e Cucmema — HacTpoWMKa gocTyna K web-nHtepdeincy yepes WAN-noprt.
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2.5.1 WHTepHeT

Onsa poctyna K cetv UHTepHeT HeOb6XOAMMO YCTaHOBUTb OCHOBHbIE HAcTPOMKM B pasgene «MHTepHeT».
Ons yKasaHWA LOMOAHWUTENbHbIX NapPaMeTPOB MeperanTe B PEXUM PaCIMPEHHbIX HACTPOEK, HaXKaB CCbIIKY
«rnodpobHee».

e Pexcum pabomeoi — pexxnm paboTbl yCTPONCTBA:

—  Mapwpymuzamop — mexagy LAN un WAN-nHTepdeincom yCcTaHaBNMBAETCA pPEXMM
mapLupyTtusatopa (LAN nsonmposaH ot WAN);

—  Mocm — mexay WAN u LAN-nHTepdeincom ycTaHAaBAMBAETCA PEXMM MOCTA: AaHHble
nepegatotca npospayHo n3 LAN 8 WAN n 06paTtHo;

e [lpomokon — BbI6OpP NPOTOKOMA, NO KOTOpOMYy b6yaeT ocywecTBaaTbcA nogxaoveHne WAN-
uHTepdelica yCTPONCTBA K CeTU npoBangepa:

—  Static — pexxum paboTbl, Npu KoTopom IP-agpec n Bce Heobxoaumble napameTpbl Ha WAN-
uHTepdelic HasHavatoTcsa ctaTudecku. Mpu Bbibope TMna «Static» Ana pegakTMpoBaHUA
6yAayT AOCTYNHbI cCneaytolme napameTpbl:

BHewHuli IP-adpec — yctaHoBka IP-agpeca WAN-uHTepdeica ycTpoinctBa B CeTU
npoeanaepa;

Macka nodcemu — macka BHELLHEWN NOACETH;

LUnto3 no ymoaYaHuUo — agpec, Ha KOTOPbI OTNPaBAAETCA MaKeT, eciiv AN Hero He
HangeH MapwpyT B Tabanue mapLpyTmsaumm;

MepsuyHbili DNS, BmopuyHsili DNS — appeca cepBepoB AOMEHHbIX MMEH (MCMo/b3yloTcs
Ana onpegenenus IP-agpeca ycTpoicTBa Mo ero AOMeHHOMY MMeHM). [JaHHble noas
MOYHO He 3aMoJ/IHATb, C/IN B HUX HET HEOBX0AMMOCTH.

— DHCP — pexum pabotbl, Npn Kotopom IP-agpec, macka noacetn, agpec DNS-cepsepa,
W03 NO YMOHAHUIO U ApyrMe napameTpbl, Heobxoammble ana paboTbl B ceTun, byayT
nosay4veHbl or DHCP-cepBepa aBToMaTUYECKW.

Nopaepmsaemblie onuum:

1 — macKa ceTty;

3 —aapec ceTeBOro LW/3a N0 YMOHAHUIO;

6 —agpec DNS-cepsepa;

12 — ceTeBOE MMA YCTPONCTBA;

15 — pomeHHOoe ums:

26 — pasmep MTU;

28 — WwnpoKoBeLaTebHbIN agpec CceTu;

33 - cTaTuyeckme mapLupyThbl;

42 — appec NTP-cepBepa;

43 — cneunduyHaa nHdopmaLma NponsBoaUTENS;
60 — anbTepHaTUBHbIM Vendor ID;

66 —agpec TFTP-cepBepa;

67 — umsa ¢aiina MO (ans 3arpysku no TFTP ¢ cepsBepa 13 onuun 66);
82 - uHpopmauma areHta DHCP Relay;

120 — outbound SIP-cepBepa;

121 — 6ecknaccoBble cTaTU4ECKME MApPLLIPYThI.
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B DHCP-3anpoce B onumnm 60 yCcTPOMCTBO nepedaeT creaylolyo WMHOOpMaLUIO
npoussogutens 8 opmare:

[VENDOR:npowussogutens][DEVICE:Tun yctpoictea][HW:annapatHan Bepcus]

[SN:cepwuiiHbiii Homep][WAN:MAC- agpec uHtepderica WAN]

[LAN:MAC- agpec untepoderica LAN][VERSION:Bepcua nporpammHoro obecneyeHus]

Mpumep:
[VENDOR:EItex][DEVICE:TAU-4M.IP][HW:1.0][SN:VI23000118][WAN:A8:F9:4B:03:2A:D0]
[LAN:02:20:80:a8:f9:4b][VERSION:#2.3.1]

Cnucok wucnonbsyembix DHCP-onumit Ha Kaxaom ceteBom WHTepdelice (Internet, VolP,
Management) MOXHO 3a4aBaTb Bpy4Hyto. MHGOpMauusa no HacTpoiKke cnMcKa npeacras/eHa
8 pasgene Mpunoxerune B. HACTPOMKA dhcp-KNMEHTOB B My/SIbTUCEPBUCHOM PEXUME.

—  PPPOE — pexum pabotbl, npn koTopom Ha WAN-uHTepdelice nogHumaetca PPP-ceccus.
Mpu BblbOpe «PPPOE» ans pegakTMpoBaHMA CTaHYT AOCTYMHbI caedytolMe napameTpbl:

Wmsa none3osamens — umA NONb30BaTeNa ANA aBTopusaunmn Ha PPP-cepsepe;

lMaposab — naponb gna asTopusaumm Ha PPP-cepsepe;

Service-Name — nima ycnyru — 3HayeHue Tera Service-Name B coobuweHun PADI ans
WMHUUManm3aumm PPPoE-coeamHeHUs (Mcnonb3oBaHWe AaHHOW OnuMM He sBAAeTcA
06A3aTeNbHbIM, 3TOT NapaMeTp HacTPanBaeTCa TO/IbKO No TpeboBaHMIO NpoBanaepa);

Bmopoli docmyn — Tmn A0CTyna K N0Ka/IbHbIM CETEBLIM PECYPCaM.

MoxHo BblbpaTh 2 BapmaHTa:

DHCP - puHamuuyeckuit poctyn, Korga |P-agpec v Bce Heobxoaumbie napameTpbl
nosay4yatorca no npotokony DHCP;

Static — cTaTUYecKMii — B 3TOM C/lydyae HeobxoAMmble ANA AO0CTyNa napameTpbl HYXKHO
yKasaTtb Bpy4Hyto: IP-adpec, Macka nodcemu, DNS-cepsep, LLinto3.

—  PPTP — pexXum, Npu KOTOPOM BbIXOg, B MIHTEPHET OCYyLLeCcTBAAETCS Yepe3 chneumanbHbli
KaHan, TYHHeNb, Ucnosb3ya npotokon PPTP. Mpu Bbibope «PPTP» pns peaakTMpoBaHus
CTaHYT AOCTYMNHbI cheaytowme napameTpbl:

PPTP-Cepsep — appec cepepa PPTP (aomeHHOe ums unu IP-agpec 8 dopmarte IPv4);

Uma nonbzosamesnda — UMA NONb30BaTeNa Ana astopusaumm Ha PPTP-cepsepe;

lMaponb — naponb gna asTopusaummn Ha PPTP-cepsepe;

Bmopoli docmyn — Tn AOCTyNa K I0KanbHbIM ceTeBbiM pecypcam U PPTP-cepsepy.
MoKHo BbIbpaTb 2 BapuaHTa:

DHCP — puHamu4yeckmi poctyn, Korga IP-agpec u Bce Heobxogumble napameTpbl
nosy4atotca no npotokony DHCP;

Static — cTaTMyYeckuit, B 3TOM Cayyae Heobxogumble pgna pgoctyna K PPTP-cepsepy
napameTpbl 3a4a0TCA BPYYHYIO:

= |P-adpec — npu CTaTU4ECKOM AOCTyNe € 3TOro aapeca ocylwectsaseTcs goctyn o PPTP-cepsepa;
= Macka nodcemu — Npu CTaTUYECKOM A0CTyrne Macka noaceTy;

= DNS-cepsep — npu cTaTuyeckom goctyne cepsep DNS, ncnonb3yemblit B 1OKaNbHON CeTH;

= [1In103 — NpW CTaTUYECKOM A0CTyne W03 4N1A AocTyna K PPTP-cepsepy (ecam Heobxoaum).

— L2TP — pexum, Npu KOTOPOM BbIXO4 B MHTEPHET OCyLLecTBAETCA Yyepes crneumanbHbIi
KaHan, TyHHenb, Ucnonb3ysa npoTokon L2TP. Mpu Bbibope «L2TP» AnAa pefakTMpoBaHWA
CTaHYT AOCTYMHbI CAeayowme napameTpbl:

L2TP-cepsep — appec cepsepa L2TP (gomeHHoe umsa uam IP-agpec 8 dopmarte IPv4);
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Umsa nonvzosamensa — uma NONb30BaTeNA ANa aBTopusaumm Ha L2TP-cepsepe;

laponb — naponb gnAa asTopusaumnm Ha L2TP-cepsepe;

Bmopoli docmyn — Tun foCTyna K IOKanbHbIM CEeTEBbIM pecypcam 1 L2TP-cepBepy.
Mo3KHo BbIbpaTb 2 BapuaHTa:

DHCP — panHamuuyeckuit poctyn, Korga IP-agpec u Bce Heobxoaumble napameTpbl
nosay4atotca no npotokony DHCP;

Static — cTaTM4YecKMn, B 3TOM CJlydae Heobxogumble ana poctyna K L2TP-cepsepy
napameTpbl 334a0TCA BPYYHYIO:

= |P-a0pec — Npu CTaTU4ECKOM A0CTYyrMe € 3TOro aapeca ocywecreaseTcs goctyn ao PPTP-cepsepa;
= Macka nodcemu — Npu cTaTUHECKOM AOCTyNe MacKa NoAceTH;
= DNS-cepsep — npu ctatuyeckom gocTyne cepsep DNS, ncnonbayemsiii B N0OKaNAbHOM CeTy;

= [[In103 — NpW CTaTMYECKOM AO0CTyne W3 gna goctyna Kk L2TP-cepsepy (ecan Heobxogum).

MpoTtokonabl PPTP n L2TP mncnonb3ytoTca A4na CO34aHMA 3alLMLLEHHOrO KaHana cBAsu 4vepes Internet
MeXAy KOMMbIOTEPOM YAA/IeHHOrO MO0JIb30BaTeNs W YacTHOM ceTblo ero opraHusauuu. PPTP u L2TP
OCHOBbIBAOTCA Ha NpoToKosie Point-to-Point Protocol (PPP) 1 siBaAloTca ero pacwmnpeHamu. JaHHble BEPXHUX
ypoBHel mogenn OS| cHayana uHKancyaupytotrca B PPP, a 3atem 8 PPTP unu L2TP gnAa TyHHeNbHOW nepenaym
yepes cetn obuwero pgoctyna. PyHKUMOHaNbHble BO3MOXHOCTM PPTP un L2TP pasnuuyHbl. L2TP moxkeT
MCMNO/Ib30BaTbCA He TOMbKO B IP-ceTax, cnyxebHble COOOWEHNA A5 CO34aHMA TYHHENN U MEepPecblIKK Mo Hemy
[LAHHbBIX MCMONb3YIOT OAMHAKOBbIN GOpMaT M NPOTOKObI. PPTP MmoXKeT NpuMeHATbCA TONbKO B IP-ceTax, n emy
HeobxoaMmo oTaenbHoe coeauHeHne TCP ana co3gaHMAa M MCNONb30BaHMA TyHHens. L2TP nosepx IPSec?
npeanaraet 6onblie yposHen 6e3onacHocTH, Yem PPTP, 1 MMeeT BbICOKYIO CTEMNeHb 3aLUMLLEHHOCTU BaXKHbIX 18
OpraHmMsaunmn AaHHbIX.

OcobeHHocTn L2TP penatoT ero ovyeHb NEPCneKTUBHbIM MPOTOKOJIOM A/ MOCTPOEHUSA BUPTYasbHbIX
ceTen.

[na BCTynneHus B CUAY HOBOW KOHOUIypauum M 3aHECeHWUA HACTPOEeK B SHEProHe3aBMCUMYD MamMATb

HaXXMUTe KHOMKY . ,CLI'IFI OTMEHbI USMEHEHWI HaXKMUTe KHOMNKY &

Y106bl NOAKAOYMTBL YCTPOMCTBO K CETU MpoBangepa, HeobxoAMMO YTOYHMUTL Yy OnepaTopa ceTeBble
HacTPOMKKW. Mpn NCNOIb30BAHUMN CTAaTUYECKMX HAacTpoeK B none «[poTOKOoM» HYXKHO Bbl6paTb 3HaYeHMe «Staticy,
3anoNHUTL nons «BHewHun IP-agpec», «Macka nogcetu», «lUnto3 no ymonyaHuto», «lMepsBuyHbii DNS» 1
«BTopuuyHbIn DNS» npeaocTtaBaeHHbIMM NPOBanAEepoOM COOTBETCTBYIOLWMMK 3HaYeHuamn. Ecnm yctpolictea B
CceTM npoBaigepa NOAyyaloT ceTeBble HAcTPOMKM no npoTokonam DHCP, PPPoE, PPTP uau L2TP — B none
«MpoTokon» BbIGepUTE COOTBETCTBYIOLWMIA MPOTOKOA WM BOCMOJIb3YATECH WMHCTPYKUMAMM nNpoBanaepa AN
NO/IHOM W NPaBU/IbHOM HACTPOMKN YCTPOMCTBA.

2.5.2 IP-tenedoHun
Onsa pabotbl IP-TenedoHMM HeobxogMMO YCTaHOBUTb HACTPOMKKM B pasgene «IP-tenedonunsa». Ons
YKa3aHWa [OMNOJIHUTE/IbHbIX NapamMeTpoB MepernguTe B PEeXUM PaCLIMPEHHbIX HACTPOEK, HaXKaB CCbUIKY

«rnodpobHee».

Bo BKnagKkax «JluHua 1», «/InHua 2», «JinHna 3», «JIMHMA 4»  BbINOAHAIOTCA OCHOBHbIE HACTPOMKM
TenedoHHbIX NOPTOB ycTpolicTBa «Phonely, «Phone2», «Phone3», «Phone4» cooTBETCTBEHHO:

[ BKnaroyume — npun ycTaHOBNIEHHOM d)nare AaHHAA TIMHNA aKTUBHaA;

1,£I,nﬂ KOPPEKTHOM paboTbl IPSec cneayeT OTKAOUUTL TPAHCAALMIO a4PecoB OTNpaBUTeNs.
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e Homep — abOHEHTCKMI HOMEp, 3aKpenieHHbIM 3a TenedOoHHON NNHUEN;
e UMmA nonv3zosamesna — UMA NoNb30BaTeNA ANA ayTeHTUdMKaummn Ha SIP-cepBepe;
e [laponb — naponb ans ayteHTUdMKaumm Ha SIP-cepsepe.

Bo BK/1lagKe «SIP» BbINO/MHAKOTCA OCHOBHbIE HAaCTPOMKK ana SIP-npoKcu cepsepa:

e SIP-npokcu cepsep — ceteBoi aapec SIP-cepBepa — ycTPOMCTBA, OCYLLECTBASIOLLIETO KOHTPO/b
JocTtyna Bcex aboHeHTOB K TenepoHHOM ceTu nposanaepa. MoxKHO yKasaTb Kak IP-agpec, Tak u
OOMEHHOe MMSA (4epes3 ABOETOYME MOXKHO 3a4aTb anbTepHaTuBHbIM UDP-nopt SIP-cepBepa, no
ymonyaHuio 5060);

e Pezucmpayua — npu ycTaHOB/NeHHOM ¢are paspelleHa perncrpauma aboHEeHTCKUX NMOpTOB Ha
cepBepe perncrpaumy;

e (Cepsep peaucmpayuu — CETEBOWN agpec YCTPOMCTBA, HAa KOTOPOM OCYLLECTBNAETCA PerMcTpauma
Bcex aboHeHTOB TenlePpOHHOM CEeTU C LEe/bio NpeaocTaBleHnsa UM NpasBa Noib30BaTbCs YC/yramm
cBA3N (4epe3 ABOeToYME MOMKHO YKas3aTb a/sibTEPHATMBHbLIM NOPT cepBepa perncrpaumm, no
ymonyaHuto 5060). MoxKHO yKasaTb KaKk IP-agpec, Tak u gomeHHoe umA. OB6bIMHO cepBep
pernctpauumn pusmyeckn cosmellieH ¢ SIP-npoKkcu cepsepom (OHM MMEIOT 04MHaKOBbIM agpec);

e SIP domain — poOMmeH, B KOTOPOM HaxoAMTCA YCTPOWMCTBO (3amo/iHATL Npu HeobxoaMmocTw),
Ha3Ha4vaeTcA aBTomatmyeckn u3 15 onuum npotokona DHCP wnu 3apaetca BpyyHyto. [JomeH,
3a4aHHbIV BPY4YHYIO MMEEeT NPUOpPUTET HaZ HAacTPOMKoM, nonyyeHHon no DHCP.

Ana BctynneHna B cuny HOBOM KOH(bMI'ypaLI,MVI N 3aHeCeHMA HaCTpPOEK B 3HEProHe3aBUCUMMYKO MaMATb

HaXXMUTe KHOMKY . Ona oTmeHbl N3MEHEHUN HaXKmnTe KHOMKY

2.5.3 IP-tenesnpgeHue

Ons paboTbl GyHKUMKM IPTV HYXKHO BbINOJIHUTb OCHOBHbIE HAacTPOMKKN B pasgene «IP-tenesmaeHue. Ona
YKa3aHMA [OOMNOJHUTENbHbBIX MAapaMeTpPoB NepenguTe B PEXMM PaCLUIMPEHHbIX HACTPOEK, HaxaB CCbIAKY
«nodpobHee».

e Brkarwyume IPTV — npu ycTaHOBAEHHOM ¢nare paspelleHa TpaHcaaums curHanos IP-tenesnaeHumn
¢ WAN-untepodeiica TAU-4M.IP (13 ceTu npoBangepa) Ha yCTPOKMCTBa, NOAKAIOYEHHble K LAN-
nHTepdelicy;

e Bkawyume HTTP-npoKcu — npwn ycTaHoBAeHHOM daare ncnonbsosatb HTTP-npokcn. HTTP-npokcu
ocyuiectBaseT npeobpasosaHmMe UDP-noToka B notok HTTP, 4To No3BOAAET y/AyyLWMWUTb KayecTBo
TPaHCAMPYEMOTO M306paXKEHMA NPU NJIOXOM KavecTBe KaHasa CBA3U B IOKAJIbHOM CETW.

e [lopm HTTP — Homep nopTta HTTP-npoKcK, ¢ KOToporo byaeT oCyLecTBAATLCA TPaHCAMPOBaHMe
BMOEO-NOTOKA. Mcnonb3ynte 3TOT MOPT A8 NOAKAOYEHMA K TPAHCAMPYEMbIM YCTPONCTBOM
noTokam IPTV.

Hanpumep, ecnm yctpoicteo umeeT Ha LAN-uHTepdeice agpec 192.168.0.1, paas nopra NpoKcU-cepsepa
BblOpaHoO 3HauyeHue 2345, n HeobxogMmo BocnpomssecTn KaHan 227.50.50.100, TpaHcaupytowmiica Ha UDP-
nopt 1234 - ana nporpammel VLC aapec NOTOKa HY»HO 334aTtb B Buae:
http://@192.168.0.1:2345/udp/227.50.50.100:1234.

Ana BCTyn/1eHnA B CUNy HOBOWM KOHd)Ml'ypaLl,l/IVI N 3aHeCeHnA HaCTpPOEK B 3HEProHe3aBUCMMYKO NMaMATb

HaXXMUTe KHOMKY . Ona otmeHbl N3MEHEHUI HaXXmuTe KHOMKY
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2.5.4 Cucrema

B pasgene «Cuctema» BbINOMHAETCA HACTPOMKa JocTyna K web-KoHoUrypatopy yctpoictea. [ns
YKa3aHMA [OMONHUTE/IbHbIX MapameTpoB MeperauTe B PEXMM PaACLUMPEHHbIX HACTPOEK, HaXKaB CCbIIKY
«rnodpobHee».

Hoctyn K Web yepe3 WAN:

e HTTP — npu ycTaHoBAeHHOM ¢iare paspelleHo nogkatoveHne K web-KoHourypatopy ycTponcTea
yepe3z WAN-nopT no npotokony HTTP (Hebe3onacHoe noaknoUyeHue);

e HTTPS — npu yctaHoBAeHHOM ¢iare paspelleHo noakatoueHme K web-koHdurypaTtopy ycrpolictea
yepe3z WAN-noptT no npotokony HTTPS (6esonacHoe noaxatoueHue).

V Mo ymonuauuio aoctyn K web-unrepdeiicy ycrpoiictea paspelueH TonbKo yepes LAN-uHtepdeiic.

Ona sctynneHmna B cuny HOBOW KOHd)MI'ypaLI,VIM N 3aHeCeHMA HACTPOEK B 3HEProHe3aBUCMMYKO MaMATb

Ha*XMunte KHOMKyY . ﬂ,l’lﬂ OTMEHbI USMEHEHWNI HaXkMUTe KHOMKY &

24 AboHeHmckul winto3 TAU-4M.IP



S» ELTEX

2.6 PaclumpeHHble HAaCTPOMNKHM

[na nepexoda B peXUM PacLUMPEHHbIX HACTPOEK YCTPOMCTBA HaXKMUTE CCbINKY «nodpobHee» B Ha3BaHUU

ntoboi NANTKM UK BbibepuTe NyHKT « HaCTPOMKM» Ha NaHenu caesa.

2.6.1 OcHoBHble anemeHTbl web-uHtepdeica

Ha pucyHKe 7 npeacTaBieHbl 31eMeHTbl HaBuraumm web-KoHourypatopa B pexume paclMpeHHbIX

HACTpPOEK.

TAU-4M.IP 1 -

m IP-tenecpoHma  IP-reneBugerne  Cuctema 2

MapwpyTusauua  [uHamudecknii DNS  SNMP

Hactpoika MAC-agpeca WAN 5
® 4
Mepeonpenenuts MAC L)
= MAC -
L]
© 000 Tipednpuamue "2nmexc”, 2011 — 2018 Bepcus MO:; (Tekywaa sepcna MN0)

WHTepHet QoS HacTpoiika MAC-anpecos DHCP-cepeep NokaneHelil DNS NAT u npofpoc noptos CeTeBoi aKpan ACL Ounetp MAC

/ Bepcus eed-usmepgelica; (Tekyman BepcHa Beb-HaTepdeiica)

admin

*

PucyHOK 7 — dnemeHTbl HaBuraumm web-koHdurypaTopa

OKHO No/1ib30BaTeNbCKOro HTepdelica pasgeneHo Ha cemMb obnacreil:

1 WmA nonb3oBaTens, NoA KOTOPbIM 6bln OCYLWECTBAEH BXOA B CUMCTEMY, KHOMKa 3aBepLueHus

ceaHca paboTbl B web-uHTepdeliice (8bix00) noa AaHHbIM MOJ/b30BaTE/IEM U BbiNagatolee MeHIo
BblOOpa A3blka web-uHTepdelica.

2 BKAagkM MeHK TpynnupyroT BKAaAKM nogmeHio no Kateropusm: Cetb, IP-tenedonHus, IP-
TenesmnpgeHue, Cucrema.
3 BknagKkuv NOAMEHIO CNYXKaT ANA yNpaBaeHUA Nosem HacTpoeK.
4 laHenb cMeHbl pexxnma web-KoHourypaTtopa (onucaHue B pasgene 2.3).
5 Tone HacTpoeK ycTpoiicTBa, KoTopoe HasnpyeTca Ha BblIbope Nosib30BaTensa, npeaHasHayYeHo Ans
NPOCMOTPA HACTPOEK YCTPOMCTBA M BBOAA KOHOUIYPALMOHHbIX SAHHbIX.
6 KHOMKM ynpasneHus KoHoUrypaumen, nogpobHaa nHpopmauma npueeseHa B pasgene 2.4.
lMpumeHUMb — NPUMEHUTL N COXPaHUTb TEKYLLYHO KOHOUIYypaLMIO B SHEPrOHE3aBUCUMYHO
NamATb YCTPOMCTBa;
OmmeHa — OTMEHA W3MeHeHW (BO3MOMKHA TOJIbKO A0 Ha)KaTuA Ha  KHOMKY
«lMpumeHUMBb»).
7

NHpopmaumoHHOe Nosie, B KOTOPOM OTOBparkaeTca Bepcus NporpaMmHoro obecneyeHus, Bepcus
web-uHTepdelica.
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2.6.2 MeHo «CeTb»

B meHto «CeTb» BbINOAHAETCA KOHPUIYpUPOBaHUE CeTEBbLIX HACTPOEK YCTPOWCTBA.

2.6.2.1 NMogmeHto «MHTEepHET»

B noameHto «MHTepHET» BbINOHAETCA KOHPUIYpUpOBaHMe BHeLWHeN ceTu (no npotokonam PPPoE, DHCP,
PPTP, L2TP, cTaTUYEeCKK, B peXMME MapLUpyTU3aTopa U MOCTa) MU JIOKaNbHOM CeTH.

OBwue HacTpoikn

Mwma xocTa

BHelHASA ceTb
nD,ElKJ'\KJ‘-IEHHE K HHTEPHET n[’)DED,ELHDE nogknKdeHe r

CrOpOCTE M Jynnekc Auto v
HacTpoikn nogknio4eHHA

Pexun paboTe: MaplupyTuzaTop v
Mporoken DHCP v
AnstepHatuensit Vendor D (onuna 60)
Wrdpopmauma arenta DHCP Relay (Onuna 82)
MepBuunbli DNS
Bropuuneii DNS
Paamep MTU 1500
Wenonsaoeate VLAN

OTENKUKTE TRaHCNAUMKD 3qpecoB OTNRaBHTENA

NokaneHasA ceTs
|P-agpec 192.168.1.1

IMacka nogceTw 255.2565.255.0

HacTpoiika IPSec

u IPSec HesoamoxHa

BrnioumTe

Obuwue HacmpoUKu

e VmMs xocma — ceTeBoe UMA YCTPOICTBA.

BHewHsasa cemb

e [loOkarouyeHue Kk UHmepHem — cnocob NoAKAUYeHUs YCTPOMCTBA K BHELUHEN ceTu:

— [IposodHoe nodknawoyeHue — NOAKAOYEHNE K CeTU MHTEpPHEeT ocyLecTBNAETCA TObKO NO
Ethernet-kabento yepes nopt WAN;

— 3G/4G USB-modem — nogkaodeHne K cetv WHTepHeT ocyllectsaseTca depes
6ecnposoaHoit USB-mogem 3G/4G (4epe3 ceTb MOBUIbHOM CBA3K), NMOAKIOUYEHHbIN K
USB-nopTy yCcTPOKCTBa;

— AsmomamuyecKu nepexodums Ha pe3epsHbili KAHAsA — NOAKAOYEHUE K ceTU UHTepHeT
OCYLLECTBASETCA NO OCHOBHOMY KaHasny (3agaeTca Huxke B none « OCHOBHOM KaHan»), U B
cny4ae nponagaHua Aoctyna K MHTepHeT no OCHOBHOMY KaHany OyaeT npousBeeH
aBTOMATUYECKMI Nepexos, Ha pPe3epBHbI KaHa.
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e CKOpOCTb U AynaeKkc — YCTAaHOBKa CKOPOCTM Mepeayn AaHHbIX U pexuma paboTbl Aynaekca Ha
Ethernet-nopty WAN aboHeHTCKOro WAto3a:

— Auto — aBTOMaTH4eCKoe COoriacoBaHUe CKOPOCTU U AyNaeKca;

— 100 Half — nopaepsunsaerca ckopoctb 100 M6UT/c ¢ NonyaynaeKCHbIN PEXKUMOM;
— 100 Full - noaaep»usaetca ckopoctb 100 M6uT/c ¢ AYNAEKCHbIM PEXNUMOM;

— 10 Half - nopaep»uBaetca ckopocTb 10 M6UT/c ¢ NoAyaynAeKCHbIM PeXUMOM;

— 10 Full - nopgpepsknsaeTtca ckopocTb 10 M6UT/c ¢ AyNNeKCHbIM PEXKUMOM.

Hacmpoliku nodknwoyeHus

Mpu BblGOpe cnocoba nogknouveHns «lMpoBogHoe noaKAlUYeHUe» OyayT AOCTYNHbI caeayowme
HACTPOMKM NOAKNOYEHUS:

e Pexum paboTbl — pexknum paboTbl yCTPONCTBA:

—  Mapwpymuzamop — mexagy LAN u WAN-uHTepdpeincamm yCcTaHaBMBAETCA PEXUM
mapupytmsatopa (LAN nsonmposaH ot WAN);

—  Mocm — mexagy WAN n LAN-uHTepdeincammn ycTaHaBAMBAETCA PEXMM MOCTA: AaHHbIE
nepeaatotcs npospayHo M3 LAN B WAN n o6paTtHo — paKTMUYECKM yCTponcTBO paboTaeT B
pernme KoMmMyTaTopa.

Mpu Bbibope pexuma paboTbl «Mapwpymuszamop» 6yayT [OCTYMHbI Cheaylowme  HacTPOMKM
NOAK/YEHNA:

e [lpomokon — BbIGOP NPOTOKOMA, MO KOTOpOMy b6yaeT ocywecTBaaTbcA nogxaodeHne WAN-
nHTepdelica yCTPONCTBA K CEeTU NpeaocTaBaeHuMa yCayr nposanaepa:

—  Static — pexum paboTbl, Npu KoTopom IP-aapec n Bce Heobxoammble napameTpbl HA WAN-
nHTepdeiic HasHavalTca ctatndecku. MNpu Boibope Tuna «Static» ana pepakTMposBaHWA
CTaHYT AOCTYMNHbI CiegyloLine napameTpsbi:

BHewHuli IP-adpec ycmpolicme — ycTtaHoBKa IP-agpeca WAN-uHTepdelica ycTpoicTea B
CeTM npoBaiaepa;

Macka nodcemu — MacKa BHELUHEeM NoACeTH;

LLno3 no ymonyaHuto — agpec, Ha KOTOPbIM OTNPaBAAETCA NAKeT, eCNu AN Hero He
HaliAeH MapLlpyT B TabaunLe mapLipyTusaumu;

MepsuyHsbiii DNS, Bmopu4Hbili DNS — agpeca cepBepoB AOMEHHbIX UMEH (MCMONb3yHOTCSA
ana onpeaenenun IP-agpeca ycTpoicTsa Nno ero AOMeHHOMY MMeHM). [aHHble nons
MOKHO OCTaBWUTb MYCTbIMW, €C/IU B HUX HET HEOBXOAMMOCTH.

— DHCP - pexum paboTbl, Npn KoTopom IP-agpec, macka noacetun, agpec DNS-cepsepa,
W03 MO YMOJIMAHUIO U ApyrMe napameTpbl, Heobxogumble ana paboTbl B ceTun, dyayT
nony4veHsl ot DHCP-cepsepa aBTomaTU4eCKu.

MoaaepmMBaemble oNuUUn:

1 — macKa ceTty;

3 —apjpec ceTeBOro W/03a No YMOAYaHUIO;
6 —agpec DNS-cepsepa;

12 — ceTeBOE MMA YCTPONCTBA;

15 — pomeHHOE Ums;

26 — pasmep MTU;

28 — WMpOoKoBeLWaTeNbHbIN agpec ceTu;
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33 - cTaTU4ecKMe MapLlpyThbl;

42 — appec NTP-cepBepa;

43 — cneunduryHaa MHPopmaLma NponsBoanTeNs;

60 — anbTepHaTmBHbIi Vendor ID;

66 —agpec TFTP-cepBepa;

67 — ums ¢aiina MO (ans 3arpysku no TFTP ¢ cepsepa ns onuuu 66);
82 - nHpopmauma areHta DHCP Relay;

120 — outbound SIP-cepBepa;

121 — 6ecknaccoBble CTaTUYECKMEe MapLLPYThbl.

Ons npotokona DHCP nmeeTtca BO3MOXKHOCTb 3a4aTb HeE0bxoaumoe 3HaYeHue onunin 60 n 82.

AnomepHamusHsili Vendor ID (onyus 60) — npu ycTaHoOBAeHHOM dnare yCTpoMCTBO
nepenaér 8 DHCP-coobuieHusax B onumm 60 (Vendor class ID) 3HaueHne ns nona Vendor
ID (onuus 60). Mpu nyctom none onuma 60 B coobuweHuax npotokona DHCP He
nepepaérca.

Echn dnar AnsmepHamusHesili Vendor ID (onyus 60) He ycTaHoBneH — B onuuu 60
nepegaeTca 3HaYeHMe No YMONYAHMIO, KOTOPOEe MMEET Caeaytowmnii opmar:
[VENDOR:npounssoautens][DEVICE:Tmn ycTpoiictea][HW:annapaTHas Bepcus]
[SN:cepuiiHbii Homep][WAN:MAC-agpec nHtepoeica WAN]

[LAN:MAC-agpec nHtepderica LAN][VERSION:Bepcus nporpammHoro obecneyeHusa]

MNpumep:
[VENDOR:Eltex][DEVICE:TAU-4M.IP][HW:1.0][SN:VI23000118]
[WAN:A8:F9:4B:03:2A:D0][LAN:02:20:80:a8:f9:4b][VERSION:#2.3.1]

Nudopmauus areHta DHCP Relay (onuus 82) — npu yctaHoBneHHOM ¢dnare no3sonset
nobasutb B DHCP-3anpoc:

= ldeHmugpukamop uenu aeeHma (Onyus82) — nossonser pobasutb B DHCP-3anpoc onuuio 82,
nogonumto 1 - Agent Circuit ID;

= ldeHmugpukamop ydaneHHo2o azeHma (Onuyus82) — nossonseT gobasutb 8 DHCP-3anpoc onuuio 82,
nogonuuto 2 - Agent Remote ID.

Cnucok mcnonbzyembix DHCP-onumit Ha Kaxgom ceteBom MHTepdelice (Internet, VolP,
Management) MOMHO 3agaBaTb BpPy4YHyto. WMHPopmMaums Mo HACTPoOWKe ChMCKa
npeactaBneHa B NpUAOKeHuu B.

MepsuuHelli DNS, BmopuuHeili DNS — IP-agpeca DNS-cepsepoB — ecnn agpeca DNS-
CEpPBEPOB He Ha3HavatoTcA aBTOMATUYecKU no npotokony DHCP, npu HeobxoammocTm
3afaiiTe WX BpPydYHyto. Appeca, 3agaHHble BpyYHylo, OyayT MmeTb NpuopuTeT Hag,
agpecamun DNS-cepsepos, nonydeHHbIMK No npoTtokony DHCP.

—  PPPOE — pexum pabotbl, npyn Kotopom Ha WAN-nHTepdeiice nogHumaetca PPP-ceccus.

Mpu BbibOpe «PPPOE» ANA peAaKTMPOBAHUA CTaHYT AOCTYMHbI CAeaytolmne napameTpbi:

Umsa nonb3zosamesnsa — MA NoNb30BaTeNa anAa asTopmsaunmn Ha PPP-cepsepe;

lNapons — naponb ana aBTopusaumm;

MTU — MaKcMManbHbii  pasmep 6/10Ka  AaHHbIX, NepegaBaemblXx MO CeTu
(pekomeHayemoe 3HaueHue — 1492);

Service-Name — nmsa ycnyrn — 3HauyeHue Tera Service-Name B coobueHnn PADI (none He
06s3aTeNIbHO A1 3ano/IHeHWsA);

Tun coeduHeHUs — B 3aBUCMMOCTM OT BblbpaHHOro 3HauyeHusa PPPoE-ceccus nogHsTa
Bcerga (AlwaysOn), wvHuUMMpyeTcA nNpu  HeobxoAumocTn nepefdaun  TpaduKa
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(OnDemand) nnn nHULMKMPYETCA N TEPMUHUPYETCA BPYYHYIO MPU MOMOLLM KHOMOK
«Braoyume myHHenb/Bobikaiouume myHHens» (Manual);

Talimaym HeakmusHocmMu, C — TPOMEXKYTOK BPEMEHM, MO WUCTEYEHMU KOTOPOTO
npoucxoauT paspblis PPPoE-ceccumn no HeakTMBHOCTU B pexkume OnDemand,

LCP echo unmepsas, ¢ — nepuog otnpaskun LCP-3anpocos;

Konuyecmeo owubok LCP echo — KonuuyecTBo HeoTBeyeHHbIx LCP-3anpocos, nocne
KOTOPbIX Nponcxoaut paspbis PPPoE-ceccnu;

Bmopoli docmyn — Tun A0CTyna K /I0OKaibHbIM CETEBbIM Pecypcam.

Mo»Ho BbIbpaTb OANH U3 ABYX BapUaHTOB:

DHCP — pauHamuueckunit poctyn, Korga |IP-agpec m Bce Heobxoaumble MapameTpbl
Ha3Ha4atoTcA no npotokony DHCP;

Static — cTaTuyecknii — B 3TOM Cyvyae Heobxogumble oA [OCTYNa NapameTpbl 3a4atoTcA
BpYyYHyto: IP-adpec, Macka nodcemu, DNS-cepsep, LLinto3;

Ucnonbszosame emopoli docmyn 0aa VolP — onuma AocTynHa, ecnu ans cepsuca |IP-
TenedoHUN He HaCTPOEeH BblaeneHHbINn UHTepdenc (ycTaHosneH dnar «Mcrnonb3osams
Hacmpolku Internet»). Mpu cHaTom ¢nare (no ymonyaHuio) cepsuc IP-tenedoHnn
ncnosiblyet ans csoen pabotbl MHTepdeinc PPP, npu ycraHoBAeHHOM — WMHTepdenc
BTOporo goctyna (IPoE);

AnnapamHoe ycKopeHue mpaguka — B 3aBUCMMOCTM OT BbIGpPaHHOrO 3HayeHusA
[OCTUraeTcs ysennyeHne nponyckHoM cnocobHOCTU yCTpocTBa Npu nepeaade Tpaduka
PPP (npw Bbibope PPP) unu IPoE (npu Bbibope Ethernet).

PPTP — pexXum, Npu KOTOPOM BbIXOZ, B MIHTEPHET OCYLLECTB/AETCA Yepes crneumanbHbIn
KaHan, TYHHeNb, Ucnonb3ys npotokon PPTP. Mpwu Bbibope «PPTP» ans peaakTMpoBaHuUs
CTaHYT AOCTYMNHbI cCheaytowme napameTpsbl:

PPTP-cepsep — IP-appec cepsepa PPTP;

Uma nonbzosamesnda — UMA NONb30BaTeNa Ana astopusaunm Ha PPTP-cepsepe;

lMaponb — naponb anAa asTopusaummn Ha PPTP-cepsepe;

MTU — MaKcumanbHbii  pasmep 6/710Ka  AaHHbIX, NepefaBaemblx MO CeTU
(pekomeHayemoe 3HauyeHne — 1462);

Tun coeduHeHUs — B 3aBMCMMOCTU OT BblbpaHHOro 3HayeHus PPTP-ceccua noaHATa
Bceraa (AlwaysOn), wvHUUMMpPYeETCA MpuM  HeobxoAMMOCTM nepegayun  Tpaduka
(OnDemand) vnn uHUUMMpPYETCA U TEPMUHUPYETCA BPYYHYIO MPM NMOMOLUM KHOMOK
«Braoyume myHHesns/Boikaiouume myHHens» (Manual);

Talimaym HeaKmusHOCMU, C — TMNPOMEXYTOK BPEMEHM, MO WCTEYEHUU KOTOPOro
npoucxoamt paspbls PPTP-ceccum no HeakTUBHOCTM B pexxume OnDemand,;

LCP echo uHmepsas, c — nepuog otnpasku LCP-3anpocos;

Konuyecmeo owubok LCP echo — KonuyecTtBo HeoTBedeHHbIx LCP-3anpocos, nocne
KOTOPbIX Nponucxoaut paspbis PPTP-ceccuu;

Bmopol docmyn — Tun AocTyna K /IoKanbHbIM ceTeBbIM pecypcam n PPTP-cepBepy.

Mo3KHO BbIGpPaTb O4MH M3 ABYX BAPUAHTOB:

DHCP — puHamuyeckuMin poctyn, Korga IP-agpec u Bce Heobxogumble napameTpbl
Ha3Ha4vatoTcAa no npotokony DHCP;

Static — cTaTMyYeckuit, B 3TOM Cayyae Heobxogumble ana goctyna K PPTP-cepsepy
napameTpbl 3a4a0TCA BPYYHYIO:

= |P-adpec — npu CTaTU4ECKOM AOCTyNe € 3TOro aapeca ocylwectsaseTca goctyn o PPTP-cepsepa;

= Macka nodcemu — Npun CTaTUMECKOM A0CTYMe Macka NoAceTy;
= DNS-cepeep — npu ctaTuyeckom goctyne cepsep DNS, Mcnonb3yemblit B 10KaNbHOM ceTu;
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= [ll1103 — NPU CTaTUYECKOM A0CTYyNe WAto3 gnsa goctyna K PPTP-cepsepy (ecnn Heobxoanm).

Ucnonb3zosamb emopoii docmyn 014 VolP — onumns AocTynHa, ecan ana cepsuca IP-tenedoHnm
He HaCTPOEeH BblAeNeHHbI UHTepdenc (ycTaHoBneH dnar «Mcnonvzosame Hacmpoliku Internet»). Mpwu
cHATOM dnare (no ymonyaHuto) cepsuc IP-TenedpoHun ncnonbsyet ana csoei pabotbl MHTepdeiic PPP, npu
yCTaHOBAEHHOM — UHTepdeiic BToporo goctyna (IPoE).

AnnapaTHoe ycKkopeHue TpaduKa paboTaeT ToNbKO Ana nHtepdeiica sToporo aoctyna (IPoE).

— L2TP — pexunm, npu KOTopom BbixoZ B MHTEPHET OCyLLecTBAsSeTCA Yyepe3 crneunanbHbii
KaHan, TYHHeNb, Ucnonb3ysa npoTokon L2TP. Mpu Bbibope «L2TP» ana pepakTMpoBaHuA
CTaHyYT AOCTYMHbI CNeAyroLme napameTpsbl:

L2TP-cepsep — IP-agpec cepsepa L2TP;

Uma none3zosamersna — UMA NOAb30BATENA AN1A aBTOpM3aLmMm Ha L2TP-cepsepe;

lapone — naponb ana asTopusaunm Ha L2TP-cepsepe;

MTU — MaKkcMmanbHbii  pasmep 6/10Ka [JaHHbIX, MepeAaBaemblix MO  CETU

(pekomeHayemoe 3HaueHue — 1462);

Tun coeduHeHUs — B 3aBUCMMOCTM OT BblbpaHHOro 3HauyeHusa PPTP-ceccus noaHsTa

Bcerga (AlwaysOn), wHWUMMpPYeTCA nNpM  HeobxoAMMOCTM nepedayn TpaduKa

(OnDemand) wnn MHUUMKMPYETCA N TEPMUHUPYETCA BPYYHYIO MPU MOMOLLM KHOMOK

«Bkaroyums myHHesns/Bbikaoyumes myHHens» (Manual);

Talimaym HeakmusHOCMU, C — TMPOMEXYTOK BPEMEHW, MO WCTEYEHUU KOTOPOro

npoucxoanT paspbiB L2TP-ceccun No HEAaKTUBHOCTU B pexkume OnDemand,

LCP echo uHmepsasn, ¢ — nepuog oTnpasku LCP-3anpocos;

Konuyecmeo owubok LCP echo — KonuuyectBo HeoTBe4eHHbIx LCP-3anpocoBs, nocne

KOTOpbIX NnponcxoanT paspbis L2TP-ceccuu;

Bmopoli docmyn — TN AOCTyna K JIOKanbHbIA ceTeBbiM pecypcam u L2TP-cepsepy.
Mo3KHo BbIbpaTb 04MH U3 ABYX BapMaHTOB:

DHCP — punHamuuyeckmn poctyn, Korga IP-agpec n Bce Heobxogumble napameTpsl
Ha3HayvatTcA no npotokony DHCP;

Static — cTaTuyeckui, B 3TOM C/lyvyae Heobxogumblie pana poctyna K L2TP-cepsepy
napameTpbl 334a0TCA BPYUHYHO:

= |[P-adpec — Npu CTaTU4ECKOM AOCTyNe € 3TOro agpeca ocylwecTeaseTcs goctyn o PPTP-cepsepa;

= Macka nodcemu — Npu cTaTU4ECKOM AOCTyNe MacKa NoAceTH;

= DNS-cepsep — npu ctatudeckom goctyne cepsep DNS, ncnonbsyemsbiii B NOKaNAbHOM CeTH;

= [1In103 — NpW CTaTUYECKOM A0CTyne W03 ana aoctyna K L2TP-cepsepy (ecnm Heobxoanm);

= icnonb3osams emopoli docmyn 074 VolP — onuua gocTynHa, ecnm ans cepsuca IP-tenepoHumM He
HACcTpPoeH BblAeNeHHbI MHTepdeic (ycTaHoBneH dnar «Mcnoav3zoeame Hacmpolku Internet»). Mpwu
cHAaTOm dnare (No ymonyaHuto) cepsuc IP-tenedpoHnn ncnonbsyet gas ceoei pabotol MHTepdeiic PPP,
npu ycTaHoBieHHOM — UHTepdelic BToporo aoctyna (IPoE).

AnnapaTtHoe yckopeHue TpadurKa paboTaeT To/bKO s HTepdeiica BToporo goctyna (IPoE).

Mpotokonbl PPTP n L2TP mncnonb3yoTcA AnA CO34aHMA 3aWMLLEHHOrO KaHana cBA3u 4vepes Internet
MeXay KOMNbITEePOM YyAaNeHHOro MoJib30BaTeNa W YacTHOM ceTbio ero opraHusauum. PPTP u L2TP
OCHOBbIBAIOTCA Ha npoTokone Point-to-Point Protocol (PPP) 1 sBnstoTca ero pacwmpeHnamu. JaHHble BepXHUX
ypoBHei moaenn OS| cHayana uHKancyaunpytotca 8 PPP, a 3atem 8 PPTP unu L2TP gna TyHHeNbHOW nepenaym
yepes cetn obuero pgoctyna. PyHKUMOHaNbHble BO3MOXHOCTM PPTP mn L2TP pasnunuHbl. L2TP moxKeT
MCMNo/Ib30BaTbCA He TOMbKO B IP-ceTax, cnyxebHble COOOLWEHNs a5 CO34aHUA TYHHENA U NEePEecbIsIKU No Hemy
OAHHbIX MCMOb3YIOT OANHAKOBbIM dopMaT U NPOTOKO/bl. PPTP MoXKeT npumeHATbCA TONbKO B IP-ceTax, u emy
Heobxoanmo oTgenbHoe coeamHeHne TCP ans co3gaHus n UCNOb30BaHMA TYHHeNs.

30 AboHeHmckul winto3 TAU-4M.IP



O ELTEX

L2TP nosepx IPSec? npeanaraet 6onblie ypoBHeit 6e3onacHocTn, 4em PPTP, 1 rapaHTMpPOBaTb BbICOKYIO
cTeneHb 6€30MAcCHOCTb BaXKHbIX [A/1A OpraHM3aumMm faHHbiX. OcobeHHocTM L2TP  penatoT ero oyeHb
NepcnekTUBHbLIM NPOTOKO/IOM 4151 MOCTPOEHMA BUPTYabHbIX CETEN.

Ucnonbzosamoe VLAN 8o eHewHeli cemu — npu ycTaHOBAEHHOM daare UCnosb3oBaTh A8 BbIXOAa
B MHTepHeT ngeHtuduratop VLAN, ykasaHHbIn B none «VLAN ID».

—  VLAN ID — ngentuduratop VLAN, ncnonbsyemblit gns AaHHOM yCnyru;

— 802.1P — npwusHak 802.1P (apyroe HasBaHue CoS — Class of Service), ycTaHaBAnBaembli
Ha ucxoadAwMme ¢ AaHHoro nHtepdeiica IP-naketbl. MpuHUMaeT 3HavyeHus ot 0 (HU3WKIA
npuvopuTeT) 8o 7 (HauBbICWLIMIA NPUOPUTET).

VLAN — BupTyanbHaa noKasbHasa ceTb. lpeacraBaseTr coboi rpynny XocToB, 06beANHEHHbIX B
OfHY CeTb HE3aBUCUMO OT UX GM3MYECKOTO MECTOHAXOKAEHUA. YCTPOMCTBA, CrpynnuMpoBaHHbIe B
o4Hy BUpTyanbHyto ceTb VLAN, nmetoT ognHakoBbI naeHtuomkatop VLAN-ID.

e OMmkaloYUMb MPaHcAayu adpecoe omnpasumesns — MNpPU yCTaHOBAEHHOM daare OTK/AlOYeHa
nogmeHa ajgpeca MCTOYHWMKA OTNPaBUTENA MakeTa M3 JIOKanAbHOW noacetTy (OoTKAloYeHue
masquerading ).

Mpu BbiGope perknuma paboTbl «Mocm» 6yayT AOCTYMHbI CAeAytolmMe HaCTPOMKM NOAKIYEHMUSA:

e [lpomokon — BbIOBOP NPOTOKOJ/A, MO KOTOpPOMY OyAeT OocCywecTBaAATbcA noaknodeHne WAN-
MHTepdelica yCTPONCTBA K CeTU NpeaoCcTaBAeHMA yCayr NnpoBangepa:

—  Static — pexkum paboTbl, Npu KoTopom IP-agpec n Bce Heobxoanmble napameTpbl Ha WAN-
UHTepdelic HasHavaloTcs cTaTndecku. Mpu Bbibope TMNA «Static» Ana peaakTMposaHusA
CTaHYT AOCTYMHbI CAegytowme napameTpbl:

IP-adpec — yctaHoBKa IP-agpeca WAN-uHTepdelica ycTpoicTBa B ceTM NpoBainaepa;

Macka nodcemu — Macka BHELLUHel noaceTy;

Uno3 no ymonyaHuo — aapec, Ha KOTOPbl OTNPaBAAETCA MaKeT, eciu ANA Hero He
HangeH MapLpyT B Tabamue mappyTmMsaumm;

MepeuyHbili DNS, Bmopuy4Hsili DNS — aapeca cepBepoB AOMEHHbIX UMEH (MCNONb3YIOTCS
ana onpeaenenua IP-agpeca ycTpoincTsa nNo ero JOMeHHOMY MMeHM). [aHHble noas
MOYHO OCTaBUTb MYCTbIMM, EC/IU B HUX HET HEOHXO4MMOCTW.

— DHCP — pexum paboTbl, npu KoTopom IP-agpec, macka noacetn, agpec DNS-cepsepa,
W3 N0 YMONYaHUIO W ApyrMe napameTpbl, Heobxoaumble ans paboTbl B ceTw,
Ha3Ha4vatoTca no npotokony DHCP;

AnemepHamusgHeili Vendor ID (onyus 60) — npu ycTaHoBAeHHOM ¢nare yCTPOWUCTBO

nepegaér 8 DHCP-coobuieHmax B onumm 60 (Vendor class ID) 3HauyeHue ns nona Vendor
ID (onyus 60). NMpu nyctom none onuua 60 B coobuweHnax npotokona DHCP He
nepegaérca.

Ecnu dnar AnemepHamuseHsili Vendor ID (onyus 60) He ycTaHoBneH — B onuunm 60
nepegaeTcs 3Ha4YeHUe No YMO4aHUIO, KOTOPOEe UMEET caeaytowmin popmar:
[VENDOR:npoussoauTens][DEVICE:Tun yctpoiictea][HW:annapaTHas Bepcus]
[SN:cepuitHbIn Homep][WAN:MAC-agpec nntepdeiica WAN]

[LAN:MAC-agpec nHtepdeiica LAN]J[VERSION:Bepcusa nporpammHoro obecrneyeHumsn]

Mpumep:

2 [1nA KOpPEKTHOM PaboTbl IPSec cresyeT OTKAIOUNTE TPAHCAALMIO aAPecoB OTNPaBUTENS.
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[VENDOR:Eltex][DEVICE:TAU-4M.IP][HW:1.0][SN:VI23000118]
[WAN:A8:F9:4B:03:2A:D0][LAN:02:20:80:a8:f9:4b][VERSION:#2.3.1]

NHdbopmauus areHTa DHCP Relay (onuus 82) — npu yctaHoBneHHOM ¢nare nossosseT
nobasuTtb B DHCP-3anpoc:

= U0eHmugpukamop uenu azeHma (Onuyua82) — nossonser aobasutb B DHCP-3anpoc onuuio 82,
nogonumto 1 - Agent Circuit ID;

= ld0eHmMupuKkamop yodaneHHo2o azeHma (Onyus82) — nossonaet aobasutb B DHCP-3anpoc onuumio 82,
nogonuuto 2 - Agent Remote ID.

Cnucok ucnonbsyembix DHCP-onumit Ha Kaxagom ceteBom wuHTepdeice (Internet, VolP,
Management) MOXHO 334aBaTb Bpy4Hyt0. MHOpMauma No HacTPoMKe CNUCKa NpeacTaBieHa
B MPUIOXKeHn B.

MepsuyHoeili DNS, Bmopu4Hbili DNS — IP-agpeca DNS-cepsepoB — ecnun agpeca DNS-cepsepos
He Ha3Ha4alTCcA aBTOMaTMYeckKM no npoTtokony DHCP, npu HeobxoaumocTn 3againTe uX
BPy4YHylo. Adpeca, 3adaHHble Bpy4YHylo, OyayT umeTb npuopuTeT Hag agpecamu DNS-
cepBepoB, N0sy4YeHHbIMM No npotokoay DHCP.

e PPPoOE — pexxum paboTbl, npu Kotopom Ha WAN-uHTepdeince nogHumaetca PPP-ceccus.
Mpu Bbibope «PPPOE» ans pegakTMpoBaHMA CTaHYT AOCTYMNHbI caedytolme napameTpbl:

Uma nonezosamena — UMa NONb30BaTeNA ANa asTopusaunm Ha PPP-cepsepe;

lMaponb — naponb gna aBTopusaumu;

MTU — mMaKcuManbHbli  pasmep 6/10Kka  JaHHbIX, MepegaBaemblXx MO CETU
(pekomeHayemoe 3HaueHue — 1492);

Service-Name — nma ycnyrn — 3HauyeHue Tera Service-Name B coobiueHun PADI (none He
06A3aTeNbHO A8 3aN0NHEHUSA);

LCP echo unmepsas, ¢ — nepuog, otnpasku LCP-3anpocos;

Konuyecmeo owubok LCP echo — KonuuyectBo HeoTBe4eHHbIx LCP-3anpocoBs, nocne
KOTOpbIX Nponcxoamt paspbis PPPoE-ceccuu;

V Mpu Bbi6ope PPPOE B pexxnme mocTa TMN coeauHeHuna Bcerpa byaert AlwaysOn.

Bmopoli docmyn — TMN  AOCTYyNa K  /IOKaJbHbIM  CETEBbIM  pecypcam.
Mo3KHO BbI6paTbh OAMH M3 ABYX BapUaHTOB:

— DHCP — puHamunyeckuit poctyn, Korga IP-agpec M Bce Heobxogumble napameTpsl
nosay4atoTca no npotokony DHCP;

— Static — cTaTUYecKuii — B 3TOM c/lyyae Heobxogumble gna AOCTyna napameTpbl 3a4atoTca
BPYYHY!IO:

= |P-adpec — ycTaHoBKa |IP-agpeca WAN-uHTepdeica ycTpoiicTBa B CETU NpoBaiiaepa;

= MacKka nodcemu — MacKa BHeLLHen noaceTy;

= lno3 No ymonyYaHMO — afipec, Ha KOTOPbIA OTNPaBAAETCA MAKeT, eCN ANA Hero He
HalAeH MapLipyT B TabMLe MapLlpyTUsaumm;

= [lepsuyHbili DNS, BmopuyHbili DNS — appeca cepBepoB [AOMEHHbIX WMEH
(vcnonb3ytotea ana onpeneneHun IP-agpeca yCTponcTea no ero LOMeHHOMY UMEHU).
[JaHHble NofA MOXKHO OCTaBUTb MYCTbIMM, €C/IN B HUX HET HEOBXOAMMOCTMU.
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Mpwu Bbi6Ope cnocoba noakntoueHunsa «3G/4G USB-mogem» A1a HAacTPOMKKM ByayT AOCTYMNHbI cieaytoLme nons:

HacTpOWKH NOAKMIOYeHHUA

IMoOHNbHLIR NpoBangep IMegafan v
MMA nonb3osaTens
Mapons
Homep gossoHa | “99%
NononHUTENbHLIE NapaMeTpel | AT+CGDCONT=1.IF.internet
MTU 1492

Ana 3anonHerun Hacmpoey PEKOMeHGo8aHHbIMU # 10 YMON4YaHHID
-’.‘IDOBS{J.@E'DO-‘:‘.‘ FHAYEHUAMLU HaxMUme KHOMNKY

OTKNIO4HTE TPAHCIALMIO 3APECOB OTNPABWTENA

e MobunbHbili nposalidep — ums Nposaliaepa, NpeaocrasastolLero A4octyn K cetm 3G/4G. U3 cnucka
Bbl MoKeTe Bbl6paTb OAHOMO M3 LWECTU MOOUIbHBLIX ONEepPaTopoB (HAaCTPOMKM KaxKAOro U3 HUX
XPaHATCA B MaMATM YCTPOWCTBA), MPUCYTCTBYIOWMX Ha TeppuTtopum Poccuitickon Pepepaumm:
MeradoH, bunaiiH, MTC, CKaanHk, Tene2, Yota. Mpu HaxaTum Ha KHoOMKy «[lo ymonyaHuio»
NPOu30MAET 3aN0/IHEHNE HACTPOEK NOAKAOYEHMA NapameTpamun BbibpaHHOro nposakaepa. Ecam
HaCTPOWMKM NpoBaiaepa B Balem pPerMoHe OT/IMYAKTCA OT NPeA/IOKEHHbIX, OTPeAaKTUPYyHUTE UX B
COOTBETCTBUM C HEOBXOAMMbBIMMU 3HAYEHUAMM.

Ecnv Bawero nposalifepa HeET B CNUCKe — Bblbepute 3HauyeHWe «Jpyroi» M 3amnosiHUTe BCe MOAS B
COOTBETCTBMM C HAaCTPOMKaMM BalLero NnpoBanaepa;

e [lpomokosn — none AOCTYMHO TONbKO Npu Bblbope 3HayeHua «[lpyroi» u3 cnucka MobubHbIX
nposanaepoB. B 60ablWIMHCTBE ciydaeB MOBUAbHbIE ONEpaTopbl UCNO/b3YyIOT NpoTokon PPPoE
ONA [OCTyna K CBOel CeTh, 04HaKo ANA paboTbl C MOoAEMaMM HEKOTOPbIX MPOBaAepoB MOMKET
notpeboBaTbcs BbIbOp NpoToKosa DHCP;

e UmA nonv3osamena — WMA NONb30BaTens ANA UAEHTUOMKAUMM NpU  NOAKAOYEHUM K
b6ecnpoBoaHoO ceTy;

e [laposb — Naponb Ans naeHTUbMKauMm Npm NoaxKAI0HeHUN K becnpoBoaHoON ceTu;
e Homep 00380HG — HOMEpP A03BOHA ANA NOAKNOYEHUs K BecnpoBogHoM ceTu (npumep: *99***14);

e JlononHumesnbHble napaMmempsi — NAPaMeTpbl A8 NOAKIOYEHMA K CETU MOOWUAbHOW CBA3M
(npumep: AT+CGDCONT=1,IP,internet — anAa MeradoH); B AaHHOWN CTPOKE HeNb3A UCNO/1b30BaTb
KaBbIYKW;

e MTU — makcumanbHbii pasmep 6/10Ka AaHHbIX, NepeAaBaemMbiX MO CETU, pPeKomeHayemoe
3HayeHue — 1492.

KHonKa «flo ymon4aHuro» nNpefHasHadeHa [AAA  3aMNO/IHEHUA  HACTpoOeK nposaﬁp,epa 3apaHee
npeaycraHoB/NA€HHbIMU 3HAYEHNAMU, XPAHUMbIMU B MNaMATU yCTpOVICTBa, Tem cambiMm 136aBnAs Nonb3oBaTens oT
HGO6XO,CI,MMOCTM MUCKaTb 3TN HaCTpO[;IKVI B UHTepHeTe.
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Mpu BbibOpe crnocoba nogxnoYeHUs «ABTOMATUUYECKM MepexoAuTb Ha pe3epBHbl KaHan» byayT
AOCTYMHbI Cieaytowme HaCTPOMKM:

BHelwHAR ceTh

Moarnoqenue K MHTEpHET AETOM3THYECKH NepexoinTs ¥

S0KE HEMUHUA JOCITVINE & UHMEDHEM
OCHOBHOW EaHan MposagHoia v
CropocTs » gynnexs Auto b
HacTpoik NpoBOOHOTO NOAKNHMEHHA
MpoTosan DHCP v

AnsTeprarmeHei Vendor ID (onuwus §0)
WHdopmauws areqta DHCP Relay (Onuwan 82)
Mepewurei DNS | 8.8.8.8
ETopuuteii DNS
Pasmep MTU 1300
Wenoneaoeate VLAN
HacTpoikk GecnpoBogHOTO NOAKMIOYEHNA

MoGKnbHEN NpoEaRZep Megafon ¥
lma nonbaoeaTens
Mapone
Homep gossoHa
JononHKTensHsIE NapameTpsl
MTU 1492

HNA 3EN0NHEAUR RECTDOEK DEXOMEHOOEEHHEIML # TIo ymomsaHmo
MPOEaIGE00 SHAVEHLAMY HEKMLITIE KHOMKY

OTEMKHWTE TPEHCMALWK A0pecoE OTNPaBUTEns

e OcHogHoli KaHan (Preferred channel) — n3 BbiNagaloWwero cNMcka HyXHo BblibpaTb TUM OCHOBHOIO
KaHana:

— [posoodHoii (Wired) — kaHan yepes Ethernet WAN nopTt ycTpoiicTsa.
— bBecnposodHoli (Wireless) — KaHan uyepe3 ceTb MOBWAbHOM CBA3W MOCPeACTBOM

b6ecnposoaHoro USB-mogema.

Hacmpoliku npo8o0H020 NOOKAOYEHUSA:

HacTpolKM MAEHTUYHbI HacTpolkam Ans cnocoba noakntoveHuna «lMpoBogHoe NOAKAIOYEHUE» C
Bbl6paHHbIM peskMmom « MaplipyTusaTop».

Hacmpoliku 6ecriposod0H020 NOOKAHOYEHUSA:

HacTpolikn naeHTUYHbI HacTpoiKam ans cnocoba nogkntoveHna «3G/4G USB-moaem».
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[posepKka Haau4us 0ocmyna 8 UHMepHem:

MpoBepka HanNM4uA 4OCTYMNa B UHTEPHET

TailMayT OKMAAHKWA OTBETA OT Cepeepa, MC | 1000
YMCNO NONLITOK AOCTYNA K cepeepy | 10
VIHTEDBAN MEXOY LMKNaMK ONpoca Cepeepos, ¢ | 240

Ping-cepeep 1

o Talimaym oxcudaHUA omeema om cepeepa, C — BPEMSA, B TEYEHME KOTOPOro OXKMAAEeTCcA OTBET OT
PING-cepBepa;

e Yucno nonbimok docmyna K cepsepy, ¢ — MaKCMMalbHOE 4YMCA0 NOMbITOK Aoctyna K PING-
cepBepy, nocae yero byaeT NPUHATO pPeLIeHME O NEPEXOLE Ha pPe3epPBHbI KaHan;

o  UHmepsan meuody YUKAAGMU Onpoca cepeepos, C — MPOMENKYTOK BPEMEHM, NO UCTEYEHUMU
KOTOPOro HauMHAeTCA HOBbIN LKA onpoca PING-cepsepod;

e Ping-cepsgep 1..5 — IP-appec nnn gpomeHHoe nma PING-cepsepa. MNona ana seoga PING-cepsepos
2..5 noABAnATCA NOCAe 3an0/IHEHUA NpeablAyLWwero nons.

JIoKanbHaAsA cemso:

e |P-adpec ycmpolicmea — IP-aapec yCcTpoMCcTBa B IOKa/IbHOM ceTy;

e Macka nodcemu — MacKa NOACETH B JIOKA/IbHOM CeTH.

o OmKAYUMb MPAaHcAAyu adpecos omnpasumesns — MNPU yCTaHOBNEHHOM dnare OTK/loYeHa
noAMEHa ajpeca MWCTOYHMKA OTMNPaBUTENA NaKeTa W3 JIOKalbHOM noacetn (OTKAYeHue
masquerading).

V HacTpoiika NoKanbHOM ceTu B pexkume paboTbi ycTpoiictBa « MocT» HegoCTynHa.
/ Mpu u3ameHeHUM agpeca NOKaNbHOW NOACETU MPOUCXOAUT aBTOMATMUECKaAA CMeHa nyaa
agpecos nokanbHoro DHCP-cepsepa (CeTb — DHCP-cepBep).

Hacmpolika IPSec:

B AaHHOM pasfene ocyLecTBAAETCA HAacTPOKa WndpoBaHUa no TexHonormu IPSec (IP Security).

IPSec — 3To Habop NPOTOKONOB ANA obecneyeHuUs 3aWuUTbl AaHHbIX, NepesaBaemMblX N0 MEXKCETEBOMY
npoTokony |P, NO3BONAOWMIA OCYLLECTBAATL MNOATBEPXKAEHUE NOOJAMHHOCTU (ayTeHTUOUKAUUIO), MPOBEPKY
LLeNOCTHOCTM n/uan wundposaHue IP-nakeTos. IPSec Takxe BKAOYaeT B cebA NPOTOKObl ANA 3aWULLEHHOIO
obmeHa Kio4amm B ceT MHTepHeT.

B Tekywei Bepcun nporpamMmHoro obecneyeHms nocpeacTBom IPSec MOMKHO OCYLWEeCTBAATb TOJ/IbKO
OOCTYN K UHTepdericam ynpasneHus yctponctsom (Web, Telnet, SSH).
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Hactpoika IPSec
Brwunte ¥

WHTepgenc Ethernst w
NokaneHwii IP-agpec
Afpec nokansHoi NogceTH
Macka nokansHoM NoOgGCoeTH
Agpec yoaneHHol nogeeTH
WMacka yganeHHoi nogceTy
YaaneHHBIH LLN0E

Pesim NAT-T Off hd
ArpecCHBHbIR pEsHM

Tun wgeHTUdMrkaTopa address w

WMaeHTudikatop

Pasa 1
3apaHee 3aqaHHbii KoY
ANropuTM ayTeHTUdiMEaLMN md5 hd
ANTopUTM WHdpoBaHua des w
Ipynna Ougdu-Xennmana 1 hd
Bpemsa #unzHn giasol 1, cex 25400
Baza 2
ANropuTM ayTeHTUdiMEaLMN hmac_md5 hd
ANTopUTM WHdpoBaHua des w
[pynna Oudidu-Xennmana 1 w

Bpema xuiHn diazel 2, cex 3600

BKa04UMb — paspeLlnTb MCNoIb30BaHMe NpoTokoa IPSec ans wndpoBaHMA AaHHbIX;

NHmepdgpelic — HacTpoliKa MMeeT CUAY TONIbKO Npu Bblbope ana UHTepHeTa npotokonos PPPoOE,
PPTP unu L2TP n onpeaensaeT, aas AocTyna no kKakomy nHtepdelicy ncnonb3osatb IPSec: Ethernet
(nHTEpdeiic BTOporo aoctyna) uam PPP (MHTepdelic nepeoro gocrtyna). MNpu Bbibope NPOTOKO/10B
DHCP unu Static B ycnyre akTMBeH TO/IbKO oauH UHTepdelic (Ethernet), no KoTopomy BO3MOKeEH
[0CTyn ToNIbKO nocpeactsom IPSec;

JloKanoeHbIli IP-adpec — appec ycTpoiicTBa ANA paboTbl no npoTokony IPSec;

Adpec nokanvHol nodcemu coBmecTHO ¢ Mackol nokansbHolU nodcemu onpeaenatoT NOKANbHYIO
NnoAceTb 414 CO34aHNA TONOOTUIN CETb-CETb MK CETb-TOYKA;

Adpec ydaneHHol nodcemu coBMecTHO ¢ Mackol ydaneHHOU nodcemu onpeaensatoT agpec
yAaneHHOM NoAceTn ANA CBA3M C MCNONb30BaHMEM WKMPPOBAHUA No NpoTokony IPSec. Ecan macka
MmeeT 3HavyeHue 255.255.255.255 — cBA3b OCYyLECTBAAETCA C eAMHCTBEHHbIM XOCTOM. Macka,
oTAndyHas oT 255.255.255.255, nosBonseT 3adaTb LUeAyld noacetb. Takum  obpasom,
dYHKUMOHaNbHblE BO3MOXHOCTM YCTPOMCTBA MO3BOJIAIOT OpraHM3oBaTb 4 TOMOJOMMM CETU C
ncnonb3oBaHMem WndpoBaHMA TpadmKa No NpoTokony IPSec: TOYKA-TOYKA, CETb-TOYKA, TOYKA-
CeTb, CETb-CETh;
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e YOaseHHbIl W03 — WAL03, Yepes KOTOPbI OCYLWEeCcTBAAETCA A0CTYN K yaaneHHOoM noaceTu;

e Pexcum NAT-T — Bbibop pexkuma NAT-T. NAT-T (NAT Traversal) nnkancynmpyet Tpaduk IPSec u
ofHoBpeMeHHO co3aaeT naketbl UDP, KoTopble ycTpoictBo NAT KOoppeKTHO nepecbinaer. Ona
atoro NAT-T nomeliaeT AONO/HUTENbHbIN 3arosioBok UDP nepeg naketom IPSec, 4Tob6bl OH BO
Bcel ceT obpabaTbiBancsa Kak o6bluHbIM naker UDP, 1 XocT nosyyatena He NPoBOANA HUKAKMKX
NPOBEPOK ULeNIoCTHOCTU. [locsne nocTyn/ieHMA nakeTa K MecCTy HasHadeHuma 3arosioBok UDP
YOANAETCA, U NaKeT AAaHHbIX NPOAONKAET CBON AaNbHENLIMI NYTb KaK MHKANCYIMPOBAHHbIN NaKeT
IPSec. C nomouw,bto TexHUKM NAT-T BO3IMOXKHO YyCTaHOBAEHME CBA3U MeXay KameHTamu IPSec B
3aWMLLEHHDBIX CeTAX M 06LWeAoCTYNHbIMM XocTaMu IPSec yepe3 mexKceTeBble 3KpaHbl. Pexumbl
paboTbl NAT-T:

— On — pexum NAT-T akTMBMpyeTcA TONbKO Npu obHapyxeHun NAT Ha nyTM K XocTy
Ha3HayeHus;

—  Force — B ntobom cny4yae ncnonbsosatb NAT-T;

—  Off — He ucnonbsosaTb NAT-T Npu yCTaHOBAEHUW COEANHEHUA.

JocTtynHbl cneaytoume HacTponkm NAT-T:

UDP-nopm NAT-T — UDP-nopT naKketoB, B KOTOPble OCYLLECTBAAETCA MHKaNcynauma
coobueHunit IPSec. Mo ymonuanuio 4500.

UHmepsan omnpasku nakemos NAT-T keepalive, cek — wWHTepBan OTNPaBKK
nepuoauyeckmux CoobLWEeHUn Aana noadeprkaHms  aKTMBHOro coctosHus  UDP-
coefMHEHMUA Ha YCTPOMCTBe, BbiNnosHAWero ¢pyHKkuum NAT.

e AepeccusHbili pexcum — pexum pabotbl Ha ¢ase 1, Koraa obmeH Bceid HeobXxoAMMON
nHpopMaumein ocyulecTsaseTca Tpemsa HewndpoBaHHLIMKM MakeTamu. B cTaHOapTHOM peskume
(main mode) obmeH ocylecTBAAETCA WeCTbio HeWNPPOBaHHbIMKU NaKeTaMu;

e Tun udeHmugukamopa — Tvn maeHtTudukaTopa ycTponctea: address, fqdn, keyed, user_fqdn,
asnldn;

e UdeHmugukamop — naeHTUGUKaTop YCTPOMCTBA, UCNONb3YEMbIN ANA MAEHTUDUKALMM Ha dase 1
(3anonHATb Npu HeobxoamMmocTu). Popmat MaeHTUPUKaTOpPa 3aBUCUT OT TUNa.

®asa 1. Ha nepsom sTane (base) ABa y3na «40roBapuBaloTCA» O MeToAe UAEHTUOUKALMKU, anroputme
wunoposaHua, xew-anroputme u rpynne Diffie Hellman. OHu Takxke naeHtuduumpytot apyr gpyra. Ana dasbl 1
nmetoTCA ceaytoLme HaCTPOMKM:

e 3apaHee 3000HHbIl KAOY — CEKPETHbIN KAOY, UCNOAb3YEMbIN B aAroputMe ayTeHTUPUKaUMKN Ha
¢dase 1. Mpeacrasnset coboit CTpoKy oT 8 A0 63 CUMBONOB;

e Anzopumm aymeHmMu@uKayuu — BbIGOP OAHOIO U3 CMKUCKA afropuTMOB ayTeHTUdMKaumm: MDS5,
SHAZL;

e Aneopumm wugposaHua — BbIBOP OAHOrO U3 CNUCKa anroputmos wundposaHua: DES, 3DES,
Blowfish;

e [pynna Augpgpu-XennmaHa — Bbibop rpynnbl Diffie-Hellman;

e Bpemsa mu3Hu asel 1, cek — Bpems, MO WCTEYEHMM KOTOPOro Yy3/am Heobxoanmo
nepenaeHTMGUUMPOBaTL APYr APYra v CPaBHUTb NOAUTUKY (Apyroe Ha3saHue IKE SA lifetime). Mo
ymonyaHuio 24 yaca (86400 cekyHa).
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®a3a 2. Ha BTOpoMm 3Tane reHepupyroTca AaHHbIe KAKOYeR, y3/bl « 40rOBapuBaloTCA» 06 UCMONb3yeMol
NOANTUKE. ITOT PEXKUM, TaKKe HasbiBaemblt BbicTpbiM pexxumom (quick mode), oTnmMyaetca ot nepsoit ¢asbl
TEM, YTO MOXKET YCTaHOBMTLCA TO/IbKO MOC/Ie MePBOro 3Tana, Koraa Bce NakeTbl BTOPOM ¢asbl WnpytoTcs.

e Aneopumm aymeHmuguKayuu — BbiI6Op 04HOTO U3 CMMCKa anroputMmoB ayTeHTudmkaummn: HMAC -
MD5, HMAC-SHA1, DES, 3DES;

e Anzopumm wugposaHuUa — BbIBOP OAHOrO M3 CAWUCKa anroputmos WndposaHua: DES, 3DES,
Blowfish;

e [pynna Augpgpu-XenamaHa — Bbibop rpynnel Diffie-Hellman;

e Bpema u3HU ¢ha3bl 2, cek — Bpemsa, yepe3 KOTopoe MPOUCXOAMUT CMeHa Kawouda WndpoBaHus
AaHHbIX (apyroe HasBaHKe IPSec SA lifetime). Mo ymonuaHuio 60 muHyT (3600 cekyHA).

Ona sBctynneHmna B cuny HOBOW KOHd)MI'ypaLI,VIM N 3aHeCeHMA HACTPOEK B 3HEProHe3aBUCMMYKO MaMATb
Ha*XMuUTe KHOMKY «[lpumeHUmMeo». Ana oTMeHbI M3MEHEHUIN HaXKmnTe KHOMKY «OmmeHa».

/ DaHHaa peanumsauma IPSec paboTtaeT TONbKO NpU OTKAKOUYEHHOW TpaHCAAUUKM agpecos
oTnpasuTens, TaK Kak IP-agpec KaneHrta yyactesyert B popmupoBaHum wndpa.

2.6.2.2 NMNoameHI0 «QoS»

B nogmeHio «QOoS» OCyL,eCTBAAETCA HACTPOIMKA NpUopUTETOB 06paboTKM TpaduKa 1 TMNa odepesei.

HacTpoiika QoS

KOHTpONE MOTOKA
BrIGOp NPUOPUTETOB DSCP v

Tun cHepedn Strict b

Hacmpolika QoS

e KoHmMposb nomoKka — BKAOYEHWE/BbIKAOYEHME MexaHW3Ma YnpaB/ieHWAa MOTOKOM nepegayn
OaHHbIX No npoTtokony TCP;

e Bblbop npuopumemos — Bbibop cnocoba npuopuTHsaumnm TpadurKa:

— DSCP — mexaHM3M KnaccuduKauum, ynpasieHua Tpadukom M obecrneyeHus KayecTsa
06CcNyKMBaHMA NOCPEACTBOM NPUOPUTETOB;

— 802.1p - npusHaKk (apyroe HasBaHue CoS — Class of Service), ycTaHaBAuMBaemblli Ha
nucxogsalwme ¢ gaHHoro uHTtepdeica IP-nakeTbl. MNMpuHUMaeT 3HavyeHus oT O (HU3WwWi
npuopwuTeT) Ao 7 (HamBbICLIMUA NPUOPUTET).
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V Mpu BKNIOYEHHOM KOHTPO/IE MOTOKA HAaCTPOMKMN NPUOPUTETOB HEA,OCTYMHDI.

o Tun o4yepedu — BbIOBOP ANCLUNANHBI 0OCNYKNBAHUA OYepeaent:

—  Strict — gucumMnanHa obCNyKMBaHUA odepesen, Npu KoTopol TpaduK c bonee HU3KUM
NpMOpPUTETOM MepesaeTcs, TO/MbKO Korga yXKe nepegaHa oyepedb ¢ 60s1ee BbICOKMM
NPUOPUTETOM;

— WRQ - pucumnanHa obcny:KuMBaHMA ouepegein, NpPU KOTOPOW AOCTYMHaA noaoca
NPONyCKaHUA AeANTCA MeXay ovyepeasammn NPonopLNOHaNbHO NPUOPUTETY.

lpuopumem 0..5 — onpeaenaeTca Bec npMopuTeTa B AnanasoHe ot 1 go 127, yem Bblwe
BEC, TEM NPUOpPUTETHEE TPAPUK.

2.6.2.3 NoameHto «Hactpoika MAC-agpecoB»

B noameHto «Hactpoika MAC-agpecoB» MOXKHO uameHuTs MAC-agpec WAN-uHTepdeiica ycTponcrea.

Hactpoiika MAC-agpeca WAN
Mepeonpegenuts MAC

MAC v

HacTtpoiika MAC-agpeca Ha nHTepdelice "IP-TenedgoHus"

N

MAC A

Hactpoiika MAC-agpeca Ha nHTepdeiice "MHTepdeic ynpasneHns"

MAC A

e [lepeonpedenums MAC — npu yctaHoBneHHOM ¢nare Ha uHTepdelice NHTepHET ncnosb3yetca
MAC-agpec n3 nona MAC.

Mpn HaxaTunM Ha KHOMKY BbliNagatowero meHto B none «MAC» so3moxmHo 3anucatb MAC-agpec
KOMMboTepa, C KOTOPOro Bbl NoakAtoYeHbl K web-KoHdurypaTopy. 3Ta ¢yHKLUMA ByaeT nosesHa, ecan Ha ceTu
Bawero MHTepHeT-NnpoBangepa ncnoabsyetca npmeaska no MAC-agpecy. B aTom cnydyae, ecnm Bam Heobxoanmo
ncnonb3oBaTb YycTpoihctBo TAU-4M.IP B KadvecTBe MaplipyTMsaTopa, Ha WAN-uHTepdeiic ycTpolicTBa
HeobxoaMmo HasHaunuTb MAC-afpec Ballero KomnbloTepa (KoTopblit paHee 6bla NOAK/OYEH K ceTu MHTepHeT).

Ona nepeonpegenedns MAC Ha wuHTepdeiice «IP-TenedoHus» wunm «UHTepdeinc ynpasneHUs»
BOCMO/b3ylTeCh pasgenamu «Hactpoiika MAC-agpeca Ha uHTepodelrice "IP-menegoHusa"» nnn «HacTpolika
MAC-agpeca Ha uHtepdeliice "MHmepdgelic ynpasneHua"».

[na BCTYNAEHMA B CUAY HOBOW KOHOUrypauum M 3aHeCceHWUA HacTPOEeK B SHEProHe3aBMCUMYIO MaMATb
HaXXMUTE KHOMKY «[TpuMeHUMb». QN5 OTMEHbI USMEHEHWUI HAXKMUTE KHOMKY « OmMeHa».
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2.6.2.4NogmeHio «DHCP-cepsep»

B nogmeHio «DHCP-cepBep» BbINONAHAOTCA HAcTPOMKKM nokanbHoro DHCP-cepBepa, ycTaHaB/AMBalOTCA
CTaTU4YeCcKue NPUBA3KN a4 PecoB.

Yctpoiicteo  TAU-4M.IP° nmeeT  BO3MOMXHOCTb  MOCPEACTBOM  MPOTOKO/A  AUHAMMUYECKOro
KoHdurypuposaHma (DHCP — Dynamic Host Configuration Protocol) aBTomaTnyecku HasHauyatb IP-agpeca u
HeobxoAnmble A BbIxoAa B MHTepHET napamMeTpbl KOMMbloTepam, NoAKAtodeHHbIM K LAN-uHTepdeiicy. Ero
MCNO/b30BaHWEe MN03BOAAET M3bexaTb OrpaHMYEeHMI PydYHON HacTpolKku npotokona TCP/IP. DHCP-cepsep
[OCTYNEH ANA KOHPUTYPUPOBAHMA, TONbKO €CIN CEPBUC MIHTEPHET HAaCTPOEH B peXXMMe MapLlpyTM3aTopa.

HacTpoiikn DHCP-cepeepa
BrnoyeH &

HavansHbli IP-agpec 19216812

KonuyecTeo anpecos 250

Cpok apeHasl (B MUHYTaX) 720

CraTndyeckue NpUBA3KKM agpecoB

MAC-agpec IP-agpec

Hacmpoliku DHCP-cepsepa

e  BKntoueH — npu ycTaHOBAEHHOM dnare BKAOUYUTL N0KanbHbIM DHCP-cepBep;
e HauanoeHelli IP-adpec — HauvanbHbIV agpec nyna IP-aapecos;
e Kosnuyecmeo adpecos — KOANYECTBO afPECOB B NyNe;

e CpoK apeHObl, MUH — YCTAaHOBKA MAaKCMMaNbHOIO BPEMEHW MCNO/Ab30BaHUA MNOAKNOYEHHbIM
ycTpoiicteom IP-agpeca, HasHayeHHoro DHCP-cepsepom.

[na BCTynneHus B CUY HOBOM KOHOUIypaLUM M 3aHECEHWA HACTPOEK B SHEProHe3aBWCUMMYID NamATb
HaXXMUTe KHOMKY «[TpumeHUMoe». AN OTMEHbI USMEHEHWUIN HAXKMUTE KHOMKY «OmMeHa».

/ Mpu nonbITKe U3MEHUTb HaYaNbHbIW agpec Ha 3HAaYeHUe U3 APYroii NOACeTU NO OTHOLUEHUIO K
nogcetm uHtepdeiica LAN npoucxogut aBTOMaTMUECKasa YCTaHOBKA My/ia nog TeKyliee
3HauyeHue agpeca N0KaNbHOI NnoaceTn.
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CmamuyecKkue npusasKu adpecos

[na nobasneHUs HOBOWM CTaTUUECKOM NPUBA3KN HaXKMUTe KHOMKY «Zobasumb» 1 3aN0ONHUTE caeayolime
nonsa:

C030aTe CTAaTMYECKYH NPUBA3KY aapecos
ma
MAC-agpec -

IP-agpec

o VMmA TeKyLLel CTaTUYeCKON NPUBA3KY;

e MAC-agpec — yctaHoBKa ctatndeckoro MAC-agpeca. 3agaetca B dopmaTe XX: XX:XX:XX:XX:XX,
BO3MOXKeH Bbl6op agpeca NoAKAOUYEHHbIX YCTPOWCTB M3 BCM/bIBAIOLWLErO MEHIO;

e |P-apgpec —ycTaHoBKa cTatnyeckoro IP-agpeca gna ykazaHHoro MAC-agpeca.

KoHdurypuposaHMe cTaTUYECKUX NPUBA3OK MOAe3Ho, ecnrM Bam HeobxoamMmo, 4Tobbl onpegeneHHomy
KOMMbloTepy, NnoakntodeHHomy K LAN-nHTepdeiicy ycTpoincTBa, Bcerga HasHadasica onpeaeneHHbli IP-agpec.

Haxkmunte KHONKy «lpumeHume» ana sHeceHna IP-agpeca B cnncok ctatuyecknx IP-agpecos gna DHCP-
cepsepa. 114 0OTMEeHbl U3SMEHEHUI HAXMUTE KHOMKY «OmmeHa».

[na yaaneHua agpeca M3 cnucka Heob6XoAMMO YCTaHOBWUTbL ¢iar HaNPOTUB COOTBETCTBYIOLWEN 3anncK U
HakaTb Ha KHOMKY «Y0aaumo».

2.6.2.5NogmeHI0 «J1oKanbHbliA DNS»

B nogmeHo «JlokanbHbIi DNS» npounssogmTca KoHdUrypupoBaHue fokanbHoro DNS-cepeepa ycTpolicTea
nytem gobasneHus B 6asy nap IP-agpec — LoOMeHHoe nms.

JNlokanbHbIn DNS nossonseT waAo3y nonyumtb IP-agpec B3aMMOLENCTBYHOLLErO YCTPOWCTBA NO €ro
AOMeHHOMY umeHU. B cnyyvae oTcyTcTBma cepsepa DNS B cermeHTe ceTu, KOTOPOMY NPUHAANENKMUT LWAKO3, HO NpKU
Heobxo4MMOCTM MapLLpyTM3aLMK NO CeTeBbIM MMeHam NMb0 UCNOb30BaHUA B KayecTBe aapeca SIP-cepsepa
€ro CeTeBoro MUMeHu, MOXKHO UCMO/1b30BaTb «JloKanbHbI DNS». Mpn sTom HeEO6X04MMO 3HaTb YCTaHOB/IEHHbIE
COOTBETCTBUA MEXAY UMeHaMU y3/10B (aomeHamu) u ux IP-agpecamu.

Nmena yanos

OomMeHHoe MMA IP-appec

®

testry 192.168.12.12

AboHeHmcKul winrto3 TAU-4M.IP 41



S ELTEX

Hacmpolika y3nos

Ona pobaBneHns agpeca B CNMCOK HeobXxogMMO HaxaTb KHOMKy «Jobasume» n B OKHe «Co3dameb
coomeemcmaue» 3anoHUTb CaeaylolLme Nons:

CoszpaTtb cooTBETCTBNE

LomeHHoe MMA local

IP-agpec | 127.0.01

e [lomeHHOE UMA — MA y3na;

e |P-agpec - IP-agpec y3na.

HaxmuTe KHOMKy «flpuMmeHUMb» Ana co3faHusa cooTBeTcTBuA IP-agpec — AomeHHoe UmMsA. s OTMEHbI
WU3MEHEHUN HaXXMUTe KHOMKY «OmmeHa». ONna ypaneHus 3anucu U3 cnmMcka HeobxoaMmo ycTaHOBWUTL dnar
HaMpPOTMB COOTBETCTBYHOLLLEM 3aMNCK M HaXKaTb Ha KHOMKY «Y0aaume».

2.6.2.6 MogmeHo «NAT 1 npobpoc nopToB»

B nogmeHio «NAT 1 npobpoc NopToB» BbINOJHAETCA HAcTPOMKa npobpoca noptos (ports forwarding) ns
WAN-uHTepdeiica B LAN-nHTepdeic. MogmeHto AOCTYMHO, TONIbKO €C/M cepBUC MIHTEPHET HAaCTPOEH B peunme
MmapLipyTusaTopa.

NAT — (Network Address Translation) pexum TpaHCAAUMKM CeTeBbIX aApecoB — MO3BOAAET
npeobpasosbiBaTb IP-agpeca u ceteBble nopTbl IP-naketos. Mpobpoc ceTeBbix NOpPTOB Heobxoaum, Koraa
TCP/UDP-coeanHeHMe € NOKanbHbIM (NoakatodeHHbIM K LAN-uHTepdeiicy) KomnbloTepom ycTaHaBAMBaeTca 13
BHellHen ceTu. JJaHHOe MeHI0 HacTpPoeK No3BoAET 334aTb NPaBMAa, paspeLlatoLline NPOoXoXKaeHNe NakeTos M3
BHELIHEeN CeTU Ha YKasaHHblA afpec B JIOKa/bHOM CeTM, TeEM CaMblM Ae/laf BO3MOXKHbIM YCTaHOB/EHME
coeanHeHua. Mpobpoc NopToB rnaBHbIM 06pazom HeobxoaMM NpU UCNOAb30BaHMKM torrent- U p2p-cepBUCOB.
[lna 3TOro B HacTpoMKax torrent- UAM P2P-KAMEHTA HYKHO NMOCMOTPETb MUcnosb3yemble um TCP/UDP-nopTsbl u
3a/aTb AN 3TUX NOPTOB COOTBETCTBYIOLME NpaBuaa Nnpobpoca Ha IP-agpec Bawero KomnbloTepa.

HacTpoukun NAT

BrniounTe NAT &

Mpasuna NAT

Uma LAN IP MopTe! LAN MpoTtokon WAN IP NopTel WAN

test 192.168.2.100 30000 TCP HE yKa3aH 30000
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Hacmpolika npasuna NAT

Ona nobasneHns Hosoro npasmna NAT HaxkmuTe KHOMKY «/Jobasumeb» 1 B OTKpbIBLIEMCA OKHe «Co3aaTb
HOBOE MPaBWIo» 3aMoJIHUTE CAeayloLLMe NOA:

Co3naTs HoBoe npaBuno
Mma
|P-aipec HazHadeHws nakeTos LAN
MopThl HaaHa4YeHMA LAN
MpoToken TCP v
|P-ampec MCTOYHMKA NakeTos WAN

MopTel HA3HaYeHNA WAN

e VImA —Ha3BaHUWe npasuaa (Nnone 06sa3aTeNbHO ANA 3aN0HEHUA);

e |P-adpec Ha3HaveHus nakemos LAN — |P-agpec XocTa B JIOKaJibHOM CETU, Ha KOTOPbIA
OCYLLECTBAAETCA TPAHCAALMA NaKeToB, NoAnaAatowmx noa AaHHOe Npasuno;

e [lopmsl HasHaueHua LAN — 3HaveHus TCP/UDP-nopToB nonydyatensa, Ha KoTopble 6yayTt
TPAHC/MPOBATLCA MaKeTbl B JIOKA/bHYIO CETb ([0MycKaeTcs yKasbiBaTb /MO0 OAMHOYHLIA NOPT,
nmbo Yepes “-“ ananasoH NopTos);

e [lpomokon — BbibOp MNPOTOKO/A NakeTa, noAnajalollero nog AaHHoe npasunao: TCP, UDP,
TCP/UDP;

e |P-adpec ucmoyHuka nakemos WAN — |P-agpec oTnpasuTens MakeTa BO BHELWHEeN ceTw,
noanagaoLLero nog 4aHHOe Npasuo;

e [lopmesi HasHayeHua WAN — 3HadeHuna TCP/UDP-nopToB nosiyyaTena NakeTra BO BHELIHEW ceTtu,
npW KOTOPbIX NaKeT NoANaAaeT Noj AaHHOE NPaBMIOo (40MNYCKaeTca yYKasblBaTb MO0 OANHOYHDIN
nopT, "Mbo Yepes “-“ ananasoH NopToB.).

Mpasuno npobpoca NoptoB paboTaeT creaytowmm obpasom. Y nakerta, npuxogauwero Ha agpec WAN-
nHTepdelica ycTpolicTBa No NPOTOKoAy «[IpOMOKOA», Ha NOPT U3 AnanasoHa «lopmei WAN» n nmerowero
afpec WCTOYHMKA «IP-adpec WAN» (ecnn 3TOT napamMeTp OCTaBWUTb MyCTbIM — agpec WCTOMHUKA He
aHaNN3MpPYeTCa), OCYLLEeCcTBAAETCA NOAMEHA agpeca M MopTa HasHaveHWs Ha cofepkumoe nosen «IP-adpec
LAN» n «lopmei LAN» cOOTBETCTBEHHO.

Haxkmunte KHOMRY «lpumeHume» pns aobasneHua HOBOro npasunaa. [na OTMeHbl MU3MEHEHUIN HaXMUTe
KHOMKRY «OmmeHa».

Ana yAaneHna npasuaia U3 Cnmcka HEO6XOLI,VIMO YCTaHOBUTb d)nar HanpoTue COOTBeTCTBleLLI,eﬁ 3anmcn mn
HaXaTb Ha KHOMKY «Ypanutb».
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2.6.2.7 NMNogmeHto «CeTeBoi 3KpaH»

B noameHto «Cemesoli 3KpaH» YyCTaHABAMBAOTCA MPaBUAA MPOXOXKAEHUSA BXOAALLErO, UCXOAALLErO U
TpaH3uTHOro Tpaduka. MmeeTcs BOSMOMKHOCTb OFPaHNUYMBATL NPOXoXKAeHWe TpadmKa pa3HOro Tuna (BXxoaAwmmn,
UCXOOALMNA, TPAH3UTHbIN) B 3aBUCMMOCTM OT NPOTOKOAA, IP-aapecoB UCTOYHMKA U Ha3HadveHua, TCP/UDP-nopToB
WUCTOYHMKA N Ha3HauyeHus (a8 coobuweHnit npotokonos TCP nan UDP), Tna coobuweHma ICMP (gnsa coobuweHni

npotokona ICMP).

Mpaewna gna exodswero Tpaduka

Nmsa MpoTtokon Adpec oTNpaEWTensA

®

Mpaewuna ans ncxogawero Tpaduka

Uma MpoTokon MopTel 0TARAEUTENA

Mpasuna Ana TpaH3uTHOro Tpaduka

Uma MpoTokon Appec oTnpaeuTens

MopTel OTNpaEUTENA

Appec nony4yatensa

MopTEl OTNRAENTENA

MopTel nony4arens OeAcTEME

MopTel nony4artens Oencteme

Agpec nony4arensa MopTEl nony4atena OedcTeme

Hacmpolika npaguna cemesoz20 3KpaHa

[Ona pobaBneHnMa HOBOTO MpPaBMAa HaXXMUTE KHOMKY «/Jobasume» u B OTKpbiBlUeMcA OoKkHe «Co3aatb

HOBOE NPaBWIO» 3aN0JHUTE CNeaytoL e NoNa:

CosgaTb HOBOE MpaBusio

MmMA

Tun Tpaduka
MpoTokon

Afpec oTnpasuTENA
MopTel oTNpaBUTENA
MopTel Nony4aTens

OencTere

Bxroaswmi v
TCP v
MponycTUTL v

o Umsa — Ha3BaHWe Npasuna;

e Tun mpaguka — Bbl6Op TMNa TpaduKa, Ha KOTOPbIN

npasuna:

PacnpoCTpaHAETCA ,a,eﬁcmme AaHHOro

—  Bxooawuli — BXoAALWMI Ha YCTPOMCTBO TpaduK (nonyyatenem ABAsSETCA HENOCPEACTBEHHO
OAVH U3 ceTeBbIX UHTepdelicoB ycTpoiicTea). Mpu BbibOpe AaHHOro TMna Tpaduka Ans
pefakTMPOBaHMA CTaHYT AOCTYMNHbI C/ieaytoLLmne noas:

= Adpec omnpasumena — 3afaeT HayanbHblM |IP-agpec oTtnpasuTensa. Yepes
cumBon "/" MOXKHO yKa3aTb MacKy noaceTv B GopMaTax XXX.XXX.XXX.XXX UAN XX,
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Hanpumep, 192.168.16.0/24 nan 192.168.16.0/255.255.255.0, uTobbl BbiAENUTD
Cpasy uenbld Avana3’oH aapecos (3anMcb Macku B Buae /24 cooTBeTcTBYeT
3anucu /255.255.255.0);

—  Ucxodawuli — ucxogawmn ¢ yctpoiictea Tpaduk (TpaduK, reHepupyembli S10KaAbHO
YCTPOACTBOM C OAHOrO U3 ceTeBbIX UHTepdeiicos). Mpu BbiBope AaHHOro TMna TpaduKa
ONA pefaKTUPOBAHMA CTAHYT AOCTYMNHbI CAeaytowme nons:

=  Aolpec noay4amens — 3agaet |IP-agpec nonyyartena. Yepes cumson "/" MmorKHO
yKasaTtb MacKy nogcetv B dopmatax XXX.XXX.XXX.XXX WAW XX, Hanpumep,
192.168.18.0/24 wnu 192.168.18.0/255.255.255.0, 4T0bbl BbIAENUTL CpPa3y
Lenbl AnanasoH afpecos;

—  TpaH3umHbil — TPaH3UTHbIN TpaduK (TpaduK, NPoXoaalmii MexKay ABYMA CeTeBbiMM
WHTepdelicamu, Koraa oTnpaBuTenem M nosydyaTenem ABASIOTCA BHELWHME YCTPOMCTBA).
Mpw BbIOOPE AaHHOIO TMMA TpaduKa ANA PEeAKTUPOBAHMA CTAHYT AOCTYMHbI Caeayoume
nonsa:

=  Aldpec omnpasumens — 3agaeT |IP-agpec otnpasutens. Yepes cumeon "/" MoXKHO
yKasaTb MacKy noAceTu B GopmaTax XXX.XXX.XXX.XXX MAM XX, Hanpumep,
192.168.16.0/24 wnn 192.168.16.0/255.255.255.0, 4T06bI BbLIAENUTL CPa3y
Lenbli AnanasoH agpecos;

= Adpec nonyyamens — 3apaet |IP-agpec nonyuyatenda. Yepes cumson "/" MOKHO
yKasaTb MacKy noAceTu B QopmaTax XXX.XXX.XXX.XXX MAM XX, Hanpumep,
192.168.18.0/24 wnm 192.168.18.0/255.255.255.0, 4T0bbl BbIAE/NUTL CPa3y
Lenblii AnanasoH agpecos;

e [IpOMOKOs — NPOTOKOA NAKeTa, Ha KOTOPbIN PacNPOCTPaHAETCA AelCTBUE AaHHOro npasuna: TCP,
UDP, TCP/UDP, ICMP, nto6oit;

e [elicmsue — peiicTBue, coBepliaemoe Hag naketamu (oT6pocuTb/NponycTuTb);
Mpu BbI6ope npoTokonos TCP, UDP, TCP/UDP ans peaaktmposaHua 6yayT AOCTYMHbI HACTPOMNKMK:

e [lopmsl omnpasumens — CNUCOK NOPTOB OTMNPABUTENA, MaKeTbl KoToporo 6yayT noanagatb nog
AaHHOe npaBuao (JonyckaeTca yKasbiBaTb NGO OAMHOYHbLIM MopT, Anbo uyepes “-“ amanasoH
nopTos);

e [lopmsl noayyamens — CNWCOK MOPTOB MOJiydaTens, MaKkeTbl KoToporo 6yayT nonagaTb nog,
OaHHOe MNpaBWO (AONyCcKaeTca yKasbiBaTb MBO OAMHOYHBIM NOpPT, MMbO yepes “-“ gmanasoH
nopToB);

Mpu BbIbOpe npoTokona ICMP ans peaaktMpoBaHma 6yayT AOCTYNHbI HACTPOMKM:

e Tun coobuweHus — MOXHO cO34aTb NPaBMAO TONbKO AAa onpeaeneHHoro Tuna ICMP-coobueHus
nnbo ana scex.

Haxkmute KHoMKy «lpumeHnTb» Ans AobasaeHnAa HOBOro npasuaa. Oaa OTMEHbl U3MEHEHUI HaKMUTE
KHOMKY «OTmeHa». [nAa yAaneHus 3anmMcM M3 CNUCKa HeobXxoAMMO YCTaHOBWUTb ¢nar  HanpoTuB
COOTBETCTBYHOLLEN 3aMNCK U HAXKaTb Ha KHOMKY «YAanuTby.
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2.6.2.8 MogmeHto «ACL»

B noameHto «ACL» BbINOAHAOTCA HAaCTPOMKM cnnckoB goctyna. Access Control List uam ACL — cnucok
KOHTPOASA JOCTYNa, KOTOPbIV COAEPKUT NPaBUAa, ONpeaenstowme NPoxXoxKaeH1e Tpaduka yepes nHtepdeiic.

OrpaHuyeHunna no MAC-agpecam

Ne Cratye MAC-agpec AocTyn OrpaHuyeHne CKOPOCTH

=+ [loGasuTs W Ynanuts

OrpaHuyerna no URL-agpecam

Ne cratye URL

=+ [loGasuTs W Ynanuts

OrpaH1YeH1s No BPeMeHU CYTOK

Ne CraTtyc Havano KoHew, OocTyn OrpaHn4eHHe CKOPOCTH

=+ [loGasuTs W Ynanuts

OzpaHuyeHus no MAC-adpecam

CospaTb HOBOE NpaBuno
BKIHO4HTL
MAC-agpec -
3anpeTHTb focTyn

QrpaHW4eHne CKopocTH, KBuT/ic

e Bkawoyums — npu ycTaHOBAEHHOM dnare akTMBMUpYeTcA npasuao ¢punetpauumn no MAG;
e MAC-adpec — MAC-agpec ycTpoiicTsa, A1 KoToporo byaeTt AeliCTBOBATL CO34aHHOE NPaBuo;

e 3anpemums docmyn — NpW YCTaHOBNEHHOM ¢are ¢ 3aaHHOro yCcTpoicTBa HyaeT NoSIHOCTbIO
3anpeLLéH JocTyn 1 nepegaya TpaH3UTHoro Tpaduka. Eciv dnar He ycTaHOB/IEH, CKOPOCTbL byaeT
OrpaHWYEeHa A0 YKa3aHHOro 3HaYeHus;

e OzpaHuyeHue cKkopocmu, Kbum/c — MmakCMMasibHaA CKOPOCTb MOTOKAa AaHHbIX A8 YCTPOWCTBA C
yKaszaHHbIM MAC-agpecom (0 KBUT/c — 3KBMBANEHTHO OTCYTCTBMIO OrPaHMYEHMA CKOPOCTU MNOTOKA
AaHHbIX);
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O2paHuyeHusa no URL-adpecam

CozpaTtb HoBOE npasnno

BKMIOYMTE

URL

e BKawYume — Npu ycTaHoBAEHHOM dare akTMBUpyeTca npasuao ¢puabTpaumm no URL;

e URL - URL-agpec ycTpoicTBa, Ans KOToporo byaeT AencTBoBaTb CO34aHHOE NPaBuo;

O2paHuYeHUA No epemeHU CYymoK

CoszpaTk HOBOE Npaeuno
BRMIO4UTE
Hauyane | 00:00
KoHey | 00:00
3anpeTuTL AoCTYN

OrpaHH4eHe CKOPOCTH, KGHT/C

e BKawuyums — npw ycTaHoB/eHHOM ¢iare npasuao GUAbTPaLMM aKTUBUPYETCA U AeaKTUBUPYETCA
B Ha3Ha4YeHHoe Bpems;

e Havano — Bpems B 24-yacoBom dopmaTe cymcaeHua (44:mm), ¢ KoToporo byaeT gelicTBoBaTb
CO34aHHOE NPaBuo;

e KoHey — Bpemsa B 24-yacoBom dopmate cumcaeHua (44:Mm), 40 KoToporo byaeT AencTBOBaTb
CO34aHHOe NpaBuo;

e 3anpemums docmyn — Npu ycTaHOBAeHHOM ¢nare OyaeT MNOMHOCTbIO 3anpelwéH AoCcTyn U
nepefaya TPaH3UTHOTO Tpaduka. Ecnn ¢dnar He ycTaHOB/IEH, CKOPOCTb ByaeT orpaHvyeHa Ao
YKa3aHHOro 3HayeHus;

. OapaHuquue CKopocmu, K6um/c — B TeyeHue 3a4aHHOro MHTEpBaZlia BpemMeHM CKOPOCTb 6y,EI,ET
orpaHmnyeHa OO YKa3aHHOro 3Ha4veHuA (O K6MT/C — 3KBUBAJIEHTHO OTCYTCTBUIO OrpaHUYeHUA
CKOpPOCTH NOTOKa ILl,aHHbIX).
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2.6.2.9 NogmeHo «Punbtp MAC»

B nogmeHto «®Puabtp MAC» BbINOAHATCA HAaCTPOMKa duabTpaumm goctyna no MAC-agpecy KaveHTa.

[HocTyn K ycTpoicTay

PestiM MNETRAE NPOBOGHON CETH OTENKYMTE r

®

e Pexum PpunbTpa — onpepenseTr oguH U3 TPEX anAropuTMoB pPaboTbl GpUAbTPA B 3aBUCMMOCTU OT
MAC-agpeca KnuneHTa:

—  Omknyumes — dunbTpauma no MAC-aapecam OTK/IKOYEHA — BCEM KAMEHTaM paspeLleHo
NOAKAOYATLCA K YCTPOMCTBY;

—  YépHolili cnucok — B AaHHOM pexxnme paboTbl duabTpa KaneHTam, MAC-agpeca KOTopbIX
yKaszaHbl B «Cnuncke MAC-agpecoB», 3anpeLLeHo NoAKN0YaTbCA K YCTPONCTBY. ABOHEHTam,
MAC-agpeca KOTOpbIX He yKa3aHbl B CUCKE, MOAKAOYEHME Pa3pPeLLEHO;

— bBenblli cnucok — B AaHHOM pexume paboTbl dunbTpa KaneHtam, MAC-agpeca KOTopbixX
yKasaHbl B «Cnncke MAC-agpecoB», paspelleHo NoaKA4aTbca K yCTpoiCTBY. ABOHEHTam,
MAC-agpeca KOTOpbIX B CIUCKE He YKa3aHbl, NOAKI0YEHMNE 3anpeLLeHO.

Cnucok MAC-adpecoe

B CNMCOK MOXHO BHecTM A0 Tpuguatm MAC-agpecoB K/AMEHTOB, OOCTYN KOTOPbIM K YCTPOMCTBY
peryanpyeTcsa HacTPOMKOM pexxnuma ¢punbTpa.

[na pobasneHMA HOBOTO KAMEHTA B CMMCOK HaXmuTe KHONKy «Jobasume» 1 BBegute ero MAC-agpec.

[na BCTYNAEHWA B CUAY HOBOM KOHOUIypaumu M 3aHECEHMA HACTPOeK B SHEProHe3aBUCUMYI0 NamATb
HaXXMUTE KHONKY «[TpumeHUmMob». Ns OTMEHbl U3BMEHEHWNI HaXKMUTE KHOMKY «OMmMmeHa».
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2.6.2.10 NMNoameHo « MapwpyTusauma»

B noameHo «MaplupyTmu3aumsa» HacTPanMBarTCA CTaTUYECKMe MapLUpPYTbl YCTPOCTBA.

MapwpyTusauus
Mma Afpec HazHaYeHUA Macka noacetu Lnkoz
&
routet 192.168.23.0 255.255.255.0 192.166.0.254

Ana ,D,O6anIEHMF| HOBOTO MapLlwpyTa HaXXMUTE Ha KHOMKY «ﬂ'06aBMTb» 1 3anosiHnTe cneayrouime nona:

OoGasute mapwpyT

Wima
Anpec HasHayeHwA
Macka nogceTtu

LLnto3

e /MA — Ha3BaHWe MapLipyTa, MCNOb3yeTca Ana yao6CcTBa BOCNPUATUA YenoBeKoM. [ose MOXKHO
OCTaBWUTb NYCTbIM;

e Adpec HasHaveHus — |P-agpec XocTa WAM NOACETU Ha3HAYeHWs, OO0 KOTOpbiX HeobxoauMmo
YCTaHOBUTbL MapLUpPYT;

e Macka nodcemu — Macka noaceTu. [ns XocTa Macka NoaceTu yCTaHaB/IMBAeTCA B 3HayeHue
255.255.255.255, ana noacetm — B 3aBUCMMOCTM OT €€ pasmepa;

o llinw3 — IP-agpec Wwnto3a, Yepes KOTOPbIM OCYLLECTBASETCA BbIXOA, Ha «Adpec Ha3HaYeHUs ».

[na BCTYNAEHUA B CUNY HOBOW KOHOUrypauuu M 3aHECeHMsA HACTPOEK B SHEProHe3aBMCUMYID NaMATb
HaXXMUTE KHOMKY «[TpuMeHUmMb». N OTMEHbl U3MEHEHWNIN HAaXKMUTE KHOMKY « OmMeHa».
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2.6.2.11 NogmeHio «AuHamuyeckuin DNS»

B noameHto «AuHammyeckmin DNS» BbINONHAETCA HACTPOIMKa COOTBETCTBYHOLLEro CEPBUCA.

JuHamuyeckuli DNS (D-DNS) nossonsetr uHpopmaumm Ha DNS-cepBepe 06HOBAATLCA B peasbHOM
BPEMEHW B aBTOMaTUYECKOM pexunme. [pumeHseTcs A4 Ha3HaYeHUA MOCTOAHHOINO AOMEHHOIM0 WMEHM

YCTPOICTBY (KOMMbIOTEPY, pOYTEpPY) C AMHaMUYecKum IP-agpecom.

OnHamunuyeckmnii DNS yacto npumeHAeTcs B N0Ka/bHbIX CETAX, rAe KAneHTbl nonyyatoT IP-agpec no DHCP, a
NOTOM PErncTpUpyoT CBOM MMeHa Ha JokanbHOM DNS-cepsepe.

OuHamuueckuin DNS

®
BrNOYMTL D-DNS ¢

- Mposaiigep D-DNS  dyndns.org -

1

MMa none3cearens
Maponk

NoMeHHOE MMA

Bkaroyume D-DNS — npu yctaHoBneHHom ¢nare cepsuc D-DNS akTUBEH, N oA peaakTMpoBaHUA
OOCTYMHbI C/ieAyoLMe HAaCTPOKM:

Mposatiidep D-DNS — appec nposaiigepa D-DNS — Bbibepute ogHOro npoBaigepa M3 Crucka
OOCTYMHbIX UM BBEAUTE €ro afipec BPYUHYy!o;

Wmsa nonesosamessa — UMA NONb30BATENA 1A [OCTYNA K y4eTHOM 3anuncu cepsuca D-DNS;
lMapons — naponb Ans AocTyna K ydeTHoM 3anucu cepsuca D-DNS;

JomeHHoe uma  — peructpupyemoe JAomeHHoe umMs Ha D-DNS cepsepe. O6HOBneHue
nHoopmauumn o6 IP-agpece ycTpoicTBa Ha cepBepe NpoBaiaepa MNPOUCXOAUT MepUoaMYECcKU
yepes 60 cekyHA,.

[na BCTYNAEHUA B CUAY HOBOM KOHOUIypaumu M 3aHECEHMA HACTPOeK B SHEProHe3aBUCUMYI0 NamATb
HaXXMUTE KHONKY «[TpumeHUmMob». JNs OTMEHbl U3BMEHEHWNIN HAXKMUTE KHOMKY «OMmMmeHa».
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2.6.2.12 NoameHio «<SNMP»

MporpammHoe obecneyeHne TAU-4M.IP no3sonsaeT NpoBOAUTbL MOHUTOPUHI COCTOAHMA YCTPOMCTBA U €ro
KoHdUrypupoBaHue, ncnonbsysa npotokon SNMP. B noameHo «SNMP» BbINONHAOTCA HACTPOMKM MapameTpoB
SNMP-areHTa. YcTpolcTBO NoaaepKMBaeT npoTokonbl Bepcuii SNMPv1, SNMPv2c.

Hactpoika SNMP

BrMHHKHTE SNMP
Maponk Ha YTeHue
Maporb Ha 3anuch

& Adpec Ana npuéma Tpanos vi

Apapec Ana npuema Tpanos v2
o Afpec ans npuéma coobweHui Inform
CHCTEMHOE MMA YCTPOACTEA

KOHTaKTHaR WHOoPMaLKMA NpOW3BoANTENA
IMecTononoweHWe yCTpoiicTea

Mapone & Tpanax

Bkaroyums SNMP — npu ycTaHoBAeHHOM dare pa3peLleHo UCnoib30BaHKe npoTokosia SNMP;
Mapoab Ha YmeHue — Naponb Ha YTeHUe napameTpos (0bLienpuHATbIN: public);

Maposb Ha 3anuce — Napo/b Ha 3anuUcb NapameTpoB (06LLEeNPUHATLIN: private);

Adpec 0nq npuéma mpanos vl — IP-agpec nam goMmeHHoe UMs NpuemHuKa coobeHunii SNMPv1-
trap B popmate HOST [COMMUNITY [PORT]];

Adpec 0ns npuéma mpanos v2 — IP-agpec UM gOMeHHoe UMS NPUEMHMKa coobueHnii SNMPv2-
trap B popmate HOST [COMMUNITY [PORT]];

Adpec 0n8 npuéma coobuwseHuli Inform — IP-agpec UM AOMEHHOE UMA NPUEMHUKA COObLLEeHMI
Inform B dopmarte HOST [COMMUNITY [PORT]];

CucmemHoe umsa ycmpolicmea — UMs YCTPOMNCTBa;

KoHmakmHaa uHgopmayus npouszsodumend — KOHTAaKTHas WHopmauma npoussoguTens
YCTPONCTBA;

MecmononoxceHue ycmpolicmea — nHGOpmMaLMa 0 MECTONONOKEHUN YCTPOWMCTBA;

Maposne 8 mMpanax — Naposib, COAEPKALMNCA B Tpanax (No ymonyaxuto: trap).

B Tekywelt Bepcun nporpammHoro obecnedeHna no npoTokosy SNMP  ummeeTcs BO3MOMKHOCTb
KOHOUIypupoBaTb OTAE/ibHbIe MNapaMeTpbl YCTPOMCTBA: obuwme HacTpolku SIP, Hactpoikun SIP-npoduneis,
HacTpoMKM FXS-nopTa, HaCTPOMKM rpynn Bbi30Ba, HACTPOWKK KogoB ynpasaeHua ABO c TenedoHHOro annapara,
HacTpoiKkmn SNMP, HacTPOMKM CUCTEMHOTO KypHaa.

HuyKe npuBeseH CNUCOK 0OBEKTOB, NOALEPHKMBAEMbIX ANA YTEHUA U KOHPUTYPUPOBAHMUA NOCPEACTBOM
npotokona SNMP:

Enterprise.1.3.1 — 06wwme HacTpolikn SIP-npoduneis;
Enterprise.1.3.2.1 — HacTpoliku SIP-npoduneir;

Enterprise.1.1.2.1 — HacTpoliku FXS-nopTa;

Enterprise.1.4.1.1 — HacTpOIKM rpynn BbI30B3;

Enterprise.1.5 — kogpl akTuBauunm 1BO c TenedoHHOro annapara;
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e Enterprise.2.1 — HacTpoliku SNMP;
e Enterprise.3.1 — HaCTPOMKKN CUCTEMHOIO XKypHana.

roe Enterprise — 1.3.6.1.4.1.35265.1.56 ngeHtnduKatop ycrponcraa.

[nsa 3anmMcu HacTpoOeK B SHEPrOoHEe3aBUCMMYID NAMATb HAXKMUTE KHOMKY «[lpumeHume». OnA OTMeEHbI
M3MEHEHWIN HaXXMUTE KHONKY «OmmeHa».

2.6.3 MeHio «IP-tenedpoHua»

B meHio «IP-TenedoHua» BbINOAHAOTCA HacTpoWku VolP (Voice over IP): HacTpoWika npoTtokona SIP,
KoHuUrypaums nutepdericos FXS, ycTaHOBKA KOAEKOB, NaHa HYMepauum, MeTo40B nepesayn gpakca n moLema.

2.6.3.1MogmeHI0 «HacTpoiiku ceTu»

B nogmeHto «HacTpolikM ceTu» MMeeTca BO3MOMKHOCTb 334aTb COOCTBEHHbIE CETEBble HACTPOMKM Ans
ycayrun VolP.

CeTeBble HacTponkn IP-TenecoHumn

Mcnonb30BaTe HACTPOMKKM Internet

WMcnonsaoeate VLAN

VLAN ID 10
a02.1P 0 v
MpoTokon DHCP v

AneTepHaTtueHelil Vendor ID (onuus 60)
WHipopmauus aredta DHCP Relay (Onuws 82)
MepenyHbIl DNS

BropudHblA DNS

HacTtpolika IPSec

BKNO4YNTE

e Ucnons3osame Hacmpoliku Internet — npu ycTaHoBAeHHOM diare NCNO/1b30BaTb HACTPOMKKU CETH,
YyCTaHOBNIEHHble B MeHl «Cemb» -> «MlHMepHem», WHaye — HACTPOMKM, YCTAaHOBAEHHblE B
TEKYLLEM MEHI0;

e MUcnonszosame VLAN? — npu yctaHoBneHHom ¢nare cepsuc IP-TenepoHun byget ucnonb3osatb
Ana ceoei paboTbl BblaeNeHHbIN MHTepdelic B oTaenbHol VLAN, HOMep KOTOpOIi yKasaH B none
«VLAN ID»;

e 802.1P - npwusHak 802.1P (apyroe HasBaHue CoS — Class of Service), ycTaHaB/iMBaeMblit Ha
ncxoasawme ¢ AaHHoro vHTepdeiica IP-naketbl. NMpuHMMaeT 3HaYeHus oT 0 (HM3WWii NpuopuUTeT)
0o 7 (HamBbICLWINI NpUOPUTET);

B Bepcum MO 1.9.1 paspeluaercs 3a4aBaTb UHAMBUAYAIbHbIE CETEBLIE HACTPOWMKM ycayru VolP TonbKo B BbigeneHHon VLAN.
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e [lpomoKosn — BbIOOP NPOTOKOA Ha3HaYeHMA aapeca Ha uHTepdeic ycnyrm VolP:

—  Static — pexxum paboTbl, npn KoTopom IP-agpec 1 Bce Heobxoaumble HAacTpoMKkM Ha WAN-
nHTepdelic HasHayatoTcAa Bpy4Hyto. Mpu Bblbope TMna «Staticy Aans peaakTMpoBaHUsA
CTaHYT AOCTYMHbI cneayowme napameTpbi:

IP-adpec — ycTaHoBKa IP-aapeca uHtepdeliica ycnyrm VolP;

Macka nodcemu — macka nogcetu uHtepdelica ycayrm VolP;

L3 no ymonuaHuto — IP-agpec aedontHoro wntosa uHTepderica ycayrm VolP;

lMepsuyHebiti DNS, BmopuuHsili DNS — IP-agpeca DNS-cepBepoB, HeobxoaumbIx A8
paboTtbl ycnyru VolP.

— DHCP — pexum paboTbl, npu KoTopom |IP-agpec, macka noacetn, agpeca DNS-cepsepos u
Apyrve napameTtpbl, Heobxoammble pns paboTbl ycnyrn (Hanpumep, cTaTUYecKue
MmapuwpyTbl Ao SIP-cepBepa, cepsepa perucrpaummn), 6yayt nonyyeHol ot DHCP-cepBepa
aBTomaTmyecku. Ecnm oT npoBaigepa He ygaértca nonyyunTb agpeca DNS-cepsepos, Bbl
MOXEeTe Ha3Ha4YMTb WX BPYYHYto B nonax «[flepsuyHsbili DNS» wn «BmopuyHbili DNS».
Agpeca, 3afaHHble BPy4YHylo, ByayT MMeTb NpuopuTeT Hag agpecamu DNS-cepsepos,
noJsiydeHHbIMn no npotokony DHCP.

Ona npotokona DHCP nmeeTcs BO3MOMKHOCTb 33JaTb HEOb6X0AMMOE 3HaYeHume onumin 60
n 82.

AnbmepHamusHsbili Vendor ID (onyua 60) — npu ycTaHoBAeHHOM dnare ycTpoOWCTBO
nepeaaét 8 DHCP-coobuieHunsx 8 onuymm 60 (Vendor class ID) sHaueHne ns nonsa Vendor
ID (onyus 60). Mpu nyctom none onuua 60 B coobuieHuax npotokona DHCP He
nepegaérca.

Echn dnar AnemepHamusHebili Vendor ID (onyua 60) He ycTtaHoBneH — B onuuu 60
nepegaercs 3Ha4YeHue No yMoa4aHUo, KOTOpoe MMEET caeaytowuii opmar:
[VENDOR:npoussoautens][DEVICE:Tnn ycTpoiictea][HW:annapaTHas Bepcus]
[SN:cepwuitHbIli Homep][WAN:MAC-aapec nHtepdeiica WAN]

[LAN:MAC-agpec nHtepdeiica LAN][VERSION:Bepcus nporpammHoro obecnedyeHms]

Mpumep:

[VENDOR:EItex][DEVICE:TAU-4M.IP][HW:1.0][SN:VI23000118]
[WAN:A8:F9:4B:03:2A:D0][LAN:02:20:80:a8:f9:4b][VERSION:#2.3.1]

NHdopmauyma areHTa DHCP Relay (onuua 82) — npu yctaHoBneHHoOm ¢dnare no3sonset
no6asutb B8 DHCP-3anpoc:

= ldenmugpukamop uenu aeedma (Onyus82) — nossonser pobasutb B DHCP-3anpoc onuuio 82,
nogonumto 1 - Agent Circuit ID;

= yldeHmugpukamop ydaneHHo2o aeeHma (Onyus82) — no3sonaeT gobasutb B DHCP-3anpoc onuuio 82,
nogonumio 2 - Agent Remote ID.

Cnucok wmcnonb3syembix DHCP-onumit Ha Kaxagom ceteBom WHTepdelice (Internet, VolP,
Management) MOXKHO 3a4aBaTb Bpy4Hyto. MHbOpMaums No HacTpoiKe CnMcKa npeacTas/eHa
8 MpunoskeHune B. HACTPOMKA dhcp-KAMEHTOB B My/IbTUCEPBUCHOM PEXMME
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Hacmpolika IPSec:

B A4aHHOM pasgene ocyLLecTBAAETCA HacTpolKa wndpoBaHma no TexHosormm IPSec (IP Security).

IPSec — aTO0 Habop NPOTOKONOB A/A obecrneyeHuUn 3alWmTbl AaHHbIX, NepegaBaembiX N0 MeEXKCeTeEBOMY
npotokony IP, No3BONAIOWMIA OCYLLECTBAATb MOATBEPKAEHWE MNOAJMHHOCTM (ayTeHTUDMKALMIO), NPOBEPKY
LenocTHoctM u/unm wudposaHue IP-nakeToB. IPSec TakKe BKAOYaeT B cebsa NPOTOKOAbI ANA 3aWULLEHHOMO
obmeHa Kntoyamm B cetu MHTepHeT.

B Tekywel Bepcum nNporpammHoro obecrnieyeHua nocpeacTBom IPSec MOMKHO OCyLLEecTBAATb TOJIbKO
[0CTYn K MHTepdelicam ynpasneHus yctpoinctsom (Web, Telnet, SSH).

MNoapobHoe onncaHne HacTpoek IPSec npuseaeHo B 2.6.2.1 B rpade Hacmpolika IPSec.

[na BCcTynneHus B CMAY HOBOW KOHOUIypauumM U 3aHECEeHUA HACTPOEK B SHEProHe3aBMCUMYID MaMATb
HaXXMUTE KHOMKY «[TpumeHuUmMob». Jns OTMEHbl U3MEHEHWUIN HaXKMUTE KHOMKY « OmMeHa».

2.6.3.2NMNogmeHI0 «QOS»

B nogmeHio «QoS» HacTpamBatoTca GyHKUUM obecrneyeHma KadecTBa obeayxumsaHma (Quality of Service).

HacTpoiika gnanasosa RTP-nopToe
Murumans ot RTP-nopr | 23000

Makcumansreni RTP-nopt 26000

HacTpoiika DSCP ans curdanusayuu (SIP)

SIP-nopt DScP

Hacmpolika duana3oHa RTP-nopmos

e MuHumaneHbll RTP-nopm - HWXHAA TpaHMua Anana3oHa RTP-noptoB, ucnonb3yemblx Ans
nepeaayn pasroBOpPHOro TpadukKa;

e MakcumansHsili RTP-nopm - BepxHAA rpaHuua Amana3oHa RTP-nopTtos, mMcnonb3yembix Ans
nepegayun pasroBopHoro Tpaduka.

Hacmpolika DSCP 014 cueHanu3sayuu (SIP)

LobasuTe
SIP-nopt 0

DscP 0

Hacmpolika npasuna QoS

e SIP-nopm — 3Ha4YeHWe NOPTa UCTOYHMKA ANS UCXOAALLEr0 roN0CoBOro Tpaduka, KOTopbIn byaet
MapKMPOBaTbCA 3aZaHHbIM Kogom DSCP;

e DSCP —3HauyeHue nons DSCP 3aronoBka IP-nakeTta gnsa ronocosoro TpaduKa ¢ 3a4aHHbIM NOPTOM
MCTOYHUKA.

[na BCTynneHua B CUly HOBOM KOHOUIypaLUMM M 3aHECEHUA HACTPOEK B 3HEProHe3aBUCMMYI0 MaMATb
HaKMUTE KHOMKY «MpUMeHUTbY. [N OTMEHb! U3MEHEHUI HaXKMUTE KHOMKY « OTMeHa».
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2.6.3.3NogmeHI0 «HacTpoiKka AMHUIAY

B nogmeHto «Hacmpolika auHuli» BbINOAHAKTCA HaACTPOMKM TenepoHHbIXx noptoB Phonel, Phone2,
Phone3, Phone4.

Cnucok TenedoHHbIX NUHKUIA
@®
ETEE] Cratyc Homep Tenedona Wma nonesoeatens Norux SIP-nopt Mpodune SIP
HE 1 BolknioueH 001 5060 1st profile
= 2 BhIknio4eEH oo2 5060 1st profile
3 BhIKNo4EH 003 5060 1st profile
4 BhIKNoYEH 004 5060 1st profile

[na pegakTMpoOBaHMA HACTPOEK HaXKMUTE IEBOM KHOMKOM MbllLM MO CCbIIKE C HOMEPOM HacTpanmBaemol
JIMHWUM U B OTKPbIBLUEMCA OKHE «PeaaKTMpOBaTh IMHMIO:» 3aM0HUTE Clesytolme nona:

PepakTtupoBate nuHU 1: HacTpolika akkayHTa
BKIMHOYUTE
Mpodoune SIP 1st profile v
Homep TenedoHa oo
Mma none3oearend
Mcnons3osars alnbTEpHATHEHD i HOMED

SIP-nopt 5060

Kareropua adoHeHTa He ucnone3osate v
AyTeHTUUKALWA
Norux
Mapont
Yenyrn ABO
Peskim nenonb3osaduA Flash Transmit flash v

MpAMoi Homep
QMOaHUe Bbl30Ba

BblAa4a HoMepa Bbi3bIBAHOLWWENO 300HEHTA NPY OHUAAIHWK
Bbl30Ba

OcTaHoBka Habopa npu #
lopAYasa/Tennan nHWA
BesycnoeHan nepeajpecayma
Mepeagpecauua No 3aHATOCTH
MNepeanpecalus No HeoTBETY
He GecnokouTs

Pa3pelunTb Nepexear Bbi30Ba Ha nopT ¥

CLIR Bhikn. v
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HacTpoiika humanyecknx napameTpos
Bblaaya HoMEepPa BbI3bIBALLEND Off v
TaimayT HaGopa nepsoi uudpel, © 0
TadmayT "3anATo", ¢ 120
TaimayT Bbl30Ba ab0HEHTa, © 0
MWHKMMANEHOE BpeMA o0HApY#EHKUa oTGoR, Mc | 800
IMuHUMansHoe BpeMa oOHapyxeHua Flash, mc 90
Ycunedue Ha npueme, 0.1dB -70
YCUNEeHWe Ha nepedaye, 0.1dB 0
¥pOoBE&Hb ronoca C Tenegona, db 0
¥poBeHk ronoca ¢ mukpodona, db 0
LNUTensHOCTE HMAYNBCa UMAPLI, MC 100
MUHUMANBHBIA MEKLNPPOBON MHTEpPSaN, MC 200

TakcogoH Beoika. v
HacTtpolika ceTeBbIX NnapameTpos

DsCP 45

Hacmpolika akkayHma

BKA04UMb — NPU YCTaHOBIEHHOM d1are NopT akTUBEH;

Mpogunse SIP — BbIGOP SIP-Npoduns M3 nepeyHs aocTynHbix. Hactpoiika npoduneli npomssoamrca
B MeHI0 «IP-menedoHua» -> «llpogunu»;

Homep menegoHa — aBOHEHTCKMIM HOMEP, 3aKPENIEHHbIN 33 TeNlePpOHHbIM NOPTOM;

Mmsa nons3osamens — UMA MNOJb30BaTeNA, COMOCTaBAeHHOe C NopTom (oTobpaxkaerca B nose
Display-Name 3arosioBka From B ucxogawmx coobuieHunsx SIP);

Ucnonbzoseams anbmepHamueHsbili HoMep — NpPW yCTaHOB/MIEHHOM ¢nare B 3aronoBoK «From»
coobueHnit SIP, oTnpasasembix ¢ A4aHHOrO NopTa, byaeT NoACTaBAATLCA aNbTePHATUBHbIA HOMEp
(8 yacTHoCTM, 4TOBbI MacCKMpoOBaTb CBOWN peasibHbli HOomep OT cucTembl AOH Bbi3biBaEMOrO
aboHeHTa);

Modcmasname 30201080K 6 Contact — anbTePHATUBHbLINA HOMEp, MPUCBOEHHbLIN TenedoHHOMY
nopTty, O6yAeT 3amMeHeH Ha YKasaHHblM Homep B 3arosioBke Contact coobuweHusa SIP.
[aHHas HacTpoiKa MCNonb3yeTcs TOJIbKO ANS MOPTOB, HAXOAAWMXCA B rpynre Bbi30Ba;

SIP-nopm — UDP-nopT ana npMéma Bxoaawmx coobuieHmnii SIP Ha AaHHbIM aKKayHT, a TakXe ans
OoTNpaBKM ncxoaawmx SIP-coobuweHnin ¢ AaHHOTO akKayHTa. MpuHMMaeT 3HavyeHus 1-65535 (no
ymosiyaHuio 5060);

Kamezopua aboHeHma — KaTteropua Bbi3biBatoulero aboHeHta (calling party category) —
MCNoNb3yeTca ANA nepeayn B 3aronoske «From» nexogalmx coobLLeHnii; nocaeaHnii Npu 3Tom
nepepaetca B popmate Tel-URI (cm. RFC3966);
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e JlozuH u napone 044 aymeHMUMUKayUU — UMSA NOJIb30BaTeNA M Mapo/b, UCNONb3yeMble ANA
ayTeHTMdUKaumMM aboHeHTa Ha SIP-cepBepe (M cepBepe pernctpaummn);

Ycnyau AIBO

e Pexcum ucnonvzosaHus flash — pexxum ncnonbsosaHua ¢yHKLmuK flash (KopoTkuit oTboi):

— Transmit flash — nepepaya flash B KaHan (ogHMM U3 MeTOA0B, HAaCTPOEHHbIX BO BKAaAKe

«Mpodunn» B napametpe Mepedaya Flash);

Attended calltransfer — flash ob6pabaTtbiBaeTcs OKanbHO yCTPOMCTBOM (Nepeaaya Bbi30Ba

OCYLLECTBNAETCA NOC/E YCTaHOBNEHUA COEAMHEHMUA C TPeTbUM aboHeHTOMm). MoapobHoe

onucaHue anroputma pabotbl «Attended calltransfer» cmotpute B pasgene 3.1 MNepepava

BbI30B3;

Unattended calltransfer — flash obpabaTbiBaeTcs NOKanbHO yCTpPOMCTBOM (nepenaya

Bbl30Ba OCYLLECTBAAETCA MO OKOHYaHWtO Habopa Homepa TpeTbero aboHeHTa).

MogpobHoe onucaHne anroputma pabotbl «Unattended calltransfer» cmotpute B

pasgene 3.1 Mepepnaya BbI3OBQ;

— Local calltransfer — nepepaya Bbi30Ba BHYTPWU YCTpolicTBa, 6e3 OTnNpaBKM COO6LLEHUN
REFER. MMogpobHoe onucaHue anroputma paboTbl «Local calltransfer» cmotpute B
pasgene 3.1 Mepeaaya Bbi3osa.

e Pexcum nepedayu 8613080 — HACTPOMKa AOCTynHa Tosbko ana Attended calltransfer n Local
calltransfer n oTBeuaeT 3a peXxmum akTMBaLMM yCAYyrK Nepesaym Bbi3oBa:

—  KOoMBUWHMpOBaHHbIN — Nepegaya BbI30Ba aKTMBUPYETCA No 0TOO M No HaxkaTtuio R 4;
— Flash+4 —nepepayva BbI30Ba aKTUBUPYETCA NOCAe HaxaTuna R 4;
— o oTboto — nepegava BbI30Ba aKTUBUPYETCA NOC/e 0TOOA.

e  OxcudaHue 8bi308a — NpW ycTaHOBNEHHOM diare paspelueHa ycayra « OxcudaHue 8bi3osa» (ycayra
OOCTYMHa B pernme ncnonbsosaHusa ¢yHkumu flash — call transfer);

] Bbidaua HOMepa ebi3blearoujeco aboHeHMa npu OMXCUOAHUU 8bI3080 — npun yCTaHOB/IEHHOM d)nare
npouncxoauT Bblga4a HoOmepa aboHeHTa ANA yCnyrn oxxmnaaHumaAa Bbi3oBa,

e OcmaHoska Habopa npu #— Npu ycTaHOBNEHHOM dare NCNob30BaTb KHOMKY ‘#' Ha TenedpoHHOM
annapaTte N5 OKOHYaHWA Habopa, nHaye ‘#’, HabpaHHana ¢ TenepoHHOro annapaTta, UCNO/Ib3yeTcA
KaK 4acTb HOMepa;

o [opA4as/mennas AUHUA — NPW yCTaHOB/AEeHHOM dare paspelleHa ycayra «eopa4ad/mennas
AUHUA». Ycnyra no3BosiAeT aBTOMAaTUYECKM YCTaHOBUTb MCXOAsAlee CoeAuMHeHWe Mpu noabéme
TpybKM TenedpoHa 6e3 Habopa HoMepa C 3a4aHHOW 3a4epPKKOM (B ceKyHAaax). MNpu ycTaHOBAEHHOM
dnare 3anonHuTe creaytolLme nons:

Homep ycayeu "eopauyas/mennas auHus" — Homep TenedoHa, C KoTopbim 6yaer
YCTaHaBAMBATLCA COeAMHEHMEe Yepe3 Bpems, paBHoe «TalmayTy 3afepiKKu», nocne
noAHATUA TPybKM TenedoHa (B NaaHe Hymepauun ucnonbsyemoro SIP-npodunsa fonKeH
6bITb NPedUKC HAa JAaHHOE HamnpaB/ieHue);

Talimaym 3a0epxKu, ¢ — UHTEpPBa/N BPeMeHMW, Yepe3 KOoTopbli byaeT ycTaHaBAMBATLCA
coeauHeHue ¢ BCTPeYHbIM abOHEHTOM, B CEKYHAAX;

e besycnosHaa nepeadpecayus — Npu ycTaHoBAeHHOM dnare paspeuweHa ycayra CFU (Call Forward
Unconditional) — Bce BxoasLMe BbI30Bbl NePeHaNPaBAAOTCA Ha YKa3aHHbIi Homep 6e3ycnoBHOM
nepeagpecaumu. Mpwu yctaHoBaeHHOM daare 3anoHUTE cneaytolme nons:

Homep 6e3ycnosHoli nepeadpecayuu — HOMeEpP, Ha KOTOPbIM MepeHanpaBAslOTCA Bce
BXOZALIME BbI30Bbl MPW BKAOYEHHOW ycnyre «besycnoBHaa nepeagpecauua» (B niaHe
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Hymepauum wucnosnbdyemoro SIP-npoouna pomkeH 6biTb nNpeduKC Ha JaHHoe
HanpaB/ieHue);

e [lepeadpecauyus no 3aHAMoOcmu — NpPWU YCTaHOBJMIeHHOM dnare paspelleHa ycayra CFB (Call
Forward at Busy) — nepeagpecaunn Bbi30Ba Npu 3aHATOCTM abOHEHTa Ha yKasaHHbI Homep. Mpu
YCTaHOB/IEHHOM are 3anoaHUTe cieaytowme nons:

— Homep nepeadpecayuu no 3aHAMOCMU — HOMEpP, Ha KOTOPbIM NepeHanpaBAATCA
BXOAALLME BbI30Bbl NPW 3aHATOCTM aboHeHTa Npu BKAOUYEHHOW ycayre «lepeagpecauna
no 3aHATOCTM» (B NNaHe HymepaLumu Ucnosibayemoro SIP-npoduns gonskeH 6biTb NpeduKc
Ha laHHOe Hanpas/eHue);

e [lepeadpecauyus no Heomeemy — NpU YyCTaHOBNEHHOM d¢nare paspeleHa ycnyra CFNA (Call
Forward at No Answer) — nepeagpecauma Bbi3oBa Npu HeoTeeTe aboHeHTa. MNpKn ycTaHOBNEHHOM
¢dnare 3anofHUTE cnegyoLlmne Nons:

— Homep nepeadpecayuu no Heomeemy — HOMEP, Ha KOTOpPbIA MNepeHanpaBAAloTCA
BXOZALLME BbI30BbI MPU HeoTBETE abOHEHTa NpW BKAKOUYEHHOM ycayre «[epeaapecaums no
HeoTBeTy» (B NJiaHe Hymepauuun ucnonbayemoro SIP-npoduna gonKeH 6biTb NpeduKc Ha
AaHHOe HanpaBs/ieHue);

— Talimaym Heomeema, ¢ — WHTepBan BpPeMEHMU, Yepe3 KOTOopbli ByaeT npousBoamuTbCA
nepeagpecaums BbI30Ba B C/ly4ae HeoTBeTa aboHeHTa;

e He 6ecriokoumb — Npu yCTaHOBNEHHOM ¢are ycTaHaB/MBaETCA BPEMEHHbIN 3anpeT BXoAAaLlei
cBasu (ycnyra DND — Don’t Disturb).

Mpw BKAOYEHUN OAHOBPEMEHHO HECKOJIbKUX YCAYT NPUOPUTET CeayroLLMiA (B MOPAAKE CHUMKEHUSA):

CFU;
DND;
CFB, CFNA.

e Paspewums nepexsam 6bI1308a HA MOpM — NPWU BKAOYEHHON ONUUW paspelleH nepexsaTt
BXOAAWMX Ha NOPT BbI30BOB (MNepexBaT paspellaeTcs TONbKO B npeaenax OAHOM rpynnbl
nepexsara 1 Npu yCIOBUM UCMOIb30BaHMA NopTamu ogHoro SIP-npoouns);

e CLIR — orpaHnyeHune naeHTMdMKaLMM HoMepa Bbi3blBatoLLero aboHeHTa:

—  Boeika —ycnyra CLIR OoTKAlOYeH3;

— SIP:From — B 3aronoBke From coobuweHnii npotokona SIP 6yaeT nepegaBaTbcs
Anonymous sip:anonymous@unknown.host

— SIP:From u SIP:Contact — 8 3a2zon08Kax From u Contact coobuweHuii npotokona SIP 6yaet
nepegasaTbcst Anonymous sip:anonymous@unknown.host

Hacmpolika ¢husuyeckux napamempos

e Bbidaua HOMepa BbI3bIBAKOUW,E20 — BblbepUTE peXKMM onpeaeneHna HOMEepPa Bbi3bIBAOLLErO
aboHeHTa (Caller ID). Ansa pabotbl Caller ID Heo6x0aMMO, UTOBbI TeNedOHHbIV annapaT aboHeHTa
noAAep:KnBan yCTaHOBAEHHbIA MeTo4;

—  Off —onpegeneHve Homepa Bbi3bIBAOLLEr0 aDOHEHTA BbIK/JOYEHO;

— FSK Bell 202, FSK V.23 — onpepgeneHve HOmepa M MMEHM BbI3biBalolLero aboHeHTa
metogom FSK (no craHpapty Bell202, nan ITU-T V.23). Bblgaya HOMepa B JIMHUIO
OCYLLECTBNIAETCA MeXKAY NEPBbIM M BTOPbIM CUTHAZIOM MOCbIJIKM BbI30Ba NOTOKOM AAHHbIX
C YaCTOTHOW Moaynaumei;
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— DTMF - onpepeneHve Homepa Bbi3blBatowero aboHeHTa metogom DTMF. Bblgaya Homepa
B JIMHUIKO OCYLLECTBAAETCA MeXAy NepBbiIM WM BTOPbIM CUIHA/IOM MNOCHIIKM BbI30BA
AByX4acToTHbiMM DTMF-nocbliaKamu;

— RUS AON — naeHtTuduKauma AMHUK BbI3biBatOLWEro aboHeHTa meToaom «Pycckmuin AOH».
Homep onpegendetca no curHany «3anpoc AOH», BblgaBaemomy TenedpoHOM
BbI3bIBAEMOr0 abOHEHTa;

e Talimaym Habopa nepeoli yugpsl, ¢ — TalMep oXxunaaHus Habopa nepsoi undpbl Homepa. Mpwu
OTCYTCTBMM Habopa B TeYeHMe YCTAaHOB/JIEHHOrO BpeMeHM aboHeHTy OyaeT BblaaH CUrHan
«3aHATOY», a Npuem Habopa Homepa ByLeT NpeKpaLlLeH;

e Talimaym «3aHAmo», ¢ — Talimep BblgaYn abOHEHTY CUrHana «3aHsaTo». Ecam no mcteyeHum
YCTQHOB/IEHHOrO TaMayTa abOHEHT He NoNoXuT Tpybky TenedoHa — B AMHUIO OByaeT BblgaH
CUTFHaN OWNOKK;

e Talimaym ebi308a aboHeHmMa, C — 3anycKaeTca NpW NOCTYNJeHUMUM BXOAALLErO0 Bbl3OBa M
onpeaenseT MakCMManbHOE BpPemMsA OTBETA Ha BbI30B. 10 MCTEeYEHMM YCTAaHOBNEHHOIO TaliMayTa
yAaneHHomy aboHeHTy ByaeT oTnpasieH CUrHaA 3aHATOCTY;

e MuHumanbsHoe spema obHapyxceHuUa ombos, MC — MUHUMa/IbHOE BpeMsa OBHapyrKeHus oTbos.
OOHOBPEMEHHO C  3TMM, [AaHHbIA  MApaMeTp ABAAETCA  MAKCMMAa/bHbIM  BPEMEHEM
AeTeKTUpoBaHUA KopoTKoro oTbos (flash);

e MuHumaneHoe epems obHapyweHusa flash — mMmuUHMManbHoe Bpemsi OBHapyXKeHUA KOPOTKOro
oT601, (80-1000) mc;

e YcuneHue Ha npuem, 0.1dB — ycuneHue curHana Ha NpuMém (CUrHan, KOTOPbIN BblgaeTca B TPYOKY
TenedoHa), (-200..200) eanHmua nsmepenus — 0,1 ab;

e YcuneHue Ha nepedaye, 0.1dB — ycuneHue curHana Ha nepefadvy (cMrHana, nocTynakoulero B
MUKpodoH TenedoHHOM TpybKKM), (-200..200) eanHnua nsmeperns — 0,1 ab;

e YposeHb 20s0ca ¢ menegoHa, dB - HacTPOIKa YPOBHSA peyeBoro curHana K aboHeHty, (-31..31 ) dB;

e YposeHb 20s10ca ¢ MUKPOOHA, dB - HacTpoliKa ypOBHA pe4yeBoro curHana ot aboHenTa, (-31..31)
dB;

e [lnumenbHOoCMb UMMYAbCA YuUgpsbl, MC — HACTPOMKA Heobxoauma npu UMMYJAbCHOM pPeXXMme
Habopa Homepa, (10-150) mc;

e MuHumanbHbIl mexyugpposoli uHMepsan — HaCTPOMKa HeobxoanMa NPU UMMYJAbCHOM pexMme
Habopa Homepa, (150-20000) mc;

e TakcogoH (Payphone) — HacTpoiKa pexuma paboTbl IMHUM NPU NOAKNOYEHMM TaKkcodOoHa:

—  BbiKn. (Off) — 06bluHbIl peXKUM, TaKCODOH He MNOAKNOYEH;

- epenontocoska (Polarity reversal) — n3MeHeHWe MNOAAPHOCTU HAMNPAMKEHUSA MNUTAHUA
JIMHWM NPU UCXOAALLEM BbI30BE MOC/1E OTBETA BCTPEYHOrO abOHEHTa;

- Wmnynecer 12 Ky (12 kHz) — npn ncxoasAwem Bbi30BE B JIMHWUIO OAWH pa3 B CEKYHAY
BblAaeTcs TapuPHbIA MMNYAbC YacToTon 12 Kl'u;

- Wmnynecel 16 KMy (16 kHz) — npn ncxoasAwem Bbi30BE B JIMHWUIO OAWH Pa3s B CEKYHAY
BblAAeTCA TapUPHbIA UMNYAbC YacToToM 16 KI'LL.

Hacmpolika cemessix napamempos

e DSCP - 3HayeHne nona DSCP-3aronoska IP-nakeTa ana ronocosoro Tpadumka ¢ HacTpaMBaemMoW
NHUN.

[na BCTyNAeHUs B CUTy HOBOW KOHOUIypauuuM M 3aHECeHUs HACTPOEeK B 3HEProHesaBUMCUMYIO MamMATb
HaXXMUTE KHOMKY «[TpuMeHUMb». QN5 OTMEHbI USMEHEHWUI HAXKMUTE KHOMKY « OmMeHa».
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2.6.3.4NogmeHio «Mpodunu SIP»

B nogmeHto «flpogpuau SIP» BbINOAHAKOTCA HAcTpoWKM SIP-npoduneir ycTponctsa. 3a Kaxkgpim SIP-
npoduaem MoOXKHO HazHAUUTb COBCTBEHHbIE agpeca SIP-cepBepa v cepBepa perncTpaLmm, roaocoBblie KOAEKN U
Kogekn dakca/moaema, WHOMBMAYaNbHbIM NAaH HymepauuM W Apyrme napameTpbl. HeobxogumocTb
NCNO/Ib30BaHUA pasHbix SIP-npodunelt BO3HMKaET, KOraa pasHble aboHEeHTCKME NopTbl paboTatoT Yepes pasHble
HanpasneHua cBaA3n (pasHble SIP-cepBepbl). Mpu 3TOM 33 KaxkgblM abOHEHTCKMM NOPTOM MOMKET ObiTb
3aKpen/ieH Tonbko oauH SIP-npodunb (HacTponKa B MeHo «IP-menedoHus» -> «Hacmpolka auHuli»).

Cnucok npoduneii SIP

WmA npoduns TNnHnn SIP-MpoKcH cepsep Cepsep perucTpaunm SIP-nomeH Pexum Qutbound
1st profile 1.2,3.4 ofr
= 2nd profile oft
3rd profile oft
4th profile ofr
Sth profile ofr

ObLwue HacTporkn

Wecnons3osare STUN

Tanmep T1, mc 500 (100-1000)
Taamep T2, mc 4000 (1000-32000)
Tanmep B, mc 32000 (1000-39000)

[InA 3anonHeHus Hacmpoex maliiepos SIP # TMo yMon4aHmo
DEKOMEHOOBAHHBIMU SHAHEHLFMU HAXMUME KHOMKY

TpawcnopT | UDP (npeanoutuTensko), TCI v

CNEUNDHKALMA TOHOB Poccua v

[na pegakTMpoBaHMA HAcTPOEK NPOGUAA HAXKMUTE NEBOM KHOMKOW MbIWM NO CCbINKE HAacTpanBaemoro
npodunn. B oTKpbIBLLEMCA OKHE «PefakTpoBaTb Npoduab:» 3aN0AHUTE cleayowme Nons:

Pepaktupoeate npodune SIP "1st profile”
Mapametpol SIP
CocTae npoduna MuHun 1,2, 3, 4
Fim= npoduns 15t profile
Pessnm ucnonbsosanna SIP-npokcw Homing v
SIP-npokck cepeep
PerwcTpauma
CepBep PErHCTpaLmK
MeTon KOHTPONA OCHOBHOMD CepEepa Opflions v

Meprog KOHTPONA CCHOBHOMD CEPEEPA. C© 30

PesepBHbie SIP-npokcH

SIP-npokck cepeep Cepeep perHcTpauUmMK
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lNapamempeoi SIP

e Cocmas npoguas — CNUCOK abBOHEHTCKMX MOPTOB, KOTOPbIM HasHauyeH Mpoduab, nose He
peaakTupyemoe;

e VIMA npoghuna — NoNb30BATENIbCKOE MMA HACTPaMBaemoro npoduns;

e Pexum ucnonb3o08aHUA SIP-npoKcu — B BbIMNAZAOWEM CIMCKE MOXHO BblOpaTh pexnm paboTbl ¢
SIP-cepBepom:

— He ucnonb3oBaTtb — pexum, npun Kotopom SIP-npokcu cepsep He UCNONb3yeTcA, a Bce
3anpocbl INVITE oTnpaBnstoTca Ha agpec, yKasaHHbIM Mnocjie CMMBOAA «@» B 3anucu
MacCOK naaHa Hymepauum;

— Parking — pexxum pesepsurpoBaHua SIP-npokcun 6e3 KOHTPoAA 0cHOBHOrO SIP-npoKcy;

— Homing — pexkum pesepsupoBaHua SIP-npokcr ¢ KOHTpoem 0CcHOBHOTO SIP-npokcu.

LWnto3 moxkeT paboTaTb € OAHMM OCHOBHbIM M MAKCMMyM 4YeTbipbMA pe3epBHbIMKU SIP-npoKcu.
Mpun paboTe ToNbKO C OCHOBHbIM SIP-npokcu, pexumsl Parking 1 Homing Hudem apyr ot gpyra He
oT/nyatoTca. B aTom ciyyae npu oTkase oCHOBHOro SIP-npokcu noTpebyeTcs ero BOCCTaHOBJIEHME
ansa obecneyeHua pabotocnocobHocTH.

Mpu HanmMuuu pesepBHbIX SIP-Npokcn pabota B pexumax Parking v Homing ocyuwiectBnsertcs
cnegytowmm obpasom. Mpu coBeplleHMM UCXOAALLENO BbI3OBA W03 OTnpasaseT coobuweHne INVITE
Ha agpec ocHoBHOro SIP-NpoKcn nam Npu NonbITKe perncrpauum — coobuweHne REGISTER. B cnyyae
€C/I1 MO UcTeuyeHnn spemenn Invite total timeout oT ocHOBHOro SIP-NpOKCK He NPUXOANUT OTBET, INHO
npuxoaut oteet 408 mam 503 — w03 otnpasaser INVITE (nmbo REGISTER) Ha agpec nepsoro
pesepBHOro SIP-npokcu. Eciv OH TOXe HeAoCTyneH, 3anpoc NepenpasfifAeTca Ha Ccaeaylowui
pesepBHbIA SIP-npokcn M T.4. Kak TO/NIbKO AOCTYMNHbIN pe3epBHbI SIP-npokcn 6yaer HalaeH,
Npou3onaeT nepeperncTpaLma Ha Hem.

Janee, B 3aBMCMMOCTHK OT Bbl6paHHOI'O pexnma pesepsnpoBaHuUA, AeﬁCTBMﬂ cneaywouimne:

B perxkume parking HeT KOHTpona ocHOBHoro SIP-npokcu, u w3 npogoskaer pabotatb ¢
pesepBHbIM SIP-MPOKCK, [aXKe ecin OCHOBHOM BoccTaHoBneH. Mpu notepe cBs3M ¢ Tekywmm SIP-
npokcu ByaeT NpoAo/iKEH OMPOC MOCNeAyHLWMX pe3epBHbIX SIP-NnpoKkcn no onvMcaHHOMY Bbllle
anroputmy. MNpn He[OCTYNHOCTM NocaeaHero pesepsHOro SIP-npokcu onpoc NPoAo/KUTCA NO KPyry,
Ha4YMHaAA C OCHOBHOTO.

B pexume homing p[ocTynHO TpuM BMAA KOHTPoAA OCHoBHOro SIP-mpokcu: nocpeacTsom
nepuogmMyeckon nepegaym Ha ero agpec coobuweHnit OPTIONS, nocpeactBom nepuoamnyeckon
nepefaym Ha ero agpec coobweHuit REGISTER nnbo nocpeactsom nepegaun 3anpoca INVITE npwu
coBeplieHnn ncxogauwero Bbizosa. 3anpoc INVITE cHavyana nepegaetcs Ha ocHoBHoW SIP-npokcw, a
3aTeMm, B C/ly4ae ero HegoCTYMNMHOCTM, Ha TEKYLLMIA pe3epBHbIA U T.4. HesaBMcMMO OT BMAA KOHTPOASA,
€C/IM 0OHapyKeHO, YTO OCHOBHOM SIP-NPOKCK BOCCTAaHOBM/ICA — NPOUCXOAUT MepeperncrTpauma Ha
Hem. LLInto3 HaunHaeT paboTaTb ¢ OCHOBHbIM SIP-NpoKcHu.

e SIP-npoKkcu cepsep — ceTeBol agpec SIP-cepBepa — yCTPOWNCTBa, OCYLLECTBAAIOLLEFO KOHTPO/b
JocTyna Bcex aboHeHTOB K TenepoHHOM ceTu nposanaepa. MoXKHO yKasaTb Kak IP-agpec, Tak u
AOMeHHoe ums (4epes aBoeToume MoXKHO 3aaaTtb UDP-nopt SIP-cepBepa, no ymonyaHuio 5060);

e Peaucmpayua — npu ycTaHOBAeHHOM dnare permcTpMpoBaTb MOPTbl, UCNO/b3YIOLWME AAHHbIV
npodub, Ha cepeepe peructTpauuu;

e Cepsep pezucmpayuu — CeTeBOMN afpec YCTPOMCTBA, HA KOTOPOM OCYLLECTB/AETCS perucrpaums
BCeX aboHeHTOB TenedOHHOW CeTU C LieNiblo NpeaocTaBNeHns UM NpaBa NoJb30BaTbCA YCayramm
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CBA3KN (4Yepes gBOETOUME MOXKHO yKa3aTb UDP-nopT cepBepa perncrpaumm, no ymondanuio 5060).
MoXHO yKasaTb KaK IP-agpec, Tak n gomeHHoe uma. OBbIYHO cepBep pernctpaumm Gusmnyeckm
coBmeLleH ¢ SIP-NpoKcu cepBepom (OHM MMEIOT 04MHAKoBbIe aapeca);

e Memod KoHMposaa OCHOBHO20 cepsepa — BbIDOP MeToAa KOHTPOAS AOCTYNHOCTU OCHOBHOro SIP-
cepsepa B pexkume Homing:

— Invite — KOHTPO/Ib NOCPEACTBOM Nepenayvn Ha ero agpec 3anpoca INVITE npu coseplieHmnn
NCXOAALLErO BbI3OBA;

— Register — KOHTPO/Ib NOCPEACTBOM NEPUOAMYECKON Nepeaayn Ha ero afpec coodLEeHnM
REGISTER;

— Options — KOHTPOJIb NOCPEACTBOM NEPUOAMYECKON Nepedaym Ha ero agapec coobLleHui
OPTIONS;

e [lepuod KOHMPpOAas OCHOBHO20 cepeepd — WHTEpPBa/ OTNPABKM NEpUOAMYECKUX COObLLEeHUI B
CEKYHZaX C Lie/1blo NPOBepPKM AOCTYNHOCTM OCHOBHOTO SIP-cepBepa.

Pe3epeHbie SIP-npokcu
Ona pobaBneHus pesepBHOro SIP-NpoKcu HaxKmuTe KHOMKY «[1o6aBUTb» U BbINONHUTE cheaylowme
HACTPOWKM:

e SIP-npoKcu cepsep — ceTeBol agpec pesepsHoro SIP-cepeepa. MoKHO yKasaTb Kak IP-agpec, TaKk u
AOMEHHOEe UMs (Yepes gBoeToume MoXKHO 3aaaTb UDP-nopTt SIP-cepBepa, no ymonyaHuio 5060);

o Cepsep pezucmpayuu — CeTeBOM afpec PesepBHOro cCepBepa PerucTpaumm (Yepes asoetoune
MOXHO yKaszaTb UDP-nopT, no ymondyaHuto 5060). MoxKHO yKasaTb Kak IP-agpec, Tak U 4OMEHHOe
umsa. Ecam yctaHoBneH dnar nepeg nonem Cepsepa peaucmpayuu, TO BKAKOYEHA perncTpaumna Ha
pe3epBHOM cepBepe.

Ona ynaneHusn pesepsBHoro SIP-npokcu yctaHoBuTe ¢paar HanpoTMB 3a4aHHOIO afipeca U HaXKMUTE KHOMKY
«Ypganutb».

SIP-nomeH
MpumeruTs SIP Domain gna perHcTpay M
Pesmm Cutbound Boiknto4eH r
Mepuog BpeMeHd NEpeperHeTpanMi 1300
HMHTEpEAN NOETOPA PEFHCTPALMMH 30
MySnr4HBIA agpec
HenonesoeaTe SIP Display Name npW perHcTpay M
Bblgava KMNB npu nony4edun 183 Progress
¥AANATE HEAKTHEHEIE MEJHH
BrizoE aboHeHTa 130 Ringing v
MepenasaTe CHMEON # Kak %623
100rel Boiknto4eH v

PazpewwTs Timer ¥

MUHUMANBHOE BPEMA CECCHM, C 120
Bpema ceccuu, © 1300
Mepuoawdeckuid onpoc SIP-cepeepa OTENOYEH ¥

Copabateisate sarenosok Aleri-Info

MpoEepATL TONBKS MMA NoNb3cEaTens &8 RURI

MNepepaeate IP-agpec & saronoske Call-10
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SIP domain — pomeH, B KOTOPOM HaxXxOAWUTCS YCTPOMCTBO (3amosiHATb Npu HeobxoaumocTu),
Ha3Ha4vaeTcA aBTomatmyeckn m3 15 onuum npotokona DHCP wnnu 3apaetca spyyHyto. [omeH,
33aJaHHbI BPYYHYIO, UMEET NPUOPUTET Hag, HACTPOMKOM, NonyvyeHHon no DHCP;

lMpumeHumes SIP Domain 0na peaucmpayuu — npun yctaHoBaeHHOM ¢nare npumeHntb SIP Domain
ans pernctpaunu (SIP-gomeH byaet noacrtaBaaTbea B Request-Line 3anpocos Register);

Pexcum Outbound — pexxum Outbound:

—  BbIKAtoYeH — MapLLpyTU3MPOBATb BbI3OBbI COMIACHO MJIaHa HyMepauuu;

— Outbound — pna paboTbl ucxoaalwen cBA3nM HeobxoAuMm NAaH Hymepauuu, OAHAKO Bce
Bbi30Bbl OyayT MapuwpyTusmpoBaTbca 4Yepe3 SIP-cepBep; B cayyae OTCYTCTBMA
perncrpaunm aboHeHTY BblAAaeTCs OTBET CTAaHUMW, YTOObl MOMKHO OblZI0 OCYLLECTBAATbL
ynpasneHne aboHeHTCKUM cepBucom (ynpasneHue [BO);

— Outbound c sbidauell «3aHAMoO» — ana paboTbl UCXOoAALLEN CBA3M Heobxoaum niaH
HymepauMn, o4HaKO BCe Bbi30Bbl ByayT maplupyTusnposatbca yepes SIP-cepsep; npu
OTCYTCTBUU PEerucrpaummM BOCNONb30BaThCcs TenedboHuelr byaeT HEBO3MOMKHO: B TPYOKy
BbIAETCA CUTHaN OLIMOKM.

lMepuod spemeHuU rnepepeaucmpayuu — BpeMA, B Te4EHNE KOTOPOro AeNCTBUTEIbHA perncrpaums
aboHeHTCKOro nopta Ha SIP-cepBepe. MNepeperncTpaumnsa NopTa OCyLLECTBNAETCA B CPeHEM Yepes
2/3 yKkasaHHOro nepuoaa;

UHmepsan nosmopa peaucmpauyuu — NPOMEXYTOK BPEMEHM  MeXay NOonbITKaMu
3apernucTpupoBaTtbcs Ha SIP-cepsepe B c/iydae HeycrnewHon perncrpaumu;

My6au4Hbili a0pec — AaHHbIN NapaMeTp UCMNOJb3YeTCA B KayecTBe BHELWHEero ajgpeca yCcTpoMncTBa
npu pabote 3a NAT (3a wno3om). B KauyectBe nyb6aMYHOro agpeca nponucbiBaeTcAa agpec
BHewHero (WAN) nHtepdeiica wntosa (NAT), 3a KoTopbim ycTaHoBneH TAU-4M.IP. Mpw 3Tom Ha
camom wno3e (NAT) Heobxoammo caenaTb npobpoc cooTtBeTcTBYOWMX SIP- 1 RTP-noptos,
NCNO/Ib3yeMblIX YCTPOMCTBOM;

Ucnonezosams SIP Display Name npu peaucmpayuu — Npu ycTaHoB/AeHHOM dnare nepepnasatb
nums nosnbsosatens B none SIP Display Info coobweHuna Register;

Boidaua «KIMB» npu noay4eHuu 183 Progress — npw ycTaHOBNeHHOM dnare BblgasaTb CUIHan
«KOHTpOb NOCHISIKM BbI30Ba» Npu npueme coobuweHna «183 Progress» (6e3 BnoxkeHHoro SDP);

Y0aname HeakmueHsle Meduu - NpPU yCTaHOBNEHHOM daare yaanaTb HeaKTUBHbIE Meana NOTOKM
npu moandukaumm SDP-ceccumn. McnonbsyeTtcs aaa B3aMMOAENCTBMA CO LWIO3aMKU, HEKOPPEKTHO
noagep:meaowmnumm pekomeHgaumo rfc3264 (no pekomeHZauMuM KOAMYECTBO MOTOKOB Mpw
MOANDUKALMAX CECCUM HE AONKHO YMEHbLIATLCA);

Bbi3oe aboHeHMa — nNpeABapwuTeNbHbIA OTBET, KOTOPbIM OTNPaBAAETCA  YCTPOWCTBOM
BbI3bIBalOLLEMY 0O0OPYA0BAHUIO MPU BXOAALLEM 3BOHKE:

— 180 Ringing — Bbi3biBatowemMy obopyaoBaHWio oTnpasadeTca oteeT 180; nonyyms 3TO
coobueHne, Bbi3biBatowee 06opyA0BaHME AOMKHO BblAATb B JIMHUIO IOKANbHbIA CUTHAN
KMB;

— 183 Progress with SDP — Bbi3blBatoleMmy ob6opyaoBaHMio oTnpasnsetca oteeT 183+SDP —
MCNONb3yeTca A/A NPOKAKYEHUA Pa3roBOPHOro TpakTa A0 OTBeTa Bbi3biBaemoro. B
AaHHom cnyyae TAU-4M.IP 6ynet yaaneHHo BblAaBaTb Bbi3blBaloOLLEMY abBOHEHTY CUrHan
KMB;

— [lepedasame cumeon # Kak %23 — npwu ycTaHoBNeHHOM ¢nare nepenasaTb 3HAK QyHTa
("pewetky") B SIP URI Kak escape-nocnefaoBatenbHOCTb "%23", MHaue - Kak cumeon "#".

AboHeHmcKul winrto3 TAU-4M.IP 63



D ELTEX

100rel — ncnonb3oBaHWe HaAeXHbIX NpeaBapuUTeNbHbIX oTBeToB (RFC3262):

—  Supported — noaaep>KKa UCNoIb30BaHMUA HaAEKHbIX NPEeABaPUTENbHbIX OTBETOB;
— Required — Tpe6oBaHMe NCNOb30BaTb HAaZEXKHble NpeABapuUTe/ibHble OTBETHI;
—  BbIKOYEH — He UCMNO/b30BaTb HadeKHble NpeBapuTesbHble OTBEThI.

MpoTtokosom SIP onpeaeneHo ABa TMNA OTBETOB Ha 3aMpPOC, MHULMUPYIOWMI cCoeanHEeHNE
(INVITE) — npegBapuTenbHble M OKOHYaTesibHble. OTBETbI Kaacca 2xX, 3XX, 4xX, 5Xxx u 6xx
ABAAIOTCA OKOHYATE/IbHbIMU U NepeaatoTca HadeXHOo — ¢ noATBepKaeHnem ux coobuieHnem ACK.
OTteeTbl Knacca 1xx, 3a ucknouveHmem oteeTa 100 Trying, ABNAKOTCA npeaBapuTesbHbIMU U
nepeaaloTcs HeHaZexXHo — 6e3 noatsepxaeHua (RFC3261). 9T oTBeTbl coaepaT MHPOPMaLLUIO
0 Tekywen crtagum obpaboTkm 3anpoca INVITE, BcneactsMe 4ero noTeps TaKUX OTBETOB
HexenaTtesnbHa. Micnonb3oBaHME HafeXXHbIX NpefBapuTeNbHbIX OTBETOB TaKXKe MpeaycMoOTpeHOo
npotokoaom SIP (RFC 3262) n onpeaensetca Hanuumem Tera 100rel B MHULMMpPYIOLWEM 3anpoce, B
3TOM CNy4yae npeaBapuUTeNibHble OTBETbI MOATBEPKAAtoTCA coobueHnem PRACK.

Paboma HacmpoliKu npu ucxodsujeli cea3u:

— Supported — nepepasaTtb B 3anpoce INVITE Ter supported: 100rel. B atom caydae
B3aMMOAENCTBYIOWMI  WAO3 N0  CBOEMY YCMOTPEHMIO  MOXKeT  nepeaasaTb
npeaBapuTesibHble OTBETbI MO0 HAaAEKHO, NMBO HET;

— Required — nepepasatb B 3anpoce INVITE Tern supported: 100rel u required: 100rel. B
3TOM C/Ny4Yyae B3aMMOZENCTBYIOLLMIA LIIO3 AOMKEH NepeaaBaTb NpeasapuUTenbHble OTBETI
HagexHo. Ecnan  B3aMmoaeMncTBylOWMIA  WAKO3  HE  NOAAEPXKMBAET  HafeXKHble
npegBapuTesibHble OTBETbI, TO OH JOJI)KEH OTK/IOHWUTL 3anpoc coobueHnem 420 c
yKasaHueM Henoaaeprkmpaemoro Ttera unsupported: 100rel, B 3atom cnyyae 6yaet
oTnpas/sieH NoBTOpHbIN 3anpoc INVITE 6e3 Tera required: 100rel;

— BolKaovyeH — He nepepasatb B 3anpoce INVITE HM oauH 13 Teros supported: 100rel n
required: 100rel. B 3Tom cnyyae B3aMMOAENCTBYIOWMA LWAO3 OyaeT nepenasaTtb
npeaBapuTenbHble OTBETbl HEHAAEKHO.

Paboma Hacmpoliku npu exodaweli ceasu:

— Supported, Required — npun npueme B 3anpoce INVITE Tera supported: 100rel, nnbo Tera
required: 100rel, nepepasaTb NpeaBapuUTenbHble OTBETbI HaAeXHo. Ecam Tera supported:
100rel B 3anpoce INVITE HeT, To NnepenaBaTb NpeABapUTE/IbHbIE OTBETbI HEHAAEKHO;

—  BebikaoueH — npu npueme B 3anpoce INVITE Tera required: 100rel, oTKNOHUTb 3anpoc
coobuweHnem 420 c ykasaHMeM HenoggepmMBaemoro Ttera unsupported: 100rel. B
OCTaJIbHbIX CAYy4asAX NepenasaTtb NpeasapuTe/bHble OTBETbl HEHAAEKHO.

Paspewums timer — Npy ycTaHOBNEHHOM ¢are BK/OYEHa Noageprkka paclumpeHus timer (RFC
4028). Mocne ycTaHOBNEHUA COeANHEHMS, ecin 0be CTOPOHbI NoAAEePXKUBAIOT timer, ogHa U3 HUX
nepuogmyeckn otnpasnset 3anpockl re-INVITE gna KoHTpona coeamHeHus (ecam obe CTOPOHDI
nopgaeprkmeatotr meton UPDATE, anAa yero oH Oo/KeH ObiTb yKasaH B 3aronoBke Allow —
06HOBNEHNE CceccuMM OCYLLEeCTBAAETCA MNOCPEeACTBOM MEPUOAMYECKON OTMPABKM COOOLLEHWI
UPDATE);

MuHumanbHoe 8pemMs ceccuu, C — MUHUMAa/bHbIA WHTEpPBan NPOBEPKU paboTocnocobHoOCTU
coeamnHeHua (ot 90 ao 1800 c, no ymonuyanHuio 120 c);

Bpemsa ceccuu, ¢ — nepuos BpPeMeHW B CEKyHOaX, MO MUCTeYEHWW KOTOPOro npousonaet
NPUHYAWUTENbHOE 33aBepLUEHME CECCUM, B C/TyYae ec/iv ceccust He byaeT BoBpems obHoBneHa (oT
90 ao 80000 c., pekomeHayemoe 3Ha4yeHure - 1800 ¢, 0 — Bpema ceccumn He orpaHUYEHo);
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e [lepuoduyeckuli onpoc SIP-cepsepa — Bbibop cnocoba onpoca SIP-cepsepa:

— OmeknioyeH — SIP-cepsep He onpalmnBaeTcs;

— Options — onpoc SIP-cepsepa npu nomowm coobuieHnn OPTIONS;
— Notify — onpoc SIP-cepsepa npu nomowm coobuieHmin NOTIFY;

— CLRF - onpoc SIP-cepsepa nyctoim UDP-naketom;

e VMHMepsan onpoca — Nepvuoj BPpemMeHW B CeKyHOaX, Yepe3 KOTopbli BbiMoaHAeTcA onpoc SIP-
cepBepa;

e Obpabamesisams 3a20n080K Alert-Info — obpabatbiBaTh 3aroniosok Alert-Info B 3anpoce INVITE
ONA BblAa4M Ha aBOHEHTCKUI MOPT OTNIMYHOM OT CTaHAAPTHOM NOCLIIKM BbI30BA;

e [Ipogepsmb mosnbKo umAa nosnvzosamena 8 RURI — ecnn ¢nar ycTaHOB/AEH, TO aHa/M3MpyeTca
TO/IbKO abOHEHTCKMA HOMep (user), MpM COBMAZLEHUM KOTOPOro BbI3OB OyAeT Ha3HayeH Ha
aboHeHTCKMIi nopT. Ecan dnar cHAT, TO NpW NOCTYMN/AEHMM BXOLALLErO BbI30BA NPOU3BOAMUTCA
aHanus scex anemeHTos URI (user, host n port — aboHeHTCcKMit Homep, IP-aapec n UDP/TCP-nopT).
Mpu coBnageHumn scex anemeHToB URI BbI30B 6yaeT HasHayeH Ha abOHEHTCKUIN NopT;

e [lepedasams IP-adpec 8 3a20n08Ke Call-ID — ecnn ¢nar yctaHosneH, To B 3aronoske Call-ID npwu
ncxoasLLer ceasm ncnonbayetca cobecTBeHHbIN IP-agpec ycTpoictea B popmaTe localid@host.

TpexcmopoHHSAA KOHpepeHyuUs

TpexcTopoHHAA KoHdepeHUWA

Pexum NokansHas v

Cepeep KoHEpEHLWH

o Pexum — pexnm paboTbl TPEXCTOPOHHEW KOoHbepeHLMN. BO3MOXKHO ABa pexunma:

— JloKkanbHaa — KoHdepeHuMs cobupaeTca I0OKaNbHO YCTPOMCTBOM NOC/E HaxKaTUA
KombuHaumm «flash+3»;

— YOaneHHas (RFC4579) — KoHdepeHUuMa cobupaeTcs Ha yAaneHHOM cepBepe, ANA 4ero
nocne Haxkatua «flash+3» Ha cepBep oTnpasnsercAa coobueHune Invite Ha Homep,
yKasaHHbIN B none «Cepsep KoHgepeHyuu». B aTom cnyyae KoHdpepeHuna paboTaeT no
anroputmy, onncaHHomy B RFC4579. MoapobHO AaHHbIN anropMTm onumcaH B NyHKTe 3.3.2.

o Cepsep KOHhepeHyuu — B 0bLWEM Cnyyvae afpec cepsepa, OCYLLECTBAAIOWErO YCTaHOBAEHME
KOHpepeHUMN No anroputmy, onmcaHHomy B RFC4579. Appec 3apaetca B ¢opmate SIP-URI:
user@address:port. MO»HO yKa3aTb TO/IbKO N0/Ib30BaTebCKyto YacTb URI (user) — B aTom cnyyae
coobueHune Invite oTnpasutca Ha agpec SIP-npokeu.

Hacmpolika IMS

Hactponka IMS

Pestum [MS Brrnued v

e Pexcum IMS — pexkum paboTbi ¢ IMS. BO3MOKHO Tpu pexumma:

— BbikntoyeH — IMS He ucnonbsyeTcs;

— bes3 noanucku - paspelleHo ynpasaeHne HEKOTOPbIMKU BUAAMKU ycayr ¢ cepeepa IMS (IP
Multimedia Subsystem). B 3Tom cayyae BKAYeHME ycayr  «TpPexcTOpOHHSAA
KoHbepeHumMsa» (paboTaeT Tonbko no anroputmy RFCA579), «YaepskaHue BbI30Ba»,
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«OKnaaHue BbizoBa», «FopaYas NMHUA» (HE3AaBUCMMO OT TOTO, BK/IHOYEHDBI OHW UM HET B
KOHUIypaumm) NnpomsBoanT yaaneHHo cepsep IMS nocpenctBom oTnpaBKM COODOLLEHW
Notify, B Tene KOTOpbiX MepeaaloTcd KOMaHAbl Ha aKTMBaLMIO/AeaKTMBaUUIO YyCayr B
dopmate XCAP (paktnueckn — XML, RFC4825). Mpu Takom BapuaHTe 3anpocbl SUBSCRIBE
nocse perucTpaumm aboHEHTOB LWAO30M He oTnpasnAatoTcA, 06pabaTbiBalOTCA TONbKO
NOTIFY-3anpocbkl, npuHATble OT IMS, ¢ nomowblo KOTOPbIX MNPOUCXOAUT ynpasaeHue
ycayramu;

C noAnucKol - paspeLleHo yrnpasBaeHWe HEeKOTOpPbIMM BMAaMK ycayr ¢ cepsepa IMS (IP
Multimedia Subsystem). B 3Tom cnyyae BKAOUYeHME yCayr «TpexcTopoHHANA
KoHpepeHuma» (pabotaeT TonbKo no anroputmy RFCA579), «Yaep:aHue Bbi30oBa»,
«OxungaHue Bbi3oBa», «lopayvan AMHUA» (HE3aBUCUMO OT TOTO, BKIKOYEHbI OHU UM HET B
KoH}Urypaumm) npomssoauT yaaneHHo cepsep IMS nocpeactsom oTnpaBKU cOObLLEHMIA
Notify, B Tene KoTopbix MepeaaloTcd KOMaHAbl Ha aKTMBaUMIO/LeaKTUMBALMIO yCayr B
dopmate XCAP (daktnueckm — XML, RFC4825). Mpu Takom BapuaHTe W03 OTNpPaBaseT
3anpocbl SUBSCRIBE nocne peructpaumMm aboHEHTOB M NpW YCMEWHON noanucke
obpabatbiBaeTr NOTIFY-3anpocbkl, NpuHATbie OT IMS, ¢ NOMOLLbIO KOTOPbIX NPOUCXOAUT
ynpassieHue ycyramm.

Umsa ycnyeu “YoeprcaHue 8bi308a” — HasBaHue anemeHTa XML B Tene coobueHua Notify,
MCMO/Ib3yeMoro A/ nepeaadym KOMaHabl aKTMBaLnn/geakTmBaumnm yeayrm «YaepskaHme Bbi3oBa».
Hanpumep, ecam mma ycayru  umeeT 3HadeHue «call-hold», To KomaHaa aktuBauum 6yaet
BbIrNAAETb TaK:

<call-hold active="true"/>

ad KOMaH4a AeaKTuBalnn:

<call-hold active="false"/>

Umsa ycnyau "OmcudaHue ebi308a" — HasBaHWe anemeHTa XML B Tene coobuieHuna Notify,
MCMNOAb3yeMOoro Ann nepegayy KomaHabl akTUBaumun/aeaktmaumm ycayrm «OxungaHue Bbi3oBar.
Hanpumep, eciM uma ycnyrm mmeet 3HadeHue «call-waiting», To KomaHaa akTusauumn byaer
BbIFNALETb TaK:

<call-waiting active="true"/>

a KOMaH4a AeaKTMBaLMK:

<call-waiting active="false"/>

Umsa ycayeu "TpexcmopoHHAS KoHghepeHuua" — HasaHue anemeHTa XML B Tene coobuieHus
Notify, wucnonbayemoro gna nepefadnm  KOMaHAbl  aKTMBaUMW/AeaKTMBaAUMWM  YCAyTU
«TPEeXCTOPOHHAA KOoHdepeHuua». Hanpumep, ecanm MmMa ycayrn umeeT 3HavyeHue «three-party-
conference», TO KOMaHAa aKTUMBALMM ByAeT BbIMNAAETb TaK:

< three-party-conference active="true"/>

ad KOMaH4a AeaKTuBalnn:

< three-party-conference active="false"/>

Uma ycnyeu "Topsyaa nuHus" — HasBaHMe 3nemeHTa XML B Tene coobuweHusa Notify,
MCNoNb3yemMoro Ana nepefaym KOMaHAbl akTUBauuu ycayrun «lfopavas AvHuA». B KomaHae
aKTMBaLMK NepesaroTca Homep TenedpoHa ropsadelrt IMHUM M TakmayT BbisoBa. Hanpumep, ecau
UMS YCNYTM  MMeeT 3HaveHue «hot-line-service», 1 HeobxoaMmMo coBepLlaTb BbI3OB HAa HOMeEp
30001 yepes 6 cekyHA nocne nogbema TPyoKku TenedoHa - KomaHAa akTMBaUMKM ByaeT BbIrnaaeTb
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Mo

<hot-line-service>
<addr>30001</addr>
<timeout>6</timeout>
</hot-line-service>
Ecnn KomaHaa akTMBaLMK He noaydeHa, ycayra «fopayas AMHua» 6yaeT BblKNoYeHa.

Umsa ycayeu "lepedaya ebizoea" — HasBaHuve 3snemeHTa XML B Tene coobuweHua Notify,
MCMNONb3yeMOoro AAs nepefayv KOMaHAbl aKTUBALMMW/OEaKTUBALMK yCayrn «TPexcTOpOHHSAS
KoHdepeHuus». Hanpumep, ecnim umMa ycayru  umeeT 3HadeHue «call-transfer», To KomaHga
aKTMBauuKM byaeT BbIrNsAAeTb Tak:

< call-transfer active="true"/>
a KOMaHA4a AeaKkTMBaLUun:
< call-transfer active="false"/>

YMO/IYaHUIO eCnn He npullsla KoOmMmaHaa Ha akKTuBauUio — BCE BbllenepedyncneHHble ycnyru

AeaKTUBNPOBaAHbLI.

[1naH Hymepayuu

[Mnax Hymepaumm

HacTpoika NnaHa Hymepaymm 55, L5 (6001@10.24 40.29:5061
S@{pickup0})

e

MnaH Hymepauuu 3agaetca npyv NOMOLIM  PerynapHbIX BblpakeHUin B nosne «Hactpoika nsiaHa

HYMepaLumn».

Huke npuBoaMTCA CTPYKTYpa M dopmaT perynapHbIX BblpaXKkeHUi, obecneymBalolmx pasndHble
BO3MOKHOCTU Habopa Homepa.

CTpYKTYpa perynapHOro BblpaskeHus:

Sxx, Lxx (),

roe

XX — NPOWU3BOJIbHbIE 3HaYeHMA TalimepoB S u L;
() — rpaHKUUpBI NNaHa HyMepaLumu.

OcHoBoW  sBaAloTcA  obo3HayeHMAa  ANA  3anNuCK  NOC/AeAoBaTeNbHOCTM  HabpaHHbIX  uudp.
MocnenosaTeNbHOCTb UUGP 3aMUCbIBAETCA C MOMOLLBIO HECKONbKMUX 0B03HauYeHunin: undpbl, Habupaemble ¢
Knasmatypbl TenedoHa: 0, 1, 2, 3, .., 9, # n *. Ucnonb3oBaHue cumeona # B naaHe Hymepauuu MOXKET
6noKkuposaTb 3aBepLueHne Habopa ¢ NOMOLLbIO 3TOM Knasuiu!

MocnepoBaTeibHOCTb Ll,Md)p, 3aK/NIO4EHHAA B KBagpaTHble CKO6KM, COOTBETCTBYET mo6orv\y n3
3aKNHOYEHHBIX B CKOOKM CMMBOJIOB.

—  Npumep: ([1239]) — cooTBeTCTBYET Nt06OIM U3 UMbpP 1, 2, 3 nan 9.

qepe3 TUpe MOXeT 6bITb YKa3aH AuvanasoH CUMMBOIOB. Yawe Bcero MCNOoNb3yeTCcA BHYTPU
KBaApaTHbIX CKOBOK.
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—  Mpwumep 1: (1-5) - ntobas umdpa ot 1 go 5.
—  Mpwumep 2:([1-39]) - npumep 13 NpeablayLLEro NYHKTa C UHOW GOpMOIt 3anucu.

e CumBon X cooTtBetcTBYyeT Atoboi umdpe ot 0 o 9.
—  Npumep: (1XX) - ntobo1 TPEX3HAYHDbI HOMEpP, HaYMHatloLWMca Ha 1.
e  «.» - MOBTOPEHME Npeablaywero cumeona ot 0 4o 6ecCKoHeYHOCTH pas.
e «+» - NOBTOpPEHME NpeablayLLero cmumeona ot 1 oo 6eckoHeYHOCTH pas.
e {a,b}—noBTopeHue npeapiaylero cumeona oT a Ao b pas;
e {3,}— noBTopeHue npeablayLLErO CUMBO/IA HE MEHbLLE a Pas;
e {,b}—-nosTopeHune npeabiayllero cumeosia He 6onblie b pas.

=  [pumep: (810X.) - MexxayHapoAHbIIN HOMEpP C t0BbIM KOMYECcTBOM Lbp.

HacTpolikuy, BavaAtowme Ha 06paboTKy NaaHa Hymepaunm:

e Interdigit Long Timer (6bykea «L» & 3anucu naaHa Hymepayuu) - BPems OXUAaHuA BBOAA
cneaywowen uudpbl B TOM Cc/ydae, €cin HeT WabnoHoB, nNoAXoAAWMX Mod HabpaHHyo
KOoMbUHaumio;

e Interdigit Short Timer (6yksea «S» & 3anucu nAGHa Hymepayuu) - BPems OXMAAHWS BBOJAA
cnepylowen undpbl, ecnm ¢ HabpaHHOM KombuHauMen NONHOCTbIO COBNagaeT XxoTa 6bl oAnH
WwabnoH, 1 NPV 3TOM MMEEeTCA elle XoTA 6bl 0AWH WabnoH, A0 NONHOMO COBMAAEHUA C KOTOPbIM
HeobxoaMMO ocyLLLEeCTBUTL AOHabop HoMepa.

JononHuTenbHble BOSMOXHOCTH:

1. 3ameHa HabpaHHOM NocneaoBaTeNbHOCTH
CuHTakeuc: <argl:arg2>

[aHHas BO3MOXKHOCTb MO3BO/IAET 3aMeHWTb HabpaHHYy MoCAef0BaTeNbHOCT Ha  Aobyto
nocaef0BaTe/IbHOCTb Habuvpaembix CMMBOJIOB. MMpM 3TOM BTOPOM aprymeHT AO/IKeH ObiTb yKasaH
onpeaenéHHbIM 3HaYeHnem, 0ba aprymeHTa MoryT 6bITb NYCTbIMU.

—  Npumep: (<83812:> XXXXXX) - maHHaA 3anucb OyAeT COOTBETCTBOBATb HabpaHHbLIM
umdpam 83812, Ho 3Ta nocnenoBaTeNlbHOCTb ByAeT onyuleHa U He ByaeT nepegaHa Ha
SIP-cepsep.

2. BcTaBKa ToHa B Habop

an BbIXO4E€ Ha MeXropon (B Od)VICHbIX CTaHUMAX - Ha ropop,) NMPUBbLIYHO CablWaTb OTBET CTaHUWKN, YTO
MOXHO peann3oBaTb BCTaBKOW 3ansTon B HYXXHYIO NO3ULLUIO NOCNnenoBaTe/ibHOCTU Ll,VId)p.

— MNpumep: (8, 770) - npu Habope Homepa 8770 nocne uudpbl 8 b6yaeT BblAaH
HenpepbIBHbIN TOH.

3. 3anpet Habopa Homepa.

III

Echn B KoHue wabnoHa HOMEpPa ILl,06aBl4Tb BOCKI'II/ILI,aTeﬂbeIF/'I 3HaK !, TO H360p HOMeEpPOB,

COOTBETCTBYOWMX WabnoHy, byaeT 3a610KMPOBaH.

—  Npumep: (8 10X xxxxxxx ! | 8 xxx XXXXXXX ) — BblpaKeHWe paspelLaeT Habop TONbKO
MEXAYropoAHUX HOMEPOB M UCK/TIOYAET MeXKAyHAPO4Hble Bbi30OBbI.
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4. 3ameHa 3Ha4YeHn TanmepoB Habopa Homepa

3HayeHUs TaliMepoB MOTyT ObITb Ha3HauyeHbl KaK ANA BCEro njaHa Hymepauuu, TakK UM And
onpegenéHHoro wabnoHa. bykea «S» oTBevaeT 3a ycTaHoBKy «Interdigit Short Timer», a «L» - 3a
«Interdigit Long Timer». 3HayeHUA TalimepoB MOryT ObITb yKa3aHbl 41A BCex WabAOHOB B MjaHe
HyMepaLmn, ecv 3Ha4YEeHMA NepeymciaeHbl 40 OTKPbIBAOLLEACA KPYTI0M CKOBKMU.

—  Npumep: S4 (8XXX.) nnm S4,L8 (XXX)

Ecnu 3TK 3HaYeHMA yKasaHbl TONIbKO B 04HOW U3 NocneA0BaTe/IbHOCTEN, TO AeACTBYIOT TO/IbKO ANA Heé.
TaKyKe B 3TOM C/lydae He Hago CTaBUTb ABOETOUME MENKAY KAHYOM U 3HAYeHMeM TalimayTa, 3HadyeHue
MOKeT bbITb PacnonoeHo B 1tobom mecTe WabioHa.

—  Npumep: (54 8XXX. | XXX) nam ([1-5] XX SO) — 3anucb BbI3OBET MIHOBEHHYIO nepenavy
BbI30Ba NpY Habope TPexaHaYHOoro Homepa, HaumMHatoweroca Ha 1,2, ..., 5.

5. Habop no npsmomy agpecy (IP Dialing)

CumBon «@», NOCTaBNEHHbI Nocie Homepa, 03Ha4aeT, YTo Aanee byaeT yKasaH agpec cepsepa, Ha
KOTOpbI ByaeT oTnpas/ieH BbiI30B Ha HabpaHHbI Homep. PekomeHayeTca ucnonb3osatb «IP Dialing»,
a TaKKe NpUMéEMm M nepenady BbI3oBoB 6e3 pernctpaunu («Call Without Reg», «Answer Without Reg»).
I3TO MOMKET MoOMOYb B C/ly4ae OTKasa cepBepa.

Kpome Toro, popmar agpeca c IP Dialing mokeT 6bITb UCNO/Ib30BaH B HOMePax, NpeaHa3HaYeHHbIX 41
nepeagpecauum 3BOHKOB.

—  Npumep 1: ( 8 xxx XxxXXxx ) - 11-3HauHbIh HOMep, HaYyMHatoLWMIiCcA Ha 8.

—  Mpumep 2: ( 8 xxx XXXXXXX | <:8495> XXXXXXX ) - 11-3HauHbIA HOMEpP, HauMHatoOLWMINCA Ha 8,
ec/nv BBeAEH 7- 3HauHbIl, To 406aBUTb K NepegaBaemomMmy Homepy 8495.

—  Npumep 3: (0[123] | 8 [2-9]xx [2-9]xxxxXX) - HABOP HOMEPOB IKCTPEHHbIX CNY}KB, a TaK XKe
HEKOTOPbIX MEXAYTOPOAHNX HOMEPOB.

—  MNpumep 4: (SO <:82125551234>) - BbICTpbI HabOp YKa3aHHOro HOMEpa, aHaNor peXnma
«Hotline» Ha apyrux wnto3sax.

—  Mpumep 5: (S5 <:1000> | xxxx) - AaHHbIA NAaH HyMepauuu no3sonseT HabpaTb Nb6oM
HOMep, cocToAWMlM M3 uMbp, a eCIN HUYEro He BBEAEHO B TeyeHWe 5 ceKyHz, BbI3BaTb
Homep 1000 (aonycTum, 3TO CEKpeTapb).

— Npumep 6:  (*Sx*xxxx*x# | * 2x* xxxxxxxxxxx# | #xx# | [2-7]xxxxx | 8, [2-9]xxxxxxxxx | 8,
10x. | 1xx<:@10.110.60.51:5060>).

— Npumep 7: (1xx|0[1-9]|00[1-8]]*5x*xxxx*x# | * 2x* XxXXXXXXXXXH# | #xxH# | [2-7 [xxxxx |8, [2-
9]xxxXXXXXxX | 8, 10x.).

MHoraa mosket notpeboBaTbCcA COBEPLUATb 3BOHKWM IOKAAbHO BHYTPW ycTpoicTea. MNpu aTom ecam IP-
aZlpec ycTpoOWCTBa He M3BECTEH WMAM NEePUOLMYECKU U3MeHsAeTcs, YA06HO MCNno/ib30oBaTh B KadyecTse
afipeca cepsepa 3ape3epBupoBaHHoOe cnoso «{local}», UTo o03HauyaeT OTNPaBKYy COOTBETCTBYOLLEN
nocnefoBaTeIbHOCTU LMPP Ha COBCTBEHHbIM aapec yCTpoMCTBa.

— Npumep: (123@{local}) — BbiI3oB Ha HOomep 123 6yaeT o06paboTaH NOKANbHO BHYTPU
yCTpolicTBa.

6. HacTpoiika Koga nepexsara
Mpn nomoLM AaHHOW KOMaHbl MOXHO YCTaHOBWUTb KOA, NepexBaTa Ana 3a4aHHOM rpynmbl.
CvHTakcuc: ABC@{pickup:X}, rae

ABC — Kog, nepexsaTa (Hanpumep *8),

X — HoMep rpynnbl nepexeaTta (Hymepauus rpynn nepexearta c 0).
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—  Npumep: 112@{pickup:0} — aboHeHTbl A N b cocToAT B OAHOW rpynne nepexsarta C
nHagekcom 0. B cnyyae ecnm aboHeHTy A nmocTynaeT BXOAALWMIA Bbi30oB, TO aboHeHT b
MOXKET NepexBaTuTb Bbi30B, Habpas KombuHaumo undp 112.

YemaHoska npoguneli dialplan

Ona Ka)kOoro HanpaBneHMA MOMKHO BblOpaTb He Gosee ogHoro npodwuna dialplan, kKoTopbit byaet
onpefensaTb NapameTpbl BbI3OBOB Ha 3TOM HanpasaeHWW. HacTpoikn npodunein npomsBogAaATca B pasgene
«Mpodunum dialplan». Ona Kaxkaoro HanpaBAeHWA HACTPOMKA anbTePHATUMBHOrO Npoduns yKasblBaeTcs B
KpYrAblx cCKobkax nocne cnosa «profile:».

Npumep:([23]xxx(profile:0)

Hacmpolika 20s10c08bix KOOEKo8

HacTpoiKa ronocoBbIX KOOeKos
Hogek 1 G.71a v
Hogek 2 G.71u v
Kogek 3 G.722 ¥
Hogek 4 Briknicden ¥
Bpema naketkzaumn G711, mc 20 ¥

CUrHanbHbIN NPOLLECCOP YCTPOMCTBA BbIMOJIHAET PYHKLUMN KOAMPOBAHMA aHAONOBOr0 Pe4yeBoro TpaduKa,
AaHHbIX daKkca/moaema B uMbpOBbIe CUrHaNbl, a TaKe obpaTHOro AekoamposaHus. L3 noaaepskmsaet
cnepyowme ronocosble kogeku: G.711A, G.711U, G.729, G723.1, G.726, G.722.

G.711 — npeactasnset coboit MKM-kogmposaHue 6e3 cxkaTus pedyeBon MHbOpMaUMKU. [aHHbIM KOAEK
[onxeH 6biTb 06sA3aTenbHO noagep:kaH Bcemu npoussogutenamm VolP-obopyposaHus. Kogekn G.711A wu
G.711U oTtamnyaroTcsa apyr oT Apyra 3aKOHOM KoampoBaHWA (A-3aKOH — /iMHelHoe KoaupoBaHue M U-3aKoH -
HenuHelHoe). KoanpoBaHue no U-3akoHy npumeHsaetcsa B CeBepHoli AmepurKe, no A-3akoHy — B EBpone.

G.722 — WNPOKOMONOCHbIA KoaeKk, mucnonb3ywowmn AOUKM c pasgeneHvem Ha nogavanasoHbl U
paboTatoLLmii co cKopocTbio 48, 56 1 64 Kbut/c.

G.723.1 — KoggeK Cco cxKaTuem pedyesoi MHGopmaLmuK, NpeaycMaTpuBaeT ABa peXkmMma paboTbl: 6.3 Kbut/c
n 5.3 Kéut/c. Kogek G.723.1 nmeeTt AeTEKTOp peyeBoi aKTMBHOCTM M obecnedynsaeT reHepaLmio KoMpopTHOro
LWYMa Ha y4aNeHHOM KOHLLE B NepmMos MOYaHus.

G.726-24, G.726-32 - Kogek Co cKatmem pedeBoit MHPopmaumm no anroputmy AAUKM u ckopocTbto
nepeaauun 24 unn 32 Kéut/c.

G.729 — TaKKe fABNAETCA KOLEKOM CO C)KaTMem peyeBOM MHPopmaumMm n obecneymBaeT CKOPOCTb
nepeaaun 8 Kbut/c. AHanornyHo Koaeky G.723.1, kogek G.729 noaaepKmMBaeT AeTeKTOP PeYeBoi akTUBHOCTM U
obecneunBaeT reHepaumto KOMGOPTHOTO LWYMa.
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e Kodek 1..7- nossonseT BblbpaTb KOAEKN U MOPSALOK, B KOTOPOM OHM 6yayT MCNO/Ib30BaATLCA.
KogeK C HauBbICIUIMM NPUOPUTETOM HY)KHO nponucaTb B none «Kogek 1». Ana pabotbl
HeobXoAMMO YKa3aTb XOTA bbl OANH KOAEK:

—  BblKnt04YeH - KOAEK He UCNONb3yeTcA.

— G.711a —vcnonb3oBaTtb Kogek G.711A;

— G.711u - wncnonb3oBaTb Koaek G.711U;

— G.723 —ucnonb3oBaTtb Kogek G.723.1;

— G.729(A, B) — ucnonb3oBatb KogeK G.729 annexA wan G.729B;
—  G.726-24 - ncnonb3oBsatb Kogek G.726 co ckopocTbio 24 Kbut/c;
—  G.726-32 - ncnonb3oBsatb Kogek G.726 co ckopocTbio 32 Kbut/c;
— G.722 - ucnonb3osaTtb Koaek G.722.

e Bpema nakemu3ayuu — 4YUCNO MWUANCEKYHA peun B ogHom RTP-nakeTe (gns Kogekos G.711,
G.729, G.723 n G.726).

V MoryT 6biTb 3afaHbl afbTepPHaTUBHbIE FONOCOBbIe KOAEKU ANA BblGPaHHOro HanpasAeHus.
Ona Kaxpaoro w3 Hanpas/eHUIt B NJaHe HymMepauuu ecTb BO3MOXHOCTb 3a4aHus
npPeAnouYTUTENIbHOIO KogeKa AnAa nepejaun  peun. [OnAa  Ka)poro  HanpaBieHus
DONOJIHUTE/IbHbIE HACTPOMKM KOAEKOB YKa3biBAlOTCA B KPYrablX CKOBKax nocne cnoBsa
«codecs:».

Ecnn Heo6XxoAMMO MCNO/b30BaHME HECKO/IbKMX KOLEKOB, TO UX NEPEYUCAAIOT Yepes CUMBOA «,». MOXKHO
yKa3blBaTb HECKO/IbKO MapaMeTpPoB A/1A HanpasneHuA. B Takom caydae OHWM [O/MKHbI ObiTb pasgesneHbl
cMmBosioMm  «;» - (paraml:subparamil,subparam2;param2:subparaml,subparam2). [donycTMumble 3Ha4YeHUs
cybnapameTtpos subparamX: g711a, g711u, g729, g723.

JonycTmble 3HaYeHus napameTpoB paraml n param2 — codecs u rfc2833 PT cooTBETCTBEHHO.

Mpumep: ([23]xxx(codecs:g729; rfc2833_PT:96)|8x.(codecs:g711a;g711u)).

biummep-6ygep

O#nTtTep-oydiep
MuHWMANBHAR 3308pHKS, MC 40 A
MakcHManeHan sagepxkEa, Mc 130 A
Mopor HemegnexsHoro yganeH1a NakeTos, MC 500 v
$akTop onTMMMzaLMK Gydepa T A
Oxuttep (jitter) — 3TO HepaBHOMEPHOCTb NepnoaoB BpemeHU, OoTBeAeHHbIX Ha AO0CTaBKYy MaKeTa.

3a/ieprKKa B AOCTaBKe NaKeTa U AXUTTEP UCUMCAAIOTCA B MUANUCEKYHAAX. BennunHa gxutrepa nmeet 6onblioe
3HauyeHue Npu nepegade UHPoOPMaLUN B peXkMme peasibHOro BpemeHu (Hanpumep, ronoc UAn BuLeEo).

B npotokone RTP, KOTOpbIi elle Ha3biBalOT «MPOTOKO/IOM NOTOKA Nepeaatolleli cpedpl» (media stream),
€CTb Noje A/17 MeTKM TOYHOTO BPeMeHU nepesadm oTHocutenbHo Bcero RTP-noToka. MpuHMmatoLLee ycTpoicTBo
NCNo/ib3yeT 3TN BpeMeHHble METKU A5 BbIACHEHWUS TOro, KOrAa caeayeT 0Xunaatb nakeT, cobaoaeH n nopasok
naketos. Mcxoas u3 3Ton WHOOPMAUMM, NPUEMHAs CTOPOHA BbICHAET, Kak C/leayeT HacTpouTb CBOU
napameTpbl, YTOObl 3aMacKMPOBaTb NOTEHLMANbHbIE CETEBbIE NPOBEMbI, TAKME KaK 3a4ePKKN 1 oxuTTep. Ecan
OXUAaemoe BpPeMA Ha [AOCTABKY MNaKeTa OT OTNPaBUTENsA K MPUEMHMKY HA MPOTAMEHMM BCEro nepuoa
pa3roBopa CTPOro paBHO onpeaesieHHOMY 3HayeHuto, Hanpumep, 50 Mc, MOXHO YTBEP!KAaTb, YTO B TaKOW CETU
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OUTTepa HeT. Ho 3auacTyto nakeTbl 3a4eprKMBAlOTCA B CETUM, U BPEMEHHOW WMHTEpPBan AOCTABKU MOXKET
KoN1ebaTbCs B fOBOJIbHO 60/1bWOM (C TOUKM 3peHuaA TpaduKa, KPUTUYHOTO KO BPEMEHWN) BPEMEHHOM AMana3oHe.
B cnyyae ecnm npuioxeHne-npueMHMK Takoro 3ByKa Uam Bugeo byaeTt BOCNponsBoauTb ero B TOM BPEMEHHOM
nopaaKe, B KOTOPOM MPUXOAAT MaKeTbl, Mbl MOAYYMM 3aMeTHOEe yXyALEeHUsA KayecTBa rosioca (uav Buzaeo).
Hanpumep, ecniv aTo KacaeTcs rosoca, To Mbl YCAbIWWM NPepbIBaHME B FON0CE U ApYyrMe NOMEXMU.

YCTPOMCTBO MMEET cieAytoLme HaCTPOIMKKN axuTTep-bydepa:

e MuHUManbHAA 300epHKa, MC — MUHUMANbHOE OXUOAEMOE BPEMA 3afEPKKU PacnpocTpaHeHus
IP-naKkeTa no ceTty;

e MakcumanbHasa 3a0epiKa, MC — MaKCUMaJIbHOE OXKMAAEMOE BPeMA 3a[EPHKKMN pacnpocTpaHeHnn
IP-nakeTa no ceTty;

e [lopoe HemeOdsneHHO20 yoaseHUA NaKemos, MC — MaKCMMANbHbIA NPOMENKYTOK BPEMEHM, Yepes
KOTOPbLIA MPOUCXOAMUT yaaNeHWe pedeBblx MakeToB U3 bydepa. 3HaYeHWe AAHHOrO MapameTpa
60nbLUe AWM PABHO MAaKCMMAJIbHOM 3a4ePIKKE;

e  Gaxkmop onmumuszayuu bygepa — napameTp, WUCNONb3yEMbIA ANA ONTUMM3ALUKM pasmMmepa
OXKnTTep-6ydepa. PekomeHayeTca BbICTaBAATb €ro 3HavyeHue B 0.

[lepedaua chakca u modema

MNepenada dpakca U Mogema
MNepegaua mogema G.711a VBD v
Koger dakca 1 G.T71a v
Kogek dakca 2 G.71u v
Konek makca 3 BrikntoqeH v
Oboxapy+etue dakca 06e cTOPOHD v
MpHHKMMaTE Nepexog B T.38

Mepenaya dakca MOXKET OCYLLECTBAATLCA C UCMO/Ab30BaHMEM peyeBOro Kogeka 711 uamn cneupanbHOro
KoAeKa ans nepenadun GpakcMmubHbIX cooblieHmin T.38.

T.38 — cTaHAapT, onNMcbIBalOWMN Nepesady GpakcMMUIbHbBIX COOBLLEHNI B peasibHOM BpemMeHu Yepes IP-
cetn. CUrHanbl U AaHHble, NepesaBaemble GaKCMMUIbHBIM annapaTom, KOAMPYIOTCA B MAKeTbl NpoTokona T.38.
B popmupyemble NaKeTbl MOXKET BBOAUTLCS M3ObITOYHOCTb — A@HHbIE M3 NPeAblAYLIMX NaKeToB, YTO NO3BOASAET
OCYLLECTBAATL HaAEXKHYI0 nepeaady dakca no HecTabuabHbIM KaHanam.

e [lepedaya modema — BbIGOP KOAEKA, KOTOPLIM ByAeT NCNOb30BaThCA A4 Nepeaaym AaHHbIX Npu
LEeTEeKTUPOBAHWUM LIHO30M CUrHAI0B MOAEMA:

—  BbIK/OYEH — HE AETEKTMPOBATb CUTHA/bI MOAEMA;
— G.711a VBD — ucnonb3osaTb Kogek G.711A B pexkmme VBD;
— G.711u VBD — ncnonb3oBaTtb KogeK G.711U B pexkume VBD.

B pexume VBD (Voice Band Data) w03 BbIKAOYaeT AeTeKTop aKTuBHOCTM peun (VAD), reHepaTop
KomdopTHOro wyma (CNG) 1 axokomneHcaTopbl, YTO HEOHXOAMMO NPU YCTAHOBNEHUM MOLEMHOTO COEANHEHUA.

V BblbpaHHbIA KOAEK A0NKEH ObITb TaKXKe aKTUBEH B CMUCKE PA3roBOPHbIX KOAEKOB.

e Koldek ¢pakca 1.3 — no3BosiAeT BbIOPAaTb KOAEKM W MNOPAAOK, B KOTOPOM OHM ByayT
ncnonb3osatbea. Kogek ¢ HavBbICWIMM NPUOPUTETOM HYXKHO NponucaTtb B nose «Koaek dakrca 1».
[na paboTbl HEOHXOAMMO YKa3aTb XOTA Hbl OANH KOAEK:
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—  BoblKnto4eH — KOAeK He UCNo/b3yeTcs.
— G.711a —wvcnonb3oBaTtb Kogek G.711A;
— G.711u—wncnonb3oBatb Kogek G.711A;
— T.38 —ucnonb3osatb NnpoToKkon T.38.

/ Bce Kopeku ¢paKkca J,omxKHbI 6b1Tb pa3Hbimu! Kpome 3atoro npm Bbibope G.711a uamn G.711u
COOTBETCTBYIOLMUIA KOAEK A0/MKEH 6bITb aKTUBEH B CNUCKE Pa3roBOPHbIX KOAEKOB
ycTpoiicTBa.

e Ob6HapymeHue ¢akca — onpeaenseT Hanpas/JeHMe Bbi30Ba, MPU KOTOPOM paspelleHo
AeTeKTMpoBaTb TOHbI haKca, noc/e Yero byAeT ocyLecTBAATb Nepexos Ha Koaek dakca:

— He demekmuposames moHbl ¢hakca — OTKAOYAET AeTEeKTUPOBaHWE TOHOB daKca, HO He
3anpeulaeT nepegavyy ¢akca (He byaeT MHULMMPOBATHLCA Nepexon Ha KoaeK ¢dakca, Ho
OaHHbIN Nepexo MOXKeT BbITb cAeNaH BCTPEYHbIM LUJTHO30M);

— Obe cmopoHbl — AeTEKTUPYHOTCA TOHbI Kak Npu nepegadve dakca, Tak 1 npu npueme. Mpu
nepenaye ¢dakca gertektupyerca curHan CNG FAX ¢ aboHeHTCKon AnHuKU. Mpu npueme
dakca aetektTupyetca curHan V.21 c aboHEeHTCKOWN IMHUK;

— Boi3bigaowiaa — AeTEKTUPYHOTCA TOHbI TONbKO Npu Nepeaade ¢akca. MNpu nepeaade dpakca
aetekTnpyetcs curHan CNG FAX c aboHEHTCKOM NnHUK;

— Boi3bigsaemaa — [ETEKTUPYIOTCA TOHbl TO/AbKO Npu npueme ¢akca. Mpu npueme dakca
aetektupyetca curHan V.21 c aboHEeHTCKOM JIMHUK.

o [lpuHumame nepexod 6 T.38 — Npu ycTaHOBAEHHOM dJiare paspelueH BXxoaAwni re-invite Ha T.38
OT BCTPEYHOrO LWH033;

e Pasmep uzbbimouHocmu T.38 Redundancy — nobasneHne n3bbITOYHOCTM B NakeTbl T.38, 3HaueHue
COOTBETCTBYET KOAMYECTBY NpeablayWwmnx NakeTos, KoTopoe Ayb6avpyeTca B KaKAOM HOBOM
nakete T.38. Takoi cnocob M3bbITOYHOCTU UCNONL3YETCA B C/ly4ae NOTepU NaKeToB Npu nepeaaye.

JononHumensHsle napamempbl

LononHuTtenbHble NapameTpsl

MNepenaya DTMF RFC 2833 v
MNepepaya Flash SIP Info (Hookflash) v
Tun Harpysku anA naketos RFC 2833 | 96
OAMHaKOBbIN TUN Harpysku AnA npuéma u nepenaun [
Mcnonb3oBats 06HAPYXEHUE TULLIMHBI
Mcnonb3osatk axonoaasnexue
Ucnonbsosats RTCP  [J
Bpema aucnepcuu, mc 32
Wcnonbsosats SRTP
Kpuntorpagpuueckuit Habop 1 AES 80 v

Kpuntorpapuyeckuit Habop 2 | AES 32 v
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lepedaya DTMF — cnocob nepenaym curHanos DTMF:

— Inband — BHyTpuMnosOoCcHan nepenaya;

— RFC2833 — cornacHo pekomeHgaumm RFC2833 B KauyecTBe BblAENEHHON HArpysku B
peyesbix nakeTax RTP;

—  SIP info — nepepaya coobueHunii no npotoKkoay SIP B 3anpocax INFO.

lMepedaua Flash — cnocob nepeaaun Flash:

— SIP info (Hookflash) — nepepauya coobuleHuii Ha B3aMMOAENCTBYIOLLYIO CTOPOHY MO
npotokony SIP B8 3anpocax INFO. Cobbitme flash nepepaetca B paclwiMpeHumU
Application/Hook Flash kak signal=hf;

— SIP info (DTMF Relay) — nepefaya coobleHWiA Ha B3aMMOAENCTBYHOLLYIO CTOPOHY MO
npotokony SIP B8 3anpocax INFO. Cobbitme flash nepepaetca B pacwMpeHun
Application/dtmf-relay Kak signal=hf;

— SIP info (Broadsoft) — nepepaya cOO06LWEHMA HA B3aMMOAEMCTBYIOLLYIO CTOPOHY MO
npotokony SIP B 3anpocax INFO. Cobbitne flash nepepaetcs B paclIMpPeEHUU
Application/Broadsoft kak event flashhook;

— SIP info (SSCC) — nepeaaya coobLeHNN Ha B3aUMOAENCTBYIOLLYIO CTOPOHY MO NPOTOKONY
SIP B 3anpocax INFO. CobbiTue flash nepepaetca B pacwupeHun Application/sscc Kak
event flashhook.

B TeKyuweii Bepcumn MO nepegaya Flash BoamorkHa TonbKo no npotoKony SIP.

Tun Haepy3ku 014 nakemoe RFC2833 — Tun Harpysku Ana nepegaym naketos no RFC2833
(paspelweHHble ansa MCNONb30BaHWUA 3HaYeHUa — oT 96 ao 127);

OO0uHaKo8bIli mun Hazpy3ku 014 NPuéma u rnepedayu — ONUUSA UCNONb3YETCA MPU UCXOAALLEM
BbI30BE 4151 COr/1IAacOBaHUA TMMaA Harpysku cobbiTnii, nepegasaembix no RFC2833 (DTMF u Flash).
Mpu yctaHoBneHHom dnare nepegadya M npuvem cobbitmii no RFC2833 ocyuwecTBnserca c
HarpysKoi 13 NPUHATOrO OT BCTPEYHOM CTOPOHbI coobuieHnsa 2000k. Mpu cHATom dnare nepesaya
cobbiTin no RFC2833 ocyuwecTBnnaetca ¢ Harpyskom mns npuHatoro 2000k, a npuém — c TMNom
Harpysku us cobctBeHHOM KoHdUrypauum (yKasbiBaeTcs B ucxogsailem Invite);

Ucnons3osameo O6HprJf(€HU€ MmuwuHbl — NpPpU YyCTaHOB/IEHHOM ¢nare MCNoNb30BaTb AETEKTOopP
TULWLINHDI;

Ucrionsb3osams 3xornodaeseHue — Npv ycTaHoBeHHOM daare UCrno/b30BaTb 3X0NOAaBAEHUE;

Ucnons3osame RTCP — npu ycTaHOBAEHHOM dnare Mcnonb3oBaTb NpoTokon RTCP ana KoHTpona
33 pa3roBOPHbIM KaHaOM:

—  UWHmMepesan nepedayu — HTepBan nepenaum naketos RTCP, cek;

—  [epuood npuema — nepuog npnéma coobeHma RTCP nsmepserca B eAMHULAX MHTEPBaa
nepegayun; eciM no UCTeYeHUW nepuosa Npuéma OT BCTPEYHOW CTOPOHbI He byaer
noay4yeHo HM ogHoro RTCP-naketa — TAU-4M.IP pa3pbliBaeT coeaAnHeEHHUE.

— RTCP-XR — npw yctaHoBneHHom ¢nare byayT otnpasnatbca nakeTbl RTCP Extended
Reports B cootsetcTBum ¢ RFC 3611.

Bpemsa ducnepcuu, MC — napameTp, NO3BONAIOWMIN BOPOTLCA C 3XOM, BbI3BaHHbIM Aucrnepcueit
peyeBoro cUrHana. 3HayeHuUa napameTpa U3IMEHAITCA B NPOMeEXKYTKe oT 2 Ao 128 mc;

Ucnoneszoeame SRTP — npwu ycTaHoBieHHOM ¢nare 6yaet ucnosnb3osBatbca WwudpoBaHue RTP-
notoka. Mpu s3tom B SDP ncxoaawmx INVITE-3anpocos 6yaet ykasaH RTP/SAVP-npoduab. Takke B
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SDP Bxogawmx 3anpocos byaet npoussoamutbea nouck RTP/SAVP-npoduna. Ecam RTP/SAVP-
npodunb He ByaeT HanAeH, TO BbI30B ByAeT OTK/IOHEH;

e Kpunmoepagpuyeckuli Habop 1-2 — nos3sonseT BblbpaTb anropuTmbl WKUGPOBAHMA MU
XelWmnpoBaHua, Kotopble ByayT mucnonb3osBaTbcA. KpunToHabop ¢ HaMBbICWMM MPUOPUTETOM
HYXXHO nponucatb B none «Kpuntorpadumyecknin Habop 1». Ons paboTbl HeobxoauMMo yKaszaTb
X0TA 6bl 0ANH KpunTorpaduyecknin Habop:

AES_80 — cootsetcTtByeT AES_CM_128 HMAC_SHA1_80;
AES_32 — cootsetcTtByeT AES_CM_128 HMAC_SHA1 32.

[Onsa coxpaHeHUA W3MEHEHWI HaXMUTe KHOMKy «[lpumeHumos». Ons OTMEHbl U3MEHEHWI HaKMUTe
KHOMKRY «OmmeHa».

O6wue HacTpoiiku npoduneii SIP

OBLWKWE HACTPOWKK

Henonesogare STUN 1
Agpec STUN-cepeepa 192.168.1.10
MHTepean onpoca STUN-cepeepa. ¢ 30
Tadmep T1,mc | 500 (100-1000
Tarmep T2, mc 4000 (1000-32000)
Tarmep B, mc 32000 (1000-39000)

fna sanonreHun Recmpoex madmepos SIF # Mo yMOn4aH1w0

PEROMEHIOESHHEIMU JHEYEHURMU HENKMUITIE KHOMKY
TpaucnopT UDP (npeanoyTHTENeHD), TG ¥

CneynduKkauns TOHOE Pocous v

e Ucnonvzoeams STUN — npu yctaHoBneHHom dnare ucnonbsyetca npotokon STUN (Session
Traversal Utilities for NAT) ana onpegeneHva nyb6aMyYHOro agpeca ycTponcTea (BHeLWHero aapeca
NAT). PekomeHayeTca MCNOJ1b30BaTh AaHHbIM NPOTOKO Npu paboTe ycTponcTea Yepes NAT;

e Aodpec STUN-cepsepa — |IP-agpec nnn gomeHHoe nma cepeepa STUN, yepes ABOETOUME MONKHO
BBECTM a/IbTEPHATUBHbIN NOPT cepBepa (no ymonyaHuio 3478);

e UHmepsan onpoca STUN-cepsepa, ¢ — nHTepsan, N0 UCTEYEHUM KOTOPOro OTAPaABAAETCA 3anpoc
Ha cepBep STUN. Yem meHblle MHTepBaa ONpoca, TEM Bbille CKOPOCTb PeaKkUMW Ha U3MEHEeHMne
ny6an4YHOro aapeca;

e Tailimep T1, mc — nHTepBan mexay nocblnkon nepsoro INVITE n BToporo npu oTcyTcTBUM OTBETA
Ha nepBbii B MC, Ana nocaeaywowmx INVITE (TpeTbero, yeTBepToro U T.4.) AaHHbIN MHTepBan
yBennumsaeTca Basoe (Hanpumep, npu 3HadeHun 300 mc BTopon INVITE 6byaeT nepenaH yepes
300 mc, TpeTuit —uyepes 600 mc, YeTBepTbili —yepe3 1200 mc n T.4.);

o Talimep T2, MC — MaKCMMabHbIA MHTEPBaN Ana nepenocbinkn He-INVITE 3anpocoB 1 oTBETOB Ha
INVITE-3anpocbi;

AboHeHmcKul winrto3 TAU-4M.IP 75



O ELTEX

e Talimep B, mc — obwmin TanmayT nepegaum coobuweHuit INVITE B mc. Mo ucreyeHMM AaHHOro
TalMayTa onpefensieTca, 4YTo HanpaB/ieHWe HedocTynHo. Mcnonb3yetcs Aas orpaHuMyeHus
peTpaHcaaumii coobuernit INVITE, B Tom yncne ans onpeaeneHmsa AoCTynHoCTyH;

e TpaHcrnopm — BbIGOP NPOTOKONA ANA TPAHCNOPTUPOBKKN Co0bLLEeHWUI npoTokona SIP;
e Cneyughukayus moHos - BbIbop CTpaHbl A8 onpeaesieHNs UCroib3yemoro Habopa TOHOB.

Ona BCTynneHWa B CUAY HOBOW KOHPUIypauuum M 3aHECEHMS HAacTPOEeK B SHEProHe3aBUCMMYIO NMamsATb
HaXXMUTE KHOMKY «[TpumeHums». Ana oTMeHbl USMEHEHUI HAaXXMUTE KHOMNKY «OmmeHa».

2.6.3.5NogmeHto «Mpodpunum dialplan»

B aTOM nogmeHI0 MOXHO HaCTpOUTb npod)wm Bbl30Ba A/1A UCNOJ1b30BaHNA Ha Pa3/ZINYHbIX HaNpaBAeHUAX.

Cnucok npodomneii dialplan

Homep npodmna dialplan Mpodmnu SIP

profile: 0

Bcero moxHo HacTpouTb 4 npoduna dialplan.
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PedakmuposaHue npoguns dialplan

PepaktuvpoeaHue npodcunsa dialplan 0

Kogeku

Kopex 1

Konexk 2

Konek 3

Konex 4

Konek 5

Konex 6

Konek 7

Bpewmn naketmsayun G.711, mc
Bpems nakeTu3aumm G.729, Mc
Bpema naketuaauum G.723, mc
Bpems NaKkeTUzaLmum G.726-24, Mc
Bpema naketusayum G.726-32, mc
THN HArpy3RA G.726-24

Tun Harpyskn G.726-32
Mepenaya cakca U Mogema

MNepegaya Mogema
Kopek cpakca 1
Konek qakca 2
Konek cpakca 3

MpuHUMAaTE Nnepexod & T.35
[onenHUTenkHLIE NapameTpel

Nepenada DTMF

Thn Harpy3kM 4nA naketoe RFC 2833
Mcnons308aTh 0DHAPYHKEHWE THILMHEI
Vcnons3osath 3xonoaasnexne
Bpems AHCNEepCHH, MC

MakcMmMansHoe KONUYeCTBO Bbi30BOB
IxuTTep-Gyep

MuUHUMENEHAA 330epHKa, MC

MaKkcHMansHaa 3agepikka, Mc

DdakTep onTHMU3aLMK Sy depa

Mopor HEMEANEHHOTO YAaNEHUS NAKETOB, MC
OnMHAKOBEIA TUM HATPY3KM ANA NPUEMA M NEPENaYM
ABTOMATUYECKOE YCHUINEHHE Ha NpUEMe

YpOBEHb YCUMEHWA NpUema

ABTOMATUHECKOE YCUNEHWE Ha Nepefaye

YPOBEHb YCUNEHWA Nepenaqn

G711a

G.729

G.711u

G.723

G.726-24

G.726-32

G722

20

20

30

20

20

103

104

G.711a VBD

G711a

G.711u

BblIKMio4eH

RFC 2633

w
o

-250b

-250b
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Kodeku

Kodek 1..7 — no3Bo/sisieT BbibpaTb KOAEKM WM MOPALOK, B KOTOPOM OHM ByayT MCNo/Ib30BaThCA.
KoZeK C HauBbICLLMM TNPUOPUTETOM HYXKHO nponucaTb B none «Kogek 1». [na paboTbl
HeobX0AMMO YKa3aTb XOTA Bbl OANH KOAEK:

—  BbIKnto4eH - KoAeK He NCnob3yeTcs.

— G.711a —wucnonb3osatb Kogek G.711A;

— G.711u —wncnonb3oBaTb Kogek G.711U;

— @G.723 —ucnonb3osaTtb Kogek G.723.1;

—  G.729(A, B) — ucnonb3oBatb KogeK G.729 annexA unmn G.729B;
—  G.726-24 - ucnonb3oBsatb Kodek G.726 co ckopocTbio 24 Kéut/c;
—  G.726-32 - ucnonb3oBsatb Koaek G.726 co ckopocTbio 32 Kéut/c;
— @G.722 - ncnonb3oBatb Kogek G.722.

Bpemsa nakemusauuu — YNCNO MUNNUCEKYHA peun B ogHom RTP-nakete (ana kogekos G.711A, ,
G.729, G.723 n G.726);

Tun Haepy3KU - TUN AMHAMUYECKOM HarpysKku ansa Kogeka G.726-24 unn G.726-32 (paspelleHHble
ANA UCNONb30BaHMA 3HaYeHns — ot 96 go 127).

llepedaya ¢hakca u modema

lMepedaya modema — BbIOOP KOAEKa, KOTOPbIM OByAeT UCNO/1b30BaThbCA A4 nepeaadym AaHHbIX Npu
AETEKTUPOBAHMM LLIHO30M CUTHAI0B MoAeMa:

—  BblKaoveH — He AeTeKTUPOBATb CUFHa/bl MOAEMA;
— G.711a VBD — ucnonb3osaTb Kogek G.711A B pexkmme VBD;
— G.711u VBD - ucnonb3oBaTtb Kogek G.711U B pexkume VBD.

B pexume VBD (Voice Band Data) w03 BbIKAKOYAET AeTEeKTOp aKTUBHOCTM peun (VAD), reHepatop

KompopTHoro wyma (CNG) 1 axoKoMneHcaTopbl, YTO HEO6XOAMMO NPU YCTAHOBIEHUN MOAEMHOIO COeAMHEHUA.

V Bbl6paHHbIiA KOAEK AONKEH BbITb TaKXKe aKTUBEH B CMUCKE PA3roBOPHbIX KOAEKOB.

Kodek ¢hakca 1.3 — no3BosiAeT BblOpaTb KOAEKM M MOPALOK, B KOTOPOM OHM byayT
MCNo/sib30BaTbcA. KOAEK C HaMBbICLLMM NPUOPUTETOM HYXKHO nponucaTb B none «Kogek dakca 1».
[na paboTbl HEO6XOAMMO YKa3aTb XOTA 6bl 0AMH KOAEK:

Bbikno4eH — KOAEeK He NCNONb3YeTCA.
G.711a — ncnonb3oBaTb KogeKk G.711A;
— @G.711u—uncnonb3oBaTb Koaek G.711A;
— T.38 —ucnonb3osaTb npoTokon T.38.

V Bce KopeKku ¢paKca A0mKHbI 6biTb pasHbimu! Kpome atoro, npu Bbi6ope G.711a nam G.711u

COOTBETCTBYIOLMI KOAEK A[O/MKeH ObiTb aKTUBEH B CMUCKE Pa3roBOPHbIX KOAEKOB
ycTpoWcTBa.

MpuHumames nepexod 8 T.38 — Npwn ycTaHOBAEHHOM dare paspelleH BXoAalmi re-invite Ha T.38
OT BCTPEYHOrO LW/033;

Paszmep uzbbimoyHocmu T.38 Redundancy — pob6asneHune nsbbIToYHOCTU B NakeTbl T.38, 3HaYeHne
COOTBETCTBYET KOJMYECTBY Npeablaymux NakeTos, KoTopoe Aybavpyetca B KaxAOM HOBOM
nakeme T.38. Takoi cnocob n3bbITO4HOCTU HEOBXOAMM B C/yYae NOTEPU NAKETOB Npu nepegaye.
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dononHumensHsle napamempebi

Mepedaya DTMF — cnocob nepeaaun curHanos DTMF:

—  Inband — BHyTpMNoNOCHas Nnepeaaya;

—  RFC2833 — cornacHo pekomeHgaumm RFC2833 B KauecTBe BblAE/€HHOM Harpysku B peyeBblx
naketax RTP;

—  SIPinfo — nepepgayva coobuieHnin no npoTtokony SIP B 3anpocax INFO.

Tun Haepy3ku 0nas nakemoe RFC2833 — Tun Harpysku pns nepegaydn naketos no RFC2833

(paspeleHHble g UCNONb30BaHMA 3HaYeHua — oT 96 go 127);

Ucnonb3oeame 06HApPy#eHUEe MUWUHbLI — NPW YCTaHOBAEHHOM ¢siare MCno/b30BaTh AETEKTOP
TULLINHbI;

Ucnonb3osame axonodaeneHue — Npu ycTaHOBAEHHOM dare MCNoAb30BaTb 3XONOAABAEHNE;

Bpems ducrniepcuu, mMc — napameTp, NO3BONAKOWMIA BOPOTbCA C 3XOM, BbI3BaHHbIM AMCMEpPCUEN
peyeBoro cMrHana. 3HayeHuAa napameTpa U3MEHAOTCA B NpomMexKyTKe oT 2 2o 128 mc;

MaKcumanbHoe Koau4yecmeo 86130808 — 3TOT NapameTp NO3BOAAET YCTAaHOBWUTb OrpaHMYeHne Ha
KO/IN4eCTBO O4HOBPEMEHHbIX BbI3OBOB Ha HamnpaBaeHUA.

[cummep-6ycep

MuHumaneHasa 3adep)+ma, MC — MUHUMAIbHOE OXNaaeMoe BpeMAa 3a4ePKKM pPacnpoCTpaHeHUA IP-
NaKeTa No CeTu;

MakcumanbHas 3a0epHKd, MC — MaKCMMaibHOE OXKUAAEMOE BPEMA 3a[EPKKN PacnpocTpaHeHus
IP-naKeTa no cety;

[Mopoe HemeOdneHHO20 yOdsneHUs NaKemos, MC — MAKCUMAJbHbI NMPOMEXKYTOK BPeMEHMU, Yepes
KOTOPbIA MPOUCXOAMT YyAa/NeHMe peyeBblXx MaKeToB M3 bydepa. 3HayeHWe [AHHOMO MapameTpa
60/blle UM PaBHO MaKCMMa/bHOM 3agepsKKe (JonycTumble 3HadyeHus ot 0 go 500, HO He meHee
3HaYeHMA MaKcMmanbHoro bydepa axutrepa);

®akmop onmumu3dayuu 6ygepa — napameTp, UCNoAb3yeMblii 419 ONTUMU3ALLUKN pPasMepa SKUTTep-
6ydepa. PekomeHayeTca BbICTaBAATb ero 3HayeHue B 0;

OO0uHakosblli mun Hazpy3Ku 014 Npuéma u nepedavyu — NP ycTaHoBAEHHOM diare MCMNO/b30BaTb
OZMHAKOBbBIN TUN HArPy3KKU 418 Npuema 1 nepenayu;

AsmomamuyecKoe ycuneHue Ha npuéme — ecan Gaar ycTaHoBNEH, TO NPUHUMAEMbIV CUTHan byaer
YCUMAEH A0 3afaHHOro ypoBHA (MaKcMManbHOE ycuaeHue curHana +/- 1546), nHaye ycuneHue
npo13BoauTbLCA He byaer;

YposeHb ycuneHus npuéma — onpepenseTr 3HaA4YeHMe YPOBHA, A0 KOTOporo byaeT ycuameaTtbcA
aHaNoroBblli CUrHaN Npu Npueme (AoNycTMMbl 3HadeHus -25, -22, -19, -16, -13, -10, -7, -4, -1 ab);

Asmomamuyeckoe ycuneHue Ha nepedaye — ecnn ¢nar ycTaHOBAEH, TO MepeaaBaemblii CUrHan
6yAeT ycuaeH A0 3a4aHHOro ypPoBHA (MaKcMMasbHOe ycuaeHue curHana +/- 1546), nHade ycunexme
npo13BoauTbLCA He byaer;

YposeHb ycuneHusa nepedayu — onpepensieT 3HaYeHWe YPOBHSA, A0 KOToporo bypet ycuaueatbea
aHa/NoroBbIi cCUrHan Npu Nnepeaade (4oNycTUMBbI 3HadeHus -25, -22, -19, -16, -13, -10, -7, -4, -1 ab).
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2.6.3.6 MogmeHto «Ipynnbl BbI3OBa»

B nogmeHto «I’pynnbl Bbl30Ba» BbIMNOJIHAETCA ynpaBaeHNe rpynnamm Bbi30BOB.

Mpynnbl BbI30Ba NpeAHasHayeHbl 418 BbINOMHEHUA QYHKLMI LEHTPA 06paboTKM BbI3OBOB. YCTpOMCTBOM

noaaep:uneaetca 3 pexkuma paboTbl rpynn Bbi3OBa:

e [pynnosoli (Group) — peKmMm, npu KOTOPOM BbI30B MOCTyMNaeT Ha Bce cBOBOAHbIe MOPTbI rPyMMbI
opHospemeHHo. [pu oTBeTe OAHOr0 M3 YYaCTHUKOB FPYMMbl BbI30B HAa OCTa/ibHble MOPTHI

npeKkpallaeTcs;

e 3aldepxcaHHbll epynnosoli (Serial) — pexum, NpyM KOTOPOM BbI3OB MNOCTYMaeT Ha nepBbii
cBOBOAHbIN B CNMCKe rpynnbl MOPT, 3aTem, 4Yepe3 onpefeneHHbl MPOMEXKYTOK BpemMeHM
(Talimaym ebizosa cnedyrouje2o nopma), K OCHOBHOMY [AobaBnsieTca cnegyowmii cBobogHbIn B
cnucke nopT u 1.4. Mpu oTBETE OAHOrO0 M3 YYaCTHWKOB FPynmbl, BbI30B Ha OCTajbHble MOPTbI

npekpaLLaercs;

e [louckoseili (Cyclic) — pexxum, npn KoTopom no Tarimayty (Talimaym evi308a caedyou,e2o nopma)
nocnefoBateNbHO BblbMpaeTca CBOOOAHbLIN YY4acCTHUMK M3 COCTaBa rpynmnbl, MU Ha 3TOT HOmep

nepexoauT Bbi30OB.

Ipynnel BoI30Ba
@
WmA rpynnel Cratyc
# Group1 x
® Group2 ®
Group3 x
Group4 x
Groups ®

Mpodpune SIP Homep TenedpoHa GocTae rpynnel
1st profile
1st profile
1st profile
1st profile

1st profile

e UWMmsA epynnbl — Ha3BaHWe rpynnbl BbI30BA;

. Cmamyc— COCTOAHME rpynnbl Bbi30OBa: BK/1KOYEH, BbIK/THOYEH,

e [lpogpuns — SIP-npodunb, UCNONb3YEMbIN FPYNNON BbI3OBA;

e Homep menegoHa — Homep TenedoHa rpynnbl BbI3OBA;

e Cocmas 2pynnsl — CNUCOK IMHMIA (NOPTOB), KOTOPbIE BXOAAT B rpynny Bbi30Ba.
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[NA BbINONHEHMA HACTPOEK TPYMMbl BbI30BA HAa*KMWUTE Ha COOTBETCTBYIOLLYIO CCbIJIKY B KOJIOHKe «Mms
2pynmnel»:

PepnaktnpoBath rpynny
BKMOUMTL
Mpotune SIP 1st profile v
mA rpynnel Group1
Homep Tenedoxa
WM Nonk308aTend AN ayTeHTUdHKaLuN
Maponk ANA ayTeHTUpUKaLMKN
SIP-nopt 5060
Tun rpynnel Group v
Pasmep O4EpPEN Bbl30EA, C 10
TaimayT oTBeTa Ha BbIsoB, ¢ | 20

Pa3peluiTh NepexsaT 8bi30Ba Ha rpynny o

Cocrtas rpynnei
Nunna 1
NuHna 2
Nunna 3

TNuua 4

e BKAw0YumMb — Npu ycTaHOBAEHHOM dnare UCNoab30BaTh rpynny;

e [lpogpunb — SIP-npodunnb, HasHa4eHHbIA rpynne Bbi3oBa. HacTpoliku npoduna BbINOAHAOTCA B
pasgene «IP-menegoHus -> lpogunu»;

o Uma epynnsi — NAEHTUOUKALMOHHOE UMSA TPYNMbl;
e Homep menegoHa — TenedoHHbI A HOMep rPynnbl BbI30BA;

e UmA nonvzosamesna 044 aymeHMUGUKAUUU — UMA NONb30BaATENA, KOTOPOE MUCMOAb3yeTca A/
ayTeHTUdUKaumm Ha SIP-cepeepe;

e [aposb 0518 aymeHmuguxkayuu — Naponb Ans ayteHTuduKaumm Ha SIP-cepsepe;
e SIP nopm — anbTepHaTUBHbIN SIP-nopT rpynnbl (No ymonyaHuto 5060);
e Tunepynnsl —TAN FPYNnbl BbI30OBa:

—  Group — curHan Bbi30Ba NOAAETCA HA BCE NOPTbI B rpynne 04HOBPEMEHHO;

—  Serial — KONNMYECTBO NOPTOB, Ha KOTOPbIE MOAAETCA BbI3bIBHOW CUrHAA, YBENMYMBAETCA Ha
OAMH MO UCTeYEHMM TaliMayTa BbI30Ba C/leAyoLEero nopTa;

—  Cyclic — curHan Bbi3oBa Yepes MHTEPBas, PaBHbIM TaliMayTy Bbi30Ba C/leAyHOLWEro NopTa,
noAaeTcsa No oYepeam Ha KaxKablit nopT B rpynne. Mpu 4OCTUNKEHUN NocaeaHero nopra B
rpynne o63BOH NPOAO/IKAETCA BHOBb C NEPBOro NOPTa;

e Talimaym ebi308a cnedywouje2o nopmd, ¢ — OMUMSA WCMOAb3YEeTCs rpynnamu Tuna «serial» u
«cyclicy u 3apaeT MHTepBan BPeMEHW B CEKyHOaX, Yepe3 KOTOPbIM OCyLLecTBASEeTCA BbI30B
cneaytouiero/cneayowmx nopTos;

. Pasmep oqepedu 8bl30808 — HaCTpOﬁKa NO3BONIAET OrpaHNvYnTb MaKCUMMaZIbHOE 4YUCNO
HeoTBe4YeHHbIX BbI3OBOB B o4epedun rpynnbl Bbi3OBa. |_|OCTyI'IVIBLLIMl71 Bbl30B HE CTaBUTCA B O4YepPeEDb,
ecin B rpynne ectb CBOGO,CI,HbIe nopTbl;
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J Taﬁmaym omeema Ha 8bi308, C — eCNn He 6y,£l,€T OTBETA Ha rpynnosoﬁ BbI30OB MO UCTEYeHUn
AJaHHOTO MHTepBa/jia BpeMeHU, Bbi3OB C6paCbIBaeTCﬂ;

e Pa3spewums nepexeam 8613084 HA 2pyrny — NPU YCTaHOBJAEHHOM ¢nare paspelleH nepexsaT
Bbl30Ba, NOCTYNMUBLUErO Ha rpynny. MNepexBaT BbI30Ba BO3MOMKEH, TO/bKO €C/IN abOHEHTbI rpynnbl
BbI30Ba NpUHaAeKaT ogHOM rpynne nepexsara (2.6.3.1 MogmeHto «pynnbl nepexsaTa);

e Cocmas 2pynnel — NpU ycTaHOB/MeHHOM ¢aare NnHKMA (nopT) byaeT BXOAMTb B COCTaB AaHHOM
rpynnbl BbI30Ba.

Ona BCTynneHWa B CUAY HOBOW KOHPUIypauuu M 3aHECEHMS HAacTPOEeK B SHEProHe3aBUCMMYIO NMamsATb
HaXXMUTE KHOMKY «[TpumeHums». Ana oTMeHbl USMEHEHUI HAaXXKMUTE KHOMNKY «OmmeHa».

2.6.3.7 NogmeHto «Ipynnbl nepexsata»

MoameHo «Mpymnbl nepexeama» CAYXUT ANA HAaCTPOMKK rpynn nepexsarta Bbi30Ba.

lpynna nepexsaTa BbI30Ba — rpynna aboHEHTOB, YNOJIHOMOYEHHbIX NPUHUMATL (NepexBaTbiBaTh) Nt06OM
BbI30OB, HaMnpaB/ieHHbI Ha Agpyroro aboHeHTa, BxoAsAwero B rpynny. To ecTb, KawAaplh abOHEHT,
npuHagnexKawmin rpynne, MOXKeT MepPexBaTUTb BbI30B, MOCTYNUBLLUMIN Ha /iloboro Apyroro aboHeHTa AaHHOM
rpynnbl nytem Habopa Koga nepexBaTa. HacTpolika Koga nepexsBaTa OCYLLECTBAAETCA B NyHKTe «[1aaH
Hymepayuu» nogmeHto «llpogunu».

Mpynnel nepexsara

Nunns 1 NuHna 2 Nuuva 3 Nuuna 4
pynna 1
Mpynna 2
pynna 3

Mpynna 4

Ona pobasneHna/yaaneHmsa AMHUM ycTaHoBUTE/CHUMUTE par HaNPOTUB 3a4aHHOW rpynnbl.

[na BCTynneHus B CUY HOBOM KOHOUIypauUM M 3aHECEHWs HACTPOEK B SHEProHe3aBMCUMMYI0 NMamMATb
HaXXMUTe KHOMKY «[TpumeHUMoe». AN OTMEHbI USMEHEHWUIN HAXKMUTE KHOMKY «OmMeHa».

Ucnonv3osaHue ycayau:

Ha TenedoHHblt annapat aboHeHTa, NpUHagAeXKallero rpynne nepexsarta, NocTynaeT Bbi3oB. Ecau
aboHEHT He MOeT OTBeTUTb Ha BbI30B — APYroli abOHEHT, TaKXe NpuWHaAAeXKalwuin 3Tol rpynne u
NCMONb3YIOLWMIA TOT Ke npoduab SIP, MOXKeT NnepexsBaTTb NOCTYNUBLUNIA BbI30B. 1A 3TOr0 OH A0/KeH HabpaTb
Kog, nepexeaTa, Noc/e Yero NPon3onaeT coenHeHMe C Bbi3bliBalOWMM abOHEHTOM.

ObpaTtnTe BHMMaHWe, 4TO MepexBaT Bbl30Ba BO3MOXEH TO/IbKO B TOM C/ay4ae, €Civ Bbi3blBaembli U
nepexBaTbiBaloOWMI BbI30B aBOHEHTbI UCNO/b3YHOT OAMH U TOT e SIP-npodub.

lpynna nepexBaTa MOMKET WCMNO/b30BATbCA COBMECTHO C TPynnoi BbI30Ba, A/1s 3TOTO BCE MOPThI,
npuvHagNexKawue rpynne Bbi30Ba, AO/KHbI NMPUHaZ/AeXaTb rpynne rnepexsata. B atom cnyyae nobon nopr,
NPUHAA/eKaLWMI rpynne nepexsata, MOKET NepexBaTUTb BbI30B, NOCTYNMBLUMIA Ha rPynnoBoi HoMmep.

Ecnv aboHeHT HabupaeT Kog nepexsata B MOMEHT, KOr4a Ha rpynny uav TenedoHHbI NopT He NocTynaert
HW OZHOTO BbI30Ba — abOHEHTY ByAeT BblAaH CUTHAA «3aHATOY.
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2.6.3.8 NMogmeHto «lMpedukcbl ynpasneHna 4BO»

B noameHto «lMpedukcbl ynpasneHua [BO» HacTpamBaloTcA KoAbl, Habupaemble ¢ TenedoHHOro
annapaTa, 4NA akTMBauum uan geaktnsaumm ycnyr BO.

ABOHEHT MOXEeT ynpaBAATb COCTOAHMEM YCAyr co cBoero TenedpoHHOro annapata. [ocTynHbl
cneayowme GyHKUUK:

e aKTMBauUMA ycayrn — * kog_ycnyru #;
e MpPOBEpPKA aKTUBHOCTW ycnyrn — *# koa_ycnyru #;
e OTMeHa ycnyru - # kog_ycnyru #;

Ona aktuaumum ycnyr «besycnoBHas nepeagpecauusa», «lMepeagpecaums Bbl30Ba MO 3aHATOCTUY,
«Mepeagpecaums no HeoTBeTy», «Fopayasn/Tennas MMHUA» TpebyeTca BBECTM HOMep TenedoHa:

* Kog_ycnyrn * Homep_TenedoHa #
Mocne BBOAA KOAa aKTMBALMMW MAM OTMEHbI YCAYrM abBOHEHT ycabllunT curHan «MoaTteepxaeHme» (3

KOPOTKMX CUrHaMa), KOTOPbIA TOBOPUT O TOM, YTO YC/Iyra yCrneLwHO akTMBUPOBaHa MM OTMEHeHa.

MNocne BBOAA KOAA MPOBEPKUM YCAYTM abOHEHT MOXKET ycabiwate Anbo curHan «OTBET CTaHuumM»
(HenpepbIBHbIN curHan), MMbo curHan «3aHAaTo» (KopoTkue ryakun). CurHan « OTBET CTaHLUMU» TOBOPUT O TOM, YTO
YC/yra BK/IlOYEHA M aKTUBMPOBAHa, CUrHa «3aHATO» — YCAyra BbIK/OYeHa.

MNMpedukebl ynpasneHus BO
@
Yenyru ABO Koa akTMBaumuu Koa AeakTMEaumm Koa npoBepku cTaTyca yenyru
BesycnoBHan nepeagpecayyms . 29 u #21%# #21#
& .
Mepeagpecauyus No 3aHATOCTH .22 e #22# HI0H
#
Mepeagpecaula No HEOTBETY . 61 " #3112 “#E1#
Pa3speluuTs NepexBaT BLI30Ba Ha NopT . 08 u #08# “#08#
ropRYas/TENnan NUHUA . 53 e #53# #53#
= "
OniaHue BbIs0Ba . 43 " #4132 “#43%
He BecnokouTs . 28 u #26# “H26#

YnpasneHue aboOHEHTCKMM cepsucom

e Ycnyau [1BO — cnucok ycayr ABO:

— besycnosHas nepeadpecayus — ycayra, TNpW  aKTMBALMU KOTOPOM BCE BbI3OBbI,
nocrtynueluMe aboHeHTY, NepeHanpaBAAOTCA Ha 3a4aHHbIN HOMep;

— [Mepeadpecayus 8b1308d N0 3GHAMOCMU — YCYTa, NMPU aKTMBALMWM KOTOPOW BCE BbI30BbI,
noctynueluMe aboOHEHTY, B C/Ay4Yyae €ero 3aHATOCTU MepeHanpasAAlTCA Ha 3aAaHHbIN
Homep;

— [epeadpecayus no Heomeemy — YyCAyra, NPy aKTUBALWMWM KOTOPOM BCE BbI3OBbI,
noctynueluMe aboHEeHTy, MNepeHanpaBAAlOTCA HA 33a4aHHbli HOMEpP Npu  HeoTBeTe
aboHeHTa B TeYeHMe onpeaeneHHOro BpemMeHu;
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— Paspewums nepexsam 8bi308a HA NOPM — €CAW YCayra aKTMBMpoBaHa aboHeHTOM —
NMOCTYNMBLUME HA HEro BbI30Bbl MOryT ObiTb NepexBayeHbl APYrMMmKM aboHEeHTammM U3 Tow
»Ke rpynnbl NepexsaTa;

— Topayaa/Tennasa AMHWA — NPW aKTMBAUMM YCAYyrW, MOCAe MOAHATUA TPybKM depes
YCTAHOBNEHHbIN WMHTEPBAN BPEMEHW MPOUCXOAUT aABTOMATMYECKMII Habop 3amaHHOro
HOMepa;

— OxudaHue 8b13080 — aKTUBAUMA YCAYTK MO3BOAAET abOHEHTY B COCTOSHWW pPa3roBopa
nosiyyaTb yBeAOMMEHWE O HOBOM MOCTYMMBLUEM Bbl30Be. ABOHEHT MOXET MPUHATD,
OTK/IOHUTb W/ UTHOPUPOBATH OXKMAAKOLLUIA BbI3OB;

— He 6ecnokoums — ycnyra no3sonnaetr aboHEeHTY BPEMEHHO OrpaHu4YMTb BCe BXoAsdliue
BbI30Bbl.

e Kod akmueayuu — Ko AN akTUBALUN YCAYTY;
e Kod 0eakmusayuu — Koa, AN AeakKTUBaLUUKN YCayru;

e K00 nposepku cmamyca ycayau — Koa, AN KOHTPOAA aKTUBHOCTW YCAYrK;

KoZ AeakTvBauuMu U KOZ, MPOBEPKM CTaTyca YCAyru 3anoJIHAOTCA aBTOMATMUYECKM Ha OCHOBaHWM Koaa
aKTMBaLMK.

[na BCcTynneHus B CUAY HOBOW KOHOUIypaumm U 3aHECEeHUA HACTPOEK B SHEProHe3aBMCUMYID MamMATb
HaXXMuUTe KHOMKY «[TpumeHums». Ina oTMeHbl USMEHEHUI HAXMUTE KHOMKY « OmmeHa».

2.6.3.9NogmeHI0 «CurHanbl BbI3oBa»

B noameHto «Cu2HaAa 861308a» OCYLLECTBAAETCA HACTPOMKA afbTEPHATMBHOIO CMrHajNa NOCbIJIKW BbI30Ba
(KapeHuuMK) B 3aBUCMMOCTM OT 3HauyeHus 3aronosKa Alert-Info Bo Bxogsuwem Invite. 3HayeHMe KageHUUU ans
KaXX[0oro CUrHana Bbi30Ba 3a4aéTcA B BUAE MOC/AeA0BATENbHOCTM YepeayroWnXca AIMTENbHOCTENM MMNYabca U
nays, pasfeneHHbix cumsosiom )" wuam ";". 3HayeHWe AOMTENbHOCTM WMNy/abca/maysbl 3agaerca B
MWIIMCEKYHAAX M A0/MKHO bbiThb KpaTHO 100. MuHMManbHas AAUTENbHOCTb MMMy/bca/maysbl cocTasnser
200mc, makcumanbHas - 8000 mc.

Ons Toro ytobbl NpPMBA3aTb ONPEAENEHHYIO KafeHUMIO K 3HaYeHuto 3aronosKa Alert-Info Bo Bxogsawem
Invite, HeobxoaMMo B cooTBeTCTBYlOWEM Npodune SIP akTuBupoBatb dnar «Obpabamsisams 3a2010680K Alert-
Info», a B HaCTpoMKax KafeHUMMN yKa3aTb Ha3BaHWE CUTHANA B Nosie «Ha3BaHWe curHana» (Hanpumep, Example-
cadence). KageHuua 6byaer npourpaHa B /IMHUIO, eC1n BO BXogauwem Invite 3aronosok Alert-Info 6yget umetb
3HayeHue <http://127.0.0.1/Example-cadence>.

Ecnu kKageHuus no 3aronosky Alert-Info He HaillgeHa, 6yaeT npou3BeaeHa NOMbITKA HANTU KageHUMo No
HOMepy BbI3biBatollero aboHeHTa. lpu OTCYTCTBMWM nocnegHein BblAAETCA CTaHAAPTHLIA CUrHan Bbl30Ba C
KageHuuel "1000,4000".

Tabnuya curHanos

HasBaHMe cHrHana KageHumnsa
Bellcore-dr1 1000,4000
Bellcore-dr2 1000,3000
Bellcore-dr3 1000,2000
Bellcore-dr4 1000,1000
Bellcore-drs 700,700,700,3000
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Ona pepaktMpoBaHMA oOnNpenesieHHOro CUrHanAa HaXMMUTE Ha COOTBETCTBYHOLLYID CCbIIKY B KOJIOHKe
«HaszsaHue cuzHana».

Ona pobaBneHna curHana HaxkmuTe KHonky «Zob6asums» 1 BbINONHUTE C/ieaytoLLne HaCTPOMKK:

Pe,qav\'rwpoaaTb CurHan

HaseaHWe curHana Bellcore-dri

KageHuuA 1000,4000

e HaseaHue cu2Hana — NWMA CUTHANA;

e KadeHyus — AnvMTeNbHOCTb NOAA4YN BbI3bIBHOrO HaNps»KeHMA Ha TenedOoHHbIM annapat u (Yepes
3anATYIO/TOMKY C 3anAToW) ANUTENbHOCTb May3bl MeX[y CUrHanamu BbizoBa, oba 3HayeHuA
[0J13KHbI 6bITb KpaTHbI 100 Mc, MMHMMaJIbHOE 3Ha4YeHre 200mc, makcumanbHoe — 8000 mc.

Ona BCTynneHua B CUy HOBOW KOHPUIypauuu U 3aHECEeHUs HACTPOEK B SHEepProHe3aBMCUMYIO NamATb
HaXKMUTE KHOMKY «[TpumeHumMb». AN OTMEHbI USMEHEHWNI HAXKMUTE KHOMKY « OmmeHa».

2.6.3.10 NogmeHo «UcTopnA BbI3OBOB»

B nogmeHio «Mcmopurl 8b/306808» Npon3BoaAnNTCA HaCTpOVIKa BeaAeHNA XPOHO/10TMN BbI3OBOB.

AeTopuA Bbi3oB0B

PaamMep WCTOPWK BLIZOBOE 20

Mony4uTe (ain MCToPUK BI30B0E =+ Ckayate

CUUCTUTE MCTORWIO BLI30BOE m

MocmoTpeTs Lo D

e Pa3mep ucmopuu 66130808 — MAKCUMaJIbHOE KOJIMYECTBO 3anuceil B KypHane, MpuUHUMaeT
3HayeHua ot 0 go 10000 ctpok. 3HavyeHne «0O» OTKAKOYAET BeAEeHUEe UCTOPUKM BbI30BOB. [Mpu
OOCTUXKEHMM YCTAaHOBNEHHOrO OrPaHMYEHMUA B XKYPHANe KaXkaaa nocaeayowas 3anucb yaanut
CaMyIo CTapyto 3anncb B Hauase XypHana;

EbIZ0B08

o [loayyums ¢halin ucmopuu 8130808 — ANA coxpaHeHus daina «voip_history» Ha nokanbHom MK
Ha*KMMTe Ha KHOMKy «CKayaTby;

. Oyucmume ucmopuro 86130608 — ANA OYNCTKUN UCTOPUN BbI3OBOB Ha*XMUTE HAa KHOMKY «OUNCTUTBLY.

[na npocmoTpa MCTOpMM BbLISOBOB Nepenante Mo ccbliike «flocmompems “Uucmoputo 86130808 ».
OnncaHne MOHUTOPUMHIA NapameTpoB NpueeaeHo B pasgene 2.7.10 NMNoameHto «McTopua BbI3SOBOBY.

[na BCTYNAEHMA B CUAY HOBOW KOHOUrypauuuM M 3aHECeHMs HACTPOEK B SHEProHe3aBMCUMYID MaMATb
HaXXMUTE KHOMKY «[TpumeHUMb». A OTMEHbI U3MEHEHWUI HaXXMUTE KHONKY «OmmeHa».
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2.6.4 MeHio «IP-TeneBngeHmne»

2.6.4.

1NogmeHto «IPTV»

B nogmeHto «/PTV» BbINOAHAOTCA HACTPOMKM AnA paboTbl cepBuca «IP-tenesmaeHme».

HacTpoiku yncbpoeoro TeneenaeHua (IPTV)

Brnigunte IPTY &

®

Bepcus IGMP 3 v
Mepuoguyeckoe 0OHOBNEHNE NOANHCKN
Bknigumte
Mepwog ofHOENEHMA, © 30
ELICTPLIH EBIXOA W3 TRYNNGI
BEnioumTe
Hactpo#ika VLAN gna IPTV
Mcnonbsoeate WVLAN W
WLAM 1D 1]
502.1P a v
Hactpo#ka HTTP-npokcu

Bknigumte

MopT HTTP 1234

Bkaroyume IPTV — npu ycTaHoB/IEHHOM d/iare paspelleHa TpaHCcaAsumna curdanos IP-tenesnaeHuns
¢ WAN-uHTepdeiica TAU-4M.IP (n3 ceTn npoBailaepa) Ha yCTPOMCTBA, NoAkoYeHHble K LAN-
nHTepdelcy;

Bepcusa IGMP — Bepcus npotokona IGMP gns otnpaBku IGMP-coobuweHuit ¢ WAN-uHTepdelica
(cooblLeHNI  aKTMBAUMWM  WMAM  [eaKTMBAUMKM  NOAMUCKM  HA  KaHanbl  IP-TenesunaeHwmsn).
MNopaepxuneatoTca sepcum 2 n 3.

lepuoduyeckoe obHo8seHUe NoONUCKU

BKato4yume — Npu BKAKOYEHHOM ONLMKN NPOUCXOAUT Nepuoanyeckan otnpaska ¢ WAN-mHTepodeitca
COObLLEHNN CO CMMCKOM aKTMBHbIX IPTV-KaHaNoB Ha BbIECTOALLMIA cepBep, OCYLLECTBAAOLLNIA
TpaHcnAuMlo curHanos |IP-tenesnaeHua. BratoueHue ¢yHKUMKM nepuoamyeckoro obHOBAEHUSA
NOAMNUCKM HeobXxogMmo, ecnu BbIWECTOAWMN cepBep OTKAOYaeT TpaHcasaumto IPTV-kaHanos
yepes onpeaeneHHbIn NHTepPBa BPEMEHMU;

— [lepuod o0b6HOBseHUA, C — Nepuoa OTNPaBKM COOBLLEHUA CO CMMCKOM aKTUBHbIX IPTV-
KaHasoB, B CeKyHAax. YCTAaHOBUTE BEIMUYUHY Nepuoaa OOHOBEHUS B 3HAYEHUE, MEHbLUEE,
4yem TalMayT OTKNOUEHUA TPAHCAALMM CUTHANA BbILLECTOALLMM CEPBEPOM.

Bbicmpbili 8bixo0 u3 2pynnbi

BKao4ume — Npw yCTaHOBAEHHOM dare BKAOYEH PeXUM BbICTPOro Bbixoaa M3 rpynnbl. JaHHasA
GYHKUMA yYMeHbLUAeT 3afep’KKy YCTPOMCTBA Ha MNepekItoveHre Mexay MHOroaapecHbImMu
NoTOKaMu (OTK/IlOYEHME NOTOKAa NPOUCXOAUT Cpasy MNocae MOSYyYeHUs OT KAMEHTa coobuieHus
«Leave Group» 6e3 JOMNONHUTENBHOTO Nepecnpoca). He pekomeHAyeTcs UCMNO/Ib30BaTb AaHHbIN
peXunm, Koraa K ogHomy nopty LAN noakntoueHo 6onee ogHoro npuémuunka IPTV.
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Hacmpolika VLAN 0as IPTV

e Ucnonsvzoeame VLAN — npu ycTaHoBAeHHOM dnare Ucnosib3oBatb Ansa ycayru IPTV BblaeneHHbIN
VLAN (Homep VLAN moxkeT coBnagatb ¢ Homepom VLAN ana ycnyrm UHTepHeT nam STB), nHaue
ans IPTV 6yget wucnonb3oBatbcs MHTepdelic ycnyrm WMHTepHeT. 3Ta HacTpoMKa no3BoaseT
onpeaenntb nHTepdenc ana npuéma IPTV-cMrHanoB 13 BHELWHEN CeTu;

e VLAN ID — naeHTndMKaunoHHbIN Homep VLAN ans npuéma curHanos IP-tenesnaeHus;

e 802.1P - npwusHak 802.1P (apyroe HassaHue CoS — Class of Service), ycTaHaBAMBaeMbln Ha
ncxogsalume ¢ gaHHoro untepderica IP-naketbl. MNpuHUMaeT 3HaveHna oT O (HU3WKI NpuopuUTeT)
00 7 (Hausbicwuii npuoputet). Ucnonbsyetca B paboTe anropuTmoB obecrnevyeHUs KayecTsa
cepsuca (QoS).

Hacmpolika HTTP-npoKcu

e Bkarwyumes — npu yctaHoBneHHoOM ¢nare BKAtoveHa ¢yHKumAa HTTP-npokcn. HTTP-npokcu
ocyuwiectsnseT npeobpasosaHne UDP-noTtoka B notok HTTP, ncnonb3sywowmin npotokon TCP
(NnpoTOKON  Hapge)KHOM  [AOCTaBKM  MaKeTOB), UTO MO3BONSET YAYYlWWUTb KayecTso
TPaHCANPYEMOro U306paxKeHNA NPU NJIOXOM KauecTBe KaHana CBA3W B JIOKA/IbHOW ceTy;

e [lopm HTTP — Homep nopta HTTP-npokcn, ¢ KoToporo 6ydeTr ocCyLlecTBAATLCA
TPAHCANPOBAHWE BUAEO-MOTOKA. Mcnonb3yhte 3TOT NOPT ANA  NOAKAOYEHMA K
TpaHcampyemMbim ycTporicteBom TAU-4M.IP notokam IPTV.

Hanpumep, ecan TAU-4M.IP nmeeT Ha LAN-uHTepdeice agpec 192.168.0.1, ans nopTta NpoKCU-cepBepa
BblbpaHO 3HauyeHue 2345, n HeobxoaMmo BocnpomsBecTn KaHan 227.50.50.100, TpaHcaupytowmiica Ha UDP-
nopt 1234 - ana nporpammol VLC aapec NOTOKa HY»KHO 3a4aTb B Bunae:
http://@192.168.0.1:2345/udp/227.50.50.100:1234.

[na BCTynAeHUa B CUNYy HOBOM KOHOWIypauuu M 3aHECEHMA HACTPOeK B SHEProHe3aBUCUMYH0 NamATb
HaXMUTE KHOMKY «[TpuMeHUMb». O OTMEHbl USMEHEHWNI HAXKMUTE KHOMKY « OmMmeHa».
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2.6.5 MeHio «Cucrtema»

B meHto «Cucmema» BbINOAHAOTCA HaCTpOVIKM CNCTEMDI, BpEMEHMU, A0CTYNa K yCTpOﬁCTBy Nno pPas3NYHbIM
NPOTOKO/1aMm, NPpon3BoANUTCA CMEHA NapoaA U obHoBNEHME nporpammHoro obecneyeHus YCTpOﬁCTBa.

2.6.5.1NMNopgmeHIo «Bpema»

B noameHio «Hacmpoliku epemeHu» BbINOMHAEGTCA HACTPOMKA MPOTOKO/A CUMHXPOHM3ALUMU BpemeHu
(NTP).

HacTpoiiku BpemMeHu

Yacosoi noac Moscow, Russia A

C]

ABTOMATHYECKMA nepexoj Ha neTHee/ e
3MMHEE BpeMAa

- Mepexod Ha neTHee Bpema - v - v -
B - v - v
MNepexod Ha 3UMHee Bpema - v - v - v
B - v - v
COBWr BPEMEHW (MKH.) 60

BrnoumTe NTP @

CepBep CHHXPOHWIALMK pool.ntp.org -

Hacmpoliku spemeHu

e Yacosoli nosc — NO3BONSIET YCTAaHOBUTb YaCOBOW NOAC B COOTBETCTBUM C BAMMKANLWIMM ropogom B
BaLLEeM pPerMoHe m3 3aJaHHOIO CMUCKa;

e Asmomamuyeckuli nepexod Ha nemHee/3umHee epems — Npu yCTaHoBAeHHOM daare nepexos Ha
neTHee/3nmHee Bpems ByLeT BbINONHATLCA aBTOMATUYECKM B 3a4aHHbIN Nepuog, BpemeHu:
— [lepexod Ha nemHee 8pemA — [eHb, Koraa 6yaeT BbINONHATLCA Nepexos Ha NeTHee Bpems;
— [lepexo0 Ha 3umHee 8pems — AeHb, Koraa byaeT BbINONHATLCA NepPeXos Ha 3MMHee Bpems;
— (Cdsuez spemeHuU (MUH.) — NepuoL BPeMEHW B MWHYTAX, Ha KOTOPbIN BbINOJHAETCA CABUT
BpEeMEHM.
e Brawoyums NTP — yctaHoBWUTE dnar, ecan HeoHbXoAMMO BKAHOUUTL CUHXPOHWU3ALMIO CUCTEMHOIO
BPeMeHMW YCTPOMNCTBA ¢ onpeaenieHHoro cepsepa NTP;

e Cepsep cuHxpoHuszayuu — IP-agpec/OOMeEHHOE WMA cepBepa CUHXPOHM3AUMU BPEMEHM.
Bo3morkeH py4HOIi BBOZ agpeca cepBepa Man Bbibop U3 cnucka.

[na BCTynneHus B CMAY HOBOW KOHOUTypauum U 3aHECeHWUA HACTPOEK B SHEProHe3aBMCUMYID MaMATb
HaXXMUTE KHONKY «[TpumeHuUmMob». ns OTMEHbl U3BMEHEHWNI HaXKMUTE KHOMKY «OMmMeHa».
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2.6.5.2MogmeHt0 «docTtyn»

B nogmeHto «JJocmyn» HacTpamBaeTca AOCTYN K YCTPOMCTBY nocpeactBom web-uHtepdeiica, Telnet u
SSH, a Takke goctyn no npotokony FTP K HaKonuTento, noaknto4eHHomy K nopty USB.

MopTel gocTyna
Mopt HTTP | 80
MopT HTTPS | 443
Mopr Telnet | 23

Mopr S8H | 22

DocTtyn k yenyre "MikTepHeT"

Web
ErewxAA cete @ HTTP HTTPS
NokaneHan ceTe @ HTTP @« HTTPS
Telnet
BrewHAA ceTs
NokankHaA ceTe
SSH

BrelwnHan ceth

NokaneHan cete ¥

OocTtyn k yenyre "VolP"
Web [ HTTP (J HTTPS
Telnet

S5H

HocTtyn k yenyre "VikTepdpeinc ynpaeneHna"
Web () HTTP (J HTTPS
Telnet

SSH

Doctyn k USB
BreluHARA ceTh
NokanbhanA cete @
PaspeluuTs 4OCTYN SHOHUMHOMY Nons3osatena &

Pa3pelunTt 3anKMcs aHOHUMMHOMY NOMB30BATENH

AboHeHmcKul winrto3 TAU-4M.IP 89



D ELTEX

Mopmesi docmyna

B maHHOM pasgenie BbINOMHAETCA HacTpolika TCP-nopToB A/8 AOCTyNa K YCTPOMCTBY MO MPOTOKO/MaM
HTTP, HTTPS, Telnet, SSH.

e [lopm HTTP — Homep nopTa ANnA Aoctyna K web-uHTepdelicy yctpolictea no npotokony HTTP, no
ymonyanuio — 80;

e [lopm HTTPS — Homep nopTa A5 AocTyna K web-nHTepdeicy yctponctsa no npotokony HTTPS
(HTTP Secure — 6e3onacHoe NOAKAKOYEHME), NO YyMONYaHUO — 443;

e [lopm Telnet — Homep nopTa ANsA AOCTyNa K YyCTPOMCTBY No npoToKkoay Telnet, no ymonyaHuio — 23;
e [Tlopm SSH — Homep nopTa gns A0CTyNa K yCTPOMCTBY NO NPOTOKONY SSH, No ymonyaHuio — 22.

Mo npoTtokonam Telnet n SSH ocyulecTBAAeTcA AOCTYN K KOMaHAHOMW cTpoke (KoHconb linux). Umsa
no/sib3oBaTena/naposib Ana NOAKAOHYEHMA K KoHCoau: admin/password.

Hocmyn K ycny2e UHmepHem

[na nonyyeHma AocTyna K yCTPOWCTBY C MHTepdeincoB ycnyrm MHTepHeT yCcTaHOBMTE COOTBETCTBYOLWME
paspelleHuns:

Web, BHellHAs ceTb:

e HTTP — npu ycTaHoB/ieHHOM ¢Jiare paspelleHo nogkaoyeHne K web-KoHdurypatopy ycTponcTea
yepe3 WAN-nopt no npotokony HTTP (Hebe3onacHoe noaxaoHeHne);

e HTTPS — npu ycTaHoBAeHHOM dnare paspeLleHo noakaoUYeHne K web-koHburypatopy yctporicea
yepe3 WAN-nopt no npotokony HTTPS (6e3onacHoe noak/ao4eHue).

Web, J/TokanbHas ceTb:

e HTTP — npw ycTaHoBAeHHOM dnare paspelleHo nogxatoveHme K web-KoHdurypatopy yctpoiictea
yepe3s LAN-nopT no npoTtokony HTTP (Hebe3onacHoe NoAKAOUYEHNE);

e HTTPS — npw ycTaHoBNEHHOM dare paspeLleHo nogKatoueHne K web-koHpurypaTopy yctpoicTea
yepes LAN-nopt no npotokony HTTPS (6e3onacHoe noakntoyeHue).

Telnet:

Telnet — npoToKon, npegHasHayeHHbIA AAA OpraHW3auMmM ynpasaeHWa no cetu. [o3BonaeT yaaneHHo
NOAKAOYMTLCA K LU/HO3Y C KOMMNbIOTEPA A5 HACTPOMKM M ynpaBaeHus.

Onsa paspelwieHnsa gocTyna K ycTpPoncTey no npotokony Telnet m3 BHewHen (yepes WAN-nopT) mau
BHyTpeHHei (4epe3 LAN-nopT) ceTn ycTaHOBWTE COOTBETCTBYIOLME daaru.

SSH:

SSH — 6e3onacHbli NPOTOKOA YAANEHHOTO ynpaBaeHua ycTpoicTeamu. B otanume ot Telnet, npoTtokon
SSH wundpyet Becb Tpaduk, BKAOUAA NepesaBaemble Napoau.

Onsa paspelwieHns aocTyna K YCTPOMCTBY No npoTokoay SSH u3 BHewHen (d4epes WAN-nopT) uau
BHyTpeHHe# (Yepe3 LAN-NopT) ceTn ycTaHOBUTE COOTBETCTBYOWME daaru.
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Hdoctyn K ycnyre VolP:

B gaHHOM pasgene ocylecTBASETCA HACTPOWMKa AocTyna K nHtepdeicy ycayrm VolP (uHTepdelic yenyrm
VolP HacTpauBaeTca Ha cTpaHuue IP-tenedoHuns — Hactpoiika cetn) yepes Web (npotokonsl HTTP uan HTTPS), a
TakKe no npotokonam Telnet u SSH. [na paspeweHna A0CTyNa NO KaKOMYy-AIMBO M3 yKasaHHbIX NMPOTOKO/IOB
YCTAHOBMUTE COOTBETCTBYIOWME dpaaru.

Joctyn K ycnyre UHmepdgbelic ynpasneHus:

Pa3gen no3sonseT HaCTPOUTbL AOCTYN A5 YNPaBAEHUA YCTPOMNCTBOM, UCMOAb3YA NpoToKoabl HTTP, HTTPS,
Telnet nnn SSH. Hactpoitka uHTepdelica npomsBoauTca Ha cTpaHuue Cuctema — VLAN ynpasneHua. [na
pa3pelleHuna AoCTyna No KAaKoOMy-1nb0 13 yKasaHHbIX MPOTOKO/0B YCTAHOBUTE COOTBETCTBYOWME paaru.

Ona asTopusauum no nporokonam Telnet u SSH no ymonuaHuio UCNo/b3yOTCA UMA NONb30BaTeNA

v admin v naponb password. Nocne aBTOpPU3aLUN CTAHOBUTCA AOCTYNHA KOHCO/Nb OnepaLuoHHOMN
cuctembl Linux ¢ BO3MOXKHOCTbIO MCNO/1Ib30BAaHUA OCHOBHbIX KOMaHZ KOMaHAHOro UHTepnpertaropa
shell.

Hoctyn K USB:

B AaHHOM pas3gene ocylwecTBAAETCA HAaCTPOMKA JOCTYNa K yCTPOMCTBY, NnogkatodeHHomy K USB-nopty, no
npoTtokony FTP.

[Ons paspelueHna aoctyna K noakawoveHHomy USB-yctpolictey no npoTtokony FTP u3 BHeluHel (Yepes
WAN-nopT) nnu BHyTpeHHen (4epe3 LAN-nopT) cetn ycTaHOBUTE COOTBETCTBYOWMe daaru.

[na paspelweHna goctyna K nogxatodeHHomy USB-yCTponcTBY aHOHMMHOMY MOJ1b30BaTeNt0 YCTaHOBUTE
dnar «PaspelunTb 4OCTYN aHOHUMHOMY M0/1b30BaTENION,

[na paspelleHns 3anmMcu AaHHbIX Ha USB-ycTpoMcTBO aHOHMMHOMY MO/b30BaTeNto ycTaHoBuTe dnar
«Pa3pewmnTb 3aN1Mcb aHOHMMHOMY NOJIb30BATENIOY.

[na BCTYNAEHUA B CUIY HOBOW KOHOUrypauMuM M 3aHECeHMsA HACTPOEK B SHEProHe3aBMCUMYID NaMATb
HaXXMUTE KHOMKY «[TpuMeHUMb». O OTMEHbl USMEHEHWNI HAXKMUTE KHOMKY « OmMmeHa».

2.6.5.3MogmeHt0 «XypHan»

MoameHio «)KypHan» npegHasHayeHo ANA HACTPOMKKM BblBOAA PA3HOTO POAa OT/NAAOYHbIX COOBLLEHMIA
cUCTeMBbI B Lensx ob6HapyKeHua NpuunH npobaem B pabote ycTpolicta. OT1aA0uHYI0 MHGOPMALMIO BOSMOMXKHO
NONYYUTb OT CAEAYIOLLMX MPOrPAaMMHbIX MOAYel yCTPOCTBA:

e MeHegaxep TenedpoHnM — oTBeYaeT 3a paboTty GpyHKUMI IP-TenedoHmnnN.
e CUCTEMHbIN MeHeaKep — OTBEYAEeT 3a HAaCTPOMKY YCTPOMCTBA corslacHo daiiny KoHdurypaumm.

e MeHeaep KOHPUrypaumm — oTBevaeT 3a paboTy ¢ dainom KOHPUrypaumm (Y4TeHue u 3anuch B
KOHOUTYpaUMOHHbIN dalin M3 pPasMYHbIX WUCTOYHMKOB) U cbop MHOOpPMaALMM MOHUTOPMUHTA
yCTpoOWCTBa.
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HypHan TenedoHun
BuiBog sypHana
Quwmbem
NpegynpexgeHis
OTnagoyHas uegopmauna
I HopMaUHOHHBIE COOBWEHNA

YpOBEHE TPACCHPOBEN SIP

OTrnoyeHo

HypHan CUCTEMHOrO MEHELKepa

BoiBog #ypHana

Owmbem
MNpegynpesgerns
OTnagoyHas uHgopmauna

I IHfopMaLKOHHBIE COOBLYEHHA

OTrnoYeHo

JKypHan meHeKepa KoHgHrypaLum

BoiBog #ypHana

Quwmbem
MNpegynpesgerns
OTnagoyHas uHgopmauna

I IHfopMaALHOHHEIE COOTWEHNHA

Hactpoiika Syslog
BrniounTe
Pestim
Apgpec Syslog-cepeepa

MopT Syslog-cepeepa

OTrnoyeHo

Cepeep
syslog.server

514

MypHaA menegoHUU

e Bblgo0d #ypHaaa — HanpasJeHWe BblBOAA COOBLLEHMI KypHana:

—  Omkno4yeHo — KYPHan OTK/HOYEH;

— Syslog — coobuieHMA BbIBOAATCA NO NPOTOKONY syslog Ha yaaneHHbl cepsep nAnbo B
NIOKanbHbIM dhann (HacTpoMKa NPOTOKO/A OCYLLECTBAAETCA HUXKe);
— KoHcoab — cOObLEHNS BbIBOAATCA B KOHCO/Ib YCTPOWCTBA (HEOOXOAMMO MOAK/OYEHME

yepes nepexoaHnk COM-noprta);

— Telnet — cooblueHuns BbiBoAATCA B telnet-ceccuio; ana 3toro cHavyana HeobxoaMmo

CO34aTb NOAKNKOYEHNE NO NPOTOKONY telnet.

Huke HaCTpanBaeTCAa Tun COOGLLI,EHMI‘;I, BbIBOOMMDIX B XKYPHan TenecbOval:

e OwubKu —ycTaHoBuTe dnar, ecnv HeobxoaAMMO BbIBOAUTL co0bLLeHMA TUna «OWNBKN»;
ecnM  HeobxoAMMO BbIBOAMTL coobulieHMA Tuna

e [IpedynpexoeHus
«[MpedynpexoeHusa»;

— ycTaHoBuTe ¢nar,
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e OmnadoyHaa UHpopmayus — ycTaHoBuTe ¢nar, ecam HeobxoAMMO BbIBOAUTbL OT/1Iaf04YHbIE
coobueHus;

e UHpopmauuoHHble coobuweHus — ycTaHoBuTe daiar, €ecaM  HeobxoAMMO  BbIBOAMTL
MHPOPMALMOHHbIE COObLLEHUS;

e YposeHb mpaccuposKku SIP — 3agaéT ypoBeHb BbiBOAA CooOOLWEHUN cTeka SIP-meHegykepa
TenepoHUN.

HypHana cucmemHo20 MmeHeodepa

e  Bbig00 3ypHana — HanpaBaeHMe BbIBOAA COOOLLEHMIN KypHana:

—  OMKAYEeHOo — KypHan OTK/IOYEH;

— Syslog — cooblieHna BbIBOAATCA MO NPOTOKoAy syslog Ha yaaneHHbln cepsep nmbo B
JIOKaNbHbIM ¢alin (HacTpolika MPOTOKO/1a OCYLLECTBAAETCA HUXKE);

— KoHconb — cooblieHns BbIBOAATCA B KOHCO/b YCTPOMCTBA (HEOBXOAMMO MOAK/OYEHME
yepes nepexoaHnk COM-noprta);

— Telnet — coobuweHns BbiBogATCA B telnet-ceccuio; Ansa 3Toro cHavana Heobxogumo
co34aTb NOAK/IOYEHME NOo NPoToKoy telnet.

Huke HacTpamBaeTcs TUN COOBLLEHNI, BbIBOANMbIX B XKyPHas CUCTEMHOrO MeHeaKepa:

e OwubKu — ycTaHoBMTe Ppnar, ecin HeobxoAUMO BbIBOAUTb COOOLLEHUA TUMA «OWNOKUY»;

e [IpedynperdeHua — ycTaHoBUTe ¢nar, ecanm HeobXoAMMO BbIBOAMTL COObOLWEHUs Tuna
«[pedynpexcdeHusa»;

e Omnado4yHas UHGopmayus — ycTaHoBuTe ¢Jiar, eciM HeobxoAMmMO BbIBOAUTb OT/NaA0YHble
coobuieHus;

e UH@opmayuoHHble coobuwjeHus — ycTaHoBuTe ¢nar, ecan  HeobxogMMO  BbIBOAMTL

MHGOPMALUMNOHHbIE COObLLEHMS;

MyYpHan meHeoxcepa KoHguU2ypayuu

e Bblg00 #ypHaAsaa — HanpasieHWe BbIBOAA COOOLLEHUI KypHana:

—  OMKAYEeHO — KypHa OTK/OYEH;

— Syslog — cooblieHna BbIBOAATCA NO MPOTOKOAY syslog Ha yaaneHHbln cepsep nmbo B
NIOKaNbHbIM ¢alin (HacTpolika MPOTOKO/1a OCYLLECTBASETCA HUXKE);

— KoHconb — coobleHns BbIBOAATCA B KOHCO/b YCTpOMCTBa (HEOBXOAMMO MOAK/IYEHME
yepes nepexogHuk COM-nopra);

— Telnet — coobuieHns BbiBogATCA B telnet-ceccuio; Ansa 3Toro cHavana HeobxoguMmo
co3A4aTb NOAK/AYEHMeE No npoTokoay telnet.

HuKe HacTpamBaeTca TMN COOBLLLEHUI, BbIBOAUMbIX B XKYpPHa/ MeHeaMKepa KoHoUrypaumm:
e OwubKu —yctaHoBuTe dnar, ecnm HeobxoAMMO BbIBOAUTL cOObLWEeHUsA Tna « OWnOKM»;

e [IpedynperodeHus — ycTaHoBuTe d¢nar, ecanm HeobxogMMO BbIBOAUTL COOBLEHWs Tuna
«[TpedynpexcoeHusn»;

e OmnadoyHas uHpopmayua — ycTaHoBuTe ¢nar, ecnm HeobXxoAUMMO BbIBOAUTbL OT/AaA04YHble
coobueHus;

e UHpopmayuoHHble coobujeHus — ycTaHoBuTe ¢aar, eciM HeobXoAMMO  BblBOAUTb
NHPOPMaLMOHHbIE COObLEHMS.
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Hacmpolika Syslog

Ecnn xoTa 6bl 0ANH U3 KypHanoB (MmeHegyKepa TenedoHUMU, CUCTEMHOTO MEHeZKepa WM MeHezaKepa
KoHdUrypaummn) HacTpoeH ans BbiBoga B Syslog, HeobxoamMmo BKAouuTb Syslog-areHTa, KoTopbii byget
nepexBaTtbiBaTb OT/NaA04YHble COOBLLEHWA OT COOTBETCTBYIOLLENO MeHez)Kepa W OTNpaBasaTb MX AnbBo Ha
yOaNeHHbI cepBep, MO0 COXPaHATb B N0KaNbHbIN daiin B popmaTe Syslog.

e Bkawo4yume — nNpw ycTaHOBAEHHOM diare 3anyuieH Syslog-areHT;
e Pexcum — pexxum pabotbl Syslog-areHTa:

— Cepsep — WHOOPMaUMA KypPHaANOB OTMNPABAAETCA Ha yAaneHHbln Syslog-cepsep (3TOT
PEXKMM Ha3bIBAETCA KyAaNEHHbIN XKypHaN»);

— JlokanobHsll ¢alin — nHpopmaumsa KypHaNoB COXpaHAETCA B JIoKasbHOM daline;

— Cepsep u ¢alin — nHpopmauua }KypHaNoB OTNPABAAETCA Ha yAa/NeHHbIN Syslog-cepBep u
COXpaHAEeTCA B IOKasibHOM daline.

[anee, B 3aBUCMMOCTHU OT perkmMma Syslog-areHTa, fOCTYMNHbI HACTPOMNKM:

e Adpec Syslog-cepsepa — |P-agpec unm nomeHHoe umsa Syslog-cepsepa (He0bXx0AMMO ANA perUma
«Cepsep»);

e [lopm Syslog-cepsepa — nopT Ana Bxoasuwmx cooblieHnin Syslog-cepsepa (no ymonuaHuio 514,
Heobxoaumo ana pexunma «Cepsep»);

e Umsa ¢alina — nma dalina Ana XxpaHeHUs KypHana B popmaTte Syslog (HeobxoaMMO AnA pexuma
«Danny;

e Pasmep ¢paiina, Kb — makcMmanbHbIli pasmep daitna KypHana (HeobXxoauMmo ANA pexuma
«Paiin»).
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2.6.5.4NogmeHio «AyteHTUdUKauma WEB»

MapameTpsl ayTeHTUdMKaUMm

Digest-ayTesmndukaymus WEB ¥

Mapons agMuHUcTpatopa (admin)

@

MNapone

MogTeepxaeHne

+ VISMEHWTL Naponk

Mapons HENPUBUNETMPOBAHHOIO NOML30BATENA (USer)

@

MNapone

MogTeepxaeHne

+ M3MeHuTs napons

Mapons Habnwpatena (viewer)

@

MNapone

MogTeepxaeHne

+ M3MeHuTs napons

B noameHiwo «AyTeHTMOMKauua WEB» ycTaHaBiMBalOTCA MNapoauM  AocTyna  aAMMHWUCTPATopa,
HenpuUBUAErMPOBaHHOIO NoAb30BaTeNs U HabaogaTens.

Digest-aymeHmucpurkayua WEB (WEB Digest-authentication) — npu ycTaHoBAeHHOM  ¢dnare
ayTeHTUdUKaLMA NoNb30BaTeNelN OCYLLECTBAAETCA B COOTBETCTBMM C anroputmamu digest.

YcTaHOBNEHHbIE NAPOAU UCMNONB3YIOTCA AAA AOCTyNna K YCTPOUCTBY Yepe3 web-uHTepdeiic, a Takke no
npoTtokonam Telnet n SSH.

Mpu Bxoae yepes web-nHTepdeic agmmMHUCTPaTOP (Naposib NO yMonYaHuio: password) nmeeT NOMHbIN
[OCTYN K YCTPOWCTBY: YTEHME W 3anucb NtOBbIX HACTPOEK, MOJIHbIA MOHUTOPUHI COCTOAHWMA YCTPOMCTBA.
HenpueuaernpoBaHHbIi Nosib30BaTes1b (MAp0ab NO YMONYAHMIO: USer) MMEET BO3MOXKHOCTb BbIMOJIHUTL TO/IbKO
ceTeBble HACTPOMKM (KpOMe HaCTpoeK MoAKNoUeHUA K MHTepHeT), UMeeT A0CTYyN K MOHWUTOPUHIY COCTOAHMA
ycTpoiictea. HabnwopaTtenb (Naposib MO yMOAYAHUIO: Vviewer) MMeeT BO3MOMKHOCTb TOJIbKO MPOCMATpMBaTb
KOH}UrypaLmio 1 aHHble MOHUTOPMHTIA YCTPOCTBA 6€3 BO3MOMKHOCTU BHOCUTb KaKkune-mbo M3MeHeHus.

/7 NornH agmuHucTpatopa: admin
JIoruH HenpMBUIErMPOBaHHOrO NO/Ib30BaTeNA: user
NoruvH Habnopatens: viewer

[ /70p0/7b 06MUHucmpamopa — B COOTBETCTBYKOWME NONA BBeguUTE Naposib agMUHUCTPATOPA U
noareepanTe ero;

[ lMaponb Henpusune2upoB8AHHO20 M0Ab308aMESAA — B COOTBETCTBYIOWME MONA BBeAUTE Maposib
HENPUBUNETNPOBAHHOIO NON1b30BATENA N NOATBEPAUTE €50,

e [laponb Habawdamena — B COOTBETCTBYIOWME NOAA BBeAuTe Maponb Habagatena u
noATesepAauTe ero.

AboHeHmcKul winrto3 TAU-4M.IP 95



O ELTEX

[na BCTyNNeHMs B CUY HOBOW KOHOUIYpauUMW M 3aHECeHUA HACTPOEeK B SHEProHe3aBUCUMYO MaMATb
HaXXKMUTe KHOMNKY «[TpumeHUmMob». AN OTMEHbl USMEHEHWNIM HaXKMUTE KHOMKY «OmMeHa».

V Mpun o6HoBNeHUM Bepcum Ao 2.3.0 1 Bbiwe Bce naponu 6yayT 3awmndposaHbl. Mpu Bo3BpaTte Ha
Bepcuio 2.1.0 n HuKe Tpebyetca cOpPOCUTb KOHPUrypaLMIO YCTPOMUCTBA 4,0 3aBOACKOIA.

V HauuHas c Bepcun NO 2.3.0 goctynHa GpyHKUUA wndpoBaHua naponei B ¢paiine KoHdurypauum
yctpoiictea. Mpu nogroroeke ¢aina cfg.yaml gna asTomatmyeckoro KoHPUrypupoBaHusa, ecnm
TpebyeTca M3MeHUTb OAUH U3 Napo/ieid Ha ycTpoiicTBe, Heobxoaumo ybpatb ‘encrypted’ n
3apaTtb naponb. Hanpumep, 4T06bI U3MEHUTb NAPOb ANA NONAb30BaTeNna admin, HyXXHO B
3HauyeHun «AdminPassword» ctepeTtb ‘encrypted’ 1 3aaaTb HOBbII Napob ‘*HOBbIM Nnaponb™’.

2.6.5.5NMoameH0 «YnpaBneHue KoHpurypaumemn»

B noameHio «YnpasneHue KoHgu2ypayueli» BbINONHAETCA COXPaHeHWe U OOHOBAEHWME TeKyluei
KOHOUIypauum.

daiinbl KoHUrypaymm

MonyyinTe apx1e KoHpUrypagun c #* Cravarts
ycTpoiicTea

3arpysuTs apxie KoHDUrypauun Ha
yCTpOiCTBO

Bribepure daiin ®aiin He BribpaH

& 3arpyauts

Chpoc Ha 3aBOACKNE HACTPOMRKN x Cbpoc

[ony4yeHue KoHgu2ypayuu

YT06bl COXPaHUTb TEKYLLYIO KOHOUIypauuio YCTPOMUCTBA Ha JIOKANbHbIA KOMMbIOTEP, HAXKMUTE KHOMKY
«CKayaTtb».

Ob6HosneHuUe KoHgu2ypayuu

e 3aepy3umb apxus KoHgueypauuu Ha ycmpolcmeo — BblOOpP COXPAHEHHOrO Ha JIOKajlbHOM
KomnbtoTepe daina KoHdurypaumun. [na ob6HOBAEHMA KOHPUIypauuu YCTPOMCTBa HaXmuTte
KHOMRY «BbibepuTe dain», ykaxute dain (B dopmate .tar.gz) U HaXKMUTE KHOMKY «3arpysutb».
3arpyXeHHasa KoHPUrypauma NpUMeHAETCa aBToOMaTMYeCcKM 6e3 nepesarpyskun yCTpoicTea.

e (Cbpoc Ha 3a800cKue Hacmpoliku — Ans cbpoca YCTPOWCTBA K HACTPOMKamM MO YMOYAHWUIO
HaXXMUTe KHOMKy «Copocy.

96 AboHeHmckul winto3 TAU-4M.IP



S» ELTEX

2.6.5.6 NogmeHo «O6HOBNEeHMe NMO»

MoameHio «O6HosneHue [10» npefAHasHayeHo AnA  OBHOBAEHWUA YNPABAAOWEN MUKPOMNPOrPaMMbl

v
TAU-4M.IP w- admin
CeTb IP-Tenedorun IP-reneeuaeHne WIS TE]
Bpema Ooctyn HypHan MNaponu YnpasneHHe KoHgurypaynen Mepesarpyska ABTOKOHGMUIYPUPOBaHHE WMHTEpdeEiC ynpasnexua CepTUOHKaTL!

[ONONHKTENBHLIE HACTPOMKM

OBGHoBNEHWe NporpaMMHore obecnedeHns

AKTHEHaA Bepcua MO (Tekywan sepona M0)

Pesepatas epcus M0 (pezepenan eepcua M0)

ObHosnerus MO maxxe docmynHel no adpecy: http Heltex-co ru/support/downloads/

©ain 06HOENEHHA MO BeiGepuTe ain ®ain He BbIOpaH

Mpu eosepame Ha eepcurd 1.13 x u HLUXe, KoHguaypauus ycmpoticmea Oydem copowena Ha 3aso0ckyw!

AKkmueHasA eepcua M0 — Bepcus NporpaMmmHoro obecneyeHus, yCTaHOBNEHHOTO Ha YCTPOMCTBE;

Mposepume 06HOBsEHUA — KHOMKA A8 MPOBEPKM aAKTyasibHOCTM BEPCUM MPOrPaMMHOIO
obecneyeHus. C nomoLLbto 3To GyHKLMM Bbl MoxKeTe BbICTPO NPOBEPUTL HaZiMYME HOBOWN BEPCUU
nporpammHoro obecneyeHus u, B ciyyae Heob6Xxo0AMMOCTH, BbINONHUTb ero 06HOBAEHUE;

PesepeHas eepcusa MO — Bepcusa NporpaMmHoro obecneyeHus, yCTaHOB/IEHHOrO Ha YCTPOMCTBE, Ha
KOTOPYHO MOXKHO NepenTn B cay4vae npobaem ¢ aktusHom Bepcueii MNO;

Clenamb akmueHOU — KHOMKa, NO3BO/IAOWEAA cAenaTb pe3epBHyto Bepcuto MO akTMBHOM, AnA
3Toro noTtpebyeTca nepesarpyska ycTpoincTea. AKTMBHaa Bepcus O B 3TOM cayyae CTaHeT
pe3epBHO.

Ona pabotbl PyHKLUM NpOBepKU 06HOBAEHUA HeOBX0AMMO Hanuume Bbixoaa B UHTepHer.

O6HOBUTb NporpammHoe obecneyeHne yCTPOMCTBA MOMKHO TaKyKe BPYYHYO, NpeaBapuTesibHO 3arpysus
daiin MO c caiiTta http://eltex-co.ru/support/downloads n coxpaHuWe ero Ha KomnbloTepe. [aA 3TOro HaxkmuTte
KHOMKY «Bblbepute dann» B none @Palin obHoeneHuA 10 1 yKaxute nyTb K paliny ynpasastolen nporpammsl B
dopmare .tar.gz.

[Ons 3anycka npouecca o6HOBNEHMA HeobxoAMMO HaxKaTb KHOMKY «3arpysutb daiin». MMpouecc
06HOB/MIEHNA 3alMMET HEeCKONbKO MUHYT (O ero Tekylem cTaTyce 6yaeT yKasaHO Ha CTpaHWUE), noc/ie 4ero
YCTPOMCTBO aBTOMaTUYECKM NepesarpysunTcs.

He oTKnwouaiiTe nutaHuMe yCTpoiiCTBA M He BbLINOJNIHAWUTE ero nepesarpysky B npouecce
o6HoBneHus MNO.
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2.6.5.7 MNogmeHto «lMepe3arpysKa»

B nogmeHto «llepe3azpy3xka» BbINOAHAETCA Nepe3anyck yCTpoincTea.

Mepesarpyaka ycTpoicTea

Z NMepesarpysuTs

@

[nA nepesarpyskun yCTPOMCTBA HaXXMMTe Ha KHONMKY «[lepe3arpy3utb». Mpouecc nepesarpyskn ycTpomncTea
3aHMMAaET NPUMEPHO 1 MUHYTY.

2.6.5.8MogmeHI0 «ABTOKOHPUTYpUpoBaHue»

B noameHo  «A8MOKOHGU2ypuposaHUe»  BbINONHAETCA  HacTpolKka anroputma  DHCP-based
autoprovisioning (aBTOKOHGUIrypMpoBaHMe Ha ocHoBe npotokona DHCP) M npoTokona aBTOMaTUYECKOro
KOHPUryprupoBaHMa aboHeHTCKNxX ycTpoicts TR-069.

ABTOKOHUIYpUPOEaHUe Ha ocHoee npoTtokona DHCP

MpuopuTET NapameTpoE U3 DHCP options e
Kondpmrypaums
ApTomatudeckoe obHoeneHe | Mepuoguuecku v

Daiin koHdurypaLu
(tftp(http)://download server loc/config_file.cfg)

WMuTepean obHoenernA kondurypaumn, ¢ 300

MporpammMuoe obecneveHune

ABToMaTUUeCkDe 0BHOBNEHWE |_|Epl'1 OOguWUEecKKn T

®aiin MO
(tftp(http)://download. server loc/firmware file)

MuTepean obHoenenua MO, ¢ 3600
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ABToOKOHbUIypYipoBaHue no npotokony TR-069
Obwme
Brriounte knvenTa TR-068 @
WHTepdedic Internet v
Anpec ceppepa ACS | hitp://update.local:9595/
BrniuuTe Nepucguyeckuid cnpoe @

Mepwog onpoca, ¢ 60
3anpoc coeguHenuAa c ACS

Mma noneaceartenn acs

Mapomh | sesses
3anpoc coeOMHEHHMA C KITHEHTOM

Mma nonsaceatena admin

Mapons | s
Hactpoikn NAT

Pexai NAT STUN T
Anpec STUN-cepeepa stun. local
Mopt STUN-cepeepa 3478
MUHMMANEHBIA Nepro cnpoca, © 30

MakcuMansHeIR Nepyog onpoca, © 60

ABMOKOHGU2ypuposaHue Ha ocHose npomokosa DHCP:

e [lpuopumem napamempos U3 — AaHHbIA MapameTp onpegenseT, OTKyAa HeobxoAMMO B3ATb
Ha3BaHMA 1 pacnosoxKeHne dpannos KOHOUrypaLmm 1 NPOrpamMmHOro obecrneyeHus:

— Static settings — nytm K ¢aiknam KoHdurypaumMm M nporpammHoro obecnedyeHus
onpeaensaoTca COOTBETCTBEHHO M3 napameTpoB «dalin KoHgpuaypayuu» n «dalin MOy,
nogpobHee o paboTe anropuTma cmoTpuTe B pasaene 5;

— DHCP options — nytm kK datnam KoHdurypauum wu nporpammHoro obecneveHus
onpegaenstoTtca u3 DHCP-onuuit 43, 66 1 67 (a1a 3Toro HeobxoAMMO ANA ycayrn UHTepHeT
BblIbpaTb NpoTokon DHCP); nogpobHee o paboTe anropntma cMoTpuTe B pasgene 5;

o Asmomamuyeckoe 0bHo8neHuUe — ana obHoBAeHUA KoHdUrypauumn MO oTAeNbHO MOMKHO 3a4aTb
OAMH U3 HECKOJIbKUX PEXKMMOB 06HOBAEHUA:

—  BbikawyeHo — aBTomaTMyeckoe 0OHOBAEHME KOHOUIypauuu WauM NpPorpaMmmHOro
obecneyeHnn yCTPOMCTBA OTKIOYEHO;

— [epuoduyecku — aBTOOBOHOBAEHME KOHOUTYpauuW WAM MPOrpaMMHoOro obecneyeHus
YCTpOICTBa byAeT NpoM3BOAMTCA Yepes 3a4aHHbIVi MPOMEKYTOK BPEMEHW;

— [lo pacnucaHuto — aBTOOBHOB/IEHWE KOHPUIypaLuunm uav nporpammHoro obecrneyeHus
yCcTpoiicTBa 6yaeT NpoM3BOAMTLCA B 334aHHOE BPEMSA, B YKa3aHHble AHW Heaenu.
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®alin KoHgueypauuu — NoOAHbIA NyTb K danny KoHourypaumm — 3agaétca B dopmate URL (Ha
AaHHbIA MOMEHT BO3MOKHa 3arpy3Ka daiina KoHourypaumm no npotokosnam TFTP u HTTP):

tftp://<server address>/<full path to cfg file>

http://<server address>/<full path to cfg file>

rge < server address > — agpec HTTP- unun TFTP-cepBepa (gomeHHoe ums unm IPv4),
< full path to cfg file > — nonHbI NyTb K dpaitny KoHOUrypaLumm Ha cepBepe;

VHmepean obHOBAEHUA KOHpU2ypayuu, ¢ — NPOMEKYTOK BPEMEHWN B CEKYHAaX, Yepes KoTopbli
OCYLLECTBAAETCA Nepuoguyeckoe obHOBNEHME KOHQUrypauuu ycTpoicTea; Bblbop 3HayeHua 0
03HayYyaeT 04HOKpPaTHOe 06HOB/IEHME TONILKO CPa3y Noc/ie 3arpy3kn yCTPoICTBa;

Bpemsa obHosneHusa ¢alina KoHgpuaypauuu - Bpema B 24-yacoBom ¢opmaTte, B KoTopoe byaet
npounsBoAMTCA aBTOOBHOBNEHNE KOHOUTYpaLUK;

JHU 00HOBMEHUA KOHU2ypauuu - [HW Hedenn, B KoTopble B 3agaHHoe Bpems byaet
NpPOW3BOAMTLCA aBTOOBHOBNEHME KOHOUIYPALUM.

®alin MO — nonaHbIA NyTb K dainy nporpammHoro obecrneyeHmna — 3agaértca 8 popmarte URL (Ha
AaHHbI MOMEHT BO3MOKHa 3arpy3Ka daitna MO no npotokonam TFTP n HTTP):

tftp://<server address>/<full path to firmware file>

http://<server address>/<full path to firmware file>,

rae < server address > — agpec HTTP- unun TFTP-cepBepa (aomeHHOe ums unu 1Pv4),
< full path to firmware file > — nonHbIi NyTb K dany MO Ha cepBepe;

MHmepsan o6HosneHua [10, ¢ — NPOMEXYTOK BpPeMeHM B CeKyHAax, 4epe3 KOTopbIi
OCYLLECTB/IAETCA Nepmnoamyeckoe obHOBIEHNE NPOrPamMmMHOro obecneyeHma YyCTpPOMCTBaA; BbIOboOp
3HayeHuMA 0 03HaYaeT 0AHOKpaTHOe 06HOB/IEHUE TOIbKO Cpa3y NoC/e 3arpy3Kn yCTPOIACTBa;

Bpema obHosneHus 10O - Bpema B 24-yacoBom ¢opmaTte, B KoTopoe 6yaeT npoussoamtca
aBTOOBHOBNEHWE NpOrpaMMHOro obecneyeHms;

JHu o6HoeneHus O - gHW Hepenwn, B KOTOpble B 3afaHHOe Bpema byaeT Npou3BOAMTLCS
aBTOOBHOB/IEHWE NPOrPAaMMHOro obecneyeHums.

[JetanbHoe onucaHuve anropuUtma aBTOMATUYECKOro O0BHOBNEHNA Ha OCHOBEe NPOTOKO/1a DHCP
npeacTasaeHo B pasgene 5.

ABMOKOHU2ypuposaHue no npomokxosay TR-069:

O6wwue:

Braoyume KaueHma TR-069 — npu ycTaHoB/ieHHOM dJare paspeleHa paboTa BCTPOEHHOro
KAneHTa npoTtokona TR-069;

NHmepdgpelic — BbIGOP MHTepdeica, Yepes KOTopbI ByaeT BbINOJHATLCA aBTOKOHOUTYpPUpOBaHMe
yCTpoiicTBa ana pabotbl no npotokoay TR-069. Ecnv Ha wato3e BKAKOYEH UHMepghelic ynpasneHus,
To fgaHHaa VLAN aBTomaTuMyecku OyaeT mMchnosb3oBaTbcA ans paboTtbl no npotokony TR-069.
HacTpoiika Bbibopa nHTepdelica byaet 3ab1oKMpoBaHa;

Adpec cepsepa ACS — appec cepBepa aBTOKOHUrypuposaHua. Agpec HeobxogMmo BBOAMUTL B
dopmate http://<address>:<port> mnam https://<address>:<port> (<address> — IP-agpec uau
AomeHHoe ums ACS-cepsepa, <port> — nopt cepsepa ACS, no ymonyaHuio nopt 80 ). Bo BTopom
C/ly4ae KAMEHT byaeT ncnosib3osatb b6esonacHbi npotokon HTTPS gna obmeHa nHbopmaLmeit ¢
cepsepom ACS. ACS-cepsep dpupmbl Eltex no ymonuaHuto ncnonosyet gnsa ceasm nopt 9595;
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e BKawyums nepuodu4yeckulli onpoc — npu ycTaHOBAEHHOM ¢nare BCTPOEHHbIN KaneHT TR-069
OCYLLECTBAAET Nepuoanyeckmii onpoc cepsepa ACS ¢ MHTepBasom, paBHbIM «[lepuody onpoca», B
cekyHgax. Llenb onpoca - 06HapyKMTb BO3MOMKHbIE U3MEHEHUS B KOHPUIYpaLMK YCTPOMCTBA;

e [lepuod onpoca — UHTepBan oTnpasku coobueHnit 2 PERIODIC.
3anpoc coeguHeHus c ACS:
Umsa none3osamens, Mapone — vmMa N0Nb30BaTeNA U NAPOb ANA AOCTyNa KameHTa K ACS-cepsepy.

3anpoc coeguHEHUs C KIMEHTOM:

Uma nonsv3osamens, laposab — uma NoNb3oBaTena u naponb ana goctyna ACS-cepsepa K kameHTty TR-069.

Hactpoiiku NAT:

Ecnm Ha nyTM mexxay KaMeHTom u cepeepom ACS umeeT mecto npeobpasoBaHue ceTesbix aapecos (NAT —
network address translation) — cepBep ACS MOMeT He MMETb BO3MOXHOCTW YCTAaHOBUTb COeAMHEHUE C
KNMEHTOM, EC/IM HE UCMO/1b30BaTb ONPEAENeHHbIE TEXHO/IOTMK, NO3BOJIAIOLLME 3TOTO U3berKaTb. ITU TEXHOIOTUMU
CBOAATCA K OMpPefieNeHnto KAMEeHTOM CBOEro, TaK HasblBaemoro nybauuyHoro agpeca (agpeca NAT wam no-
APYromy — BHELWIHEero ajpeca LWAto3a, 32 KOTOPbIM YCTaHOBAEH KaueHT). Onpeaenvs cBOW Nyb6anuHbIN agpec,
KNMEHT coobuaeT ero cepBepy, W cepBep B AanbHelWem Ans YCTaHOBNEHUA COEAMHEHMA C KAWNEHTOM
NCNO/b3YeT yXKe He ero I0KanbHbIN agpec, a Nny6AnYHbIN.

e Pexcum NAT — onpegensaet, Kakum obpasom KAMEHT AO/KEH NOAYYUTb MHOOPMALMIO O CBOEM
nyb6anyHom agpece. BOo3MOXKHbI cneaytoLime pexumsi:

—  STUN — ncnonb3oBaTb npotokon STUN ana onpegeneHuns nybaMyHoro agpeca;

— Manual — py4HON perkum, Korga nybanyHbIM agpec 3a4aeTcs ABHO B KOHOUrypauuu; B
3TOM peXMme Ha ycTponctse, BbinoaHawwem ¢yHKuMn NAT, Heobxoammo [06aBUTb
npasuno npobpoca TCP-nopTa, Mcnonbayemoro kKaneHtom TR-069;

— Off — NAT He ucnonb3yeTca — OAHHbLIA PEXUM PEKOMEHAYETCA WCNO/b30BaTb TOJIbKO
KOrza yCTPOMCTBO NoAgKatodeHo K cepBepy ACS Hanpamyto, 6e3 npeobpa3oBaHuMA ceTeBbIX
afpecos. B aTom cnyyae nyb6anyHbIN afpec cOBNAAAET C JIOKaNbHbIM aflpeCOM K/MEHTa.

Mpu BbiIbOpe pexkmma STUN Heobxoanmo 3a4aTb C/ieayoLmne HacTPOIKu:

Adpec STUN-cepsepa — IP-agpec nnn gomeHHoe umsa STUN-cepsepa;

Mopm STUN-cepsepa — UDP-nopTt STUN-cepBepa (no ymonyaHuio 3HayeHue 3478);
MuHumaneHsili nepuod onpoca, ¢  MakcumaneHsili nepuod onpoca, ¢ — onpeaensaoT
WHTEPBa/ BPEMEHM B CEKYHAAX ANA OTMPABKM Nepuoanyecknx coobuieHnin Ha STUN-
cepBep C Lenbio 06HapyKeHUsa usmeHeHma nybamuHoro agpeca.

Mpu BbiBOpE pexkuma Manual ny6ANUHBIN agpec KNMeHTa 3a4aeTca BPy4YHyto Yepes napameTtp Adpec
NAT (appec HeobxoamMmo BBOAMTL B popmaTe IPv4).

/ Ona KoppeKTHoM paboTtbl ¢ ACS-cepsepom 3a NAT muHUManbHblii nepuog onpoca STUN-cepsepa
BOMKeH 6biTb MeHblUe, YeM MaKCUMaibHOe Bpemsa coxpaHeHus ceccum NAT-ycTpoicTBOM.

Mo npoTtokony TR-069 BO3MOMKHO NPOM3BECTM MOJHOE KOHOUrypupoBaHue ycTpoicTea, obHOBAEHMUE
nporpaMmmHoro obecnedyeHus, uteHne nHoopmaumm ob ycrpoictee (Bepcua MO, moaenb, cepuiiHbli Homep U

T.4), 3arpy3Ky M BbIrPy3Ky Lenoro daiina KoHburypaumm, yaaneHHyo nepesarpysKky yctpoiictea (noaaepsaHbi
cneundmkaumm TR-069, TR-098, TR-104).
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[nAa BCTynaeHus B CUAYy HOBOM KOHOUIypaLuu M 3aHECEeHUS HACTPOEK B 3HEProHe3aBUCHMMYIO MamATb
HaXXMUTe KHOMKY «[TpuMmeHUmMoe». AN OTMEHbl USMEHEHWNI HaXKMUTE KHOMKY «OmMeHa».

2.6.5.9MNogmeH0 «UHTepdeiic ynpaBaeHUa»

MeHto No3BONSET HAaCTPOUTb CETEBON MHTepdelc ANa opraHnM3auum CeTeBoro yrnpaBaeHusa yCTpoMCTBOM,
ncnonbaya npoTtokonsl HTTP, HTTPS, Telnet n SSH.

NHTepdreiic ynpaeneHns

Brnkuute wHTEpheiic ynpaenesnA ¥

Tun gecTyna Tagged v
WLANID 20

802.1P 0 v

MpoTokon DHCP v

AnbTepHatuedbit Vender (D (cnuwa 60)
Whchopmauma arenta DHCP Relay (Onuwa 82)
MepeuuHbil DNS

Bropuunen DNS

Braoyume uHmepdpelic ynpasneHus — Npu yCTaHOBAEHHOM dnare ynpasieHuWe YCTPONCTBOM
npoun3BOAMTCA Yepes faHHbIN MHTepdeNc,

Tun docmyna — 3a8aeT pexnm paboTbl MHTepdeica:

— Tagged — paHHble NepegatoTca NHTepdencom ¢ ncnonblosaHnem 3agaHHoro VLAN ID;
— Untagged — paHHble nepegatotca nHTepdelicom 6e3 ncnonbsosaHus VLAN.

VLAN ID — naeHTudumKaTop ana BblaeneHuns nHtepdelica B BUPTyasbHYO SIOKA/IbHYIO CETb;

802.1P — npwusHak 802.1P (gpyroe HasBaHue CoS — Class of Service), ycTaHaB/iMBaeMblit Ha
nucxogalme ¢ gaHHoro nHtepdeliica IP-naketbl. MpuHUMaeT 3HaYeHMA oT 0 (HM3WKIA NnpuopuTeT)
00 7 (HamBbICWINIK NpUOPUTET);

Mpomokos — BbIGOP NPOTOKONA Ha3HAYeHUA agpeca Ha MHTepdeiic:

—  Static — pexxum paboTbl, Npu KoTopom IP-agpec n Bce HeobxoamMmble HacTpolikn Ha WAN-
WHTepdelic HasHavatoTcAa Bpy4Hyto. MNpu Bbibope TMna «Staticy ana pepaktMposaHwuA
CTaHyT AOCTYMHbI Cneaytolme napameTpsbl:

= |P-adpec — ycTaHoBKa IP-agpeca nHtepdeica ynpasaeHus;

=  Macka nodcemu — macka NOACeTU MHTepdenca ynpasneHus;

= a3 no ymon4yaHuro — IP-agpec ceTeBOro WO3a N0 yMoAYaHUO uHTepderica
ynpasneHus;

=  [lepguyHsbili DNS, BmopuyHsili DNS — IP-appeca DNS-cepBepoB, Heob6XxoaMMbIX
417 paboTbl NPOTOKO/I0B aBTOKOHPUIYPMPOBAHMA LW/O3a, HAaCTPOMKa KOTOPbIX
npounsBoauTca Ha cTpaHuue Cuctema — ABTOKOHGUIypupoBaHue.
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— DHCP — pexum paboTbl, npn KoTopom |IP-agpec, macka noacetn, agpeca DNS-cepsepos u
Apyrve napameTtpbl, Heobxogumble gaa paboTbl MHTepdeica (Hanpumep, CTaTMYecKkue
MapLpyTbl), 6yayT nonydeHsl oT DHCP-cepBepa aBTomatuyecku. Ecnum oT npoBaiigepa He
yAaétca nonyumtb agpeca DNS-cepsepos, Bbl moxeTe Ha3HauMTb UX BPYYHYIO B NOAAX
«lepsuyHbili DNS» n «BmopuuHeili DNS». Aapeca, 3afiaHHble BPY4YHylo, byayT MMeTb
npuoputeT Hag agpecamu DNS-cepsepos, noayyeHHbIMKU No NpoTokoay DHCP.

Ons npotokona DHCP nmeeTtcs BO3MOXKHOCTb 3a4aTb HeobxoaAnMMoe 3HaYeHune onumm 60.

e  AnbmepHamusHbili Vendor ID (onuua 60) — npyn yctaHoBAeHHOM daare yCTPOMCTBO NepeaaéT B
DHCP-coobuweHuax B onumm 60 (Vendor class ID) 3HauyeHue 3 nonsa Vendor ID (onuma 60). Mpu
nycrom nose onuus 60 B coobueHusax npotokona DHCP He nepeaaéTca.

Ecnn ¢dnar AnemepHamusHeili Vendor ID (onyus 60) He ycTaHoBAeH — B onuun 60
nepegaercs 3Ha4YeHUe No yMoa4aHUo, KOTOpoe MMeeT caeaytowmii popmar:
[VENDOR:npoussoautenb][DEVICE:Tmn ycTtporictea][HW:annapaTtHan Bepcus]
[SN:cepuitHbIn Homep][WAN:MAC-agpec nntepoeiica WAN]

[LAN:MAC-agpec nHtepdeiica LAN]J[VERSION:Bepcus nporpammHoro obecrneyeHumsn]

Mpumep:
[VENDOR:EItex][DEVICE:TAU-4M.IP][HW:1.0][SN:VI23000118][WAN:A8:F9:4B:03:2A:D0]
[LAN:02:20:80:a8:f9:4b][VERSION:#2.3.1]

e UH@opmayus azeHma DHCP Relay (onyus 82) — npw ycTaHoBAeHHOM dnare no3sonset obaBuUTb
8 DHCP-3anpoc:

—  WoeHmugpukamop uenu azeHma (Onyus82) — nossonser pobasuTb B DHCP-3anpoc
onumio 82, nogonumio 1 - Agent Circuit ID;

—  UNoeHmugukamop yodaneHHo2o aeeHma (Onyusa82) — no3sonaet gobasuts B DHCP-3anpoc
onumto 82, nogonuuto 2 - Agent Remote ID.

Cnucok wucnonb3yemblx DHCP-onuuii Ha Kaskgom ceteBom WHTepdelice (Internet, VolP,
Management) MOXKHO 3a4aBaTb Bpy4Hyt0. MHGOpMaums no HacTpoiKke cnMcKa npeacTas/eHa
B NPUNOXeHUN B.

[na BCTYNAEHUA B CUAY HOBOW KOHOUIypaumuM M 3aHECeHMA HACTPOEK B SHEProHe3aBMCUMYIO NaMATb
HaXXMUTE KHOMKY «[TpuMeHUMb». O OTMEHbl USMEHEHWNI HAXKMUTE KHOMKY « OmMmeHa».

2.6.5.10 MNoameHo «CeptudunKatbi»

Ceptuchukatbl
Tvn ObwWwee UMA OpraHnsaumsa
KOpHEeBO#H cepTuMKaT 192.168.1.1 Eltex
KNUEHTCKMA cepTUdMKaT 192.1668.1.1 Eltex

WEB-cepTudurar 192.168.1.1 Eltex Ent

MoameHto «Cepmugukamel» NO3BOMAET MNPOCMATPMBaTb, CKauMBaTb W 3arpyXaTb Ha YCTPOWMCTBO
cepTUPUKaTbl 41° UCNOIb30BAHUSA B 3aLMLLEHHbIX coeanHeHuax TLS.
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KopHeBoW ceptuduKkar

KopHeBoi cepTUPUKAT MCNONb3yeTcs AN NPOBEPKM MNOAJMHHOCTA CepTUMKATOB MNPU BXOAALLMX

coeguHeHunax. ITot CepTMd)MKaT AO0/KEH 6bITb noanncaH UeEHTPOM aBTOpPU3aLUnn.

KopHeBoll ceptudukar

CepTudmkaT

CepuiHbIA HoMep

CA9F:FB:C4:A3:CC9C:4F

HepeicTeuTened go  16.06.2017
HepedcTeuTeneH nocne  16.06.2018
WmAa nonyyatens
O0wee uMa  192.168.1.1
Opranmzauns  Eltex
[ononHUTENEHBIE AOMEHHEIE adpeca  —
LieHTp aBTopH3aLun
O0wee uma  192.168.1.1
Opranmzauns  Eltex
OnepauKlK ¢ cepTHHUKATOM
CkadaTb cepTuuKaT C yCTpoiicTea * Cravatb

3arpyanTh CEpTUPUKAT Ha YCTPONCTED

BoioepuTe cpaiin | PaiN He Boibpan

€ Hasag

e CepuliHblli HOMepP — CEePUNHbIN HOMep BbIBPaHHOTo cepTUdUKaTa;
e HedelicmeumeneH 0o — paTta Havana AencTena cepTudmMKaTa;
e HeodelicmsumeneH nocse — paTa OKOHYaHUA AeNCTBUA cepTUDUKAT];

e Wms nosnyyuamens — pdaHHble O noaydaTene ceptudukata (Obwee uma, OpraHusaums,
[ononHunTenbHble AOMEHHble agpeca);

e LleHmp asmopu3ayuu — AaHHbIe O LeHTpe aBTopusauum (Obuwee nma, OpraHnsaums).
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KnuneHTcKunin ceptudmkar

KAneHTcknin  cepTMdUKAT MCNONB3YETCA MNPU  UCXOZAWMX COeAMHEHMAX no npoTokony SIP ¢
ncnonb3osaHnem TLS.

KnneHTtckuin ceptudukar

CepTHdMKaT

CepuiHEIA HoMep  AB45.TE84:9D:39:51.F7
HegeicteuTenes go  16.06.2017

HenencteuTened nocne  14.06.2027
Wmsa nony4aTtens

Ofwee uma 192.168.1.1
Opradusauma  Eltex

[oNonHUTENEHBIE A0MEHHBIE agpeca  —
LeHTp aBTOpHU3aLNK (CaMONOANNC AHHEIN cepTUdNKaT)

OBwee mma 19216811

OpraHnsayns  Eltex
Onepaunm ¢ cepTUrKaTom
CkayaTe CepTUUKaT C YyCTPOUCTES * Crayatb

3arpy3uTe CEpTMMMKAT HA YCTPOCTED BhibepuTe cpaiin | Pailn He BeIOpaH
e ——

€ Hazag

o CepuliHbili HOMep — cepUnHbIN HOMep BbIBpPaHHOIo cepTUdPUKaTa;
e HeodelicmeumeneH 0o — paTta Havana gencrTens ceptudmKaTa;
e HeldelicmeumeneH nocse — pata OKOHYAHWUA AencTBuA cepTudUKaTa;

e Umsa nosnydyamens — [OaHHble O nosyyatene ceptuéoukata (Ob6wee wms, OpraHusaums,
[ononHnTenbHble JOMEHHble agpeca);

e LlleHmp aemopu3ayuu — AaHHbIe O LeHTpe aBTopusaumm (Obuwee uma, OpraHnsaums).
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WEB-ceptudukar

WEB-cepTuduMKaT ncnonbsyetca npu goctyne Kk web-koHdurypatopy ycrpoiictea no npotokoay HTTPS.

WEB-cepTudukar

CepTudpmkat
CepuAHbIA HoMep  BB:9D:44:EE'FC:05:25:8E
HepeWctentened oo 14.09.2016

Hegencteutened nocne  01.10.2084
WmA nony4atens

O0wWee MmA 192 168.1.1
OpraHuzaups  Eltex Ent

[oNonHUTENBHEIE AOMEHHBIE aipeca  —
LleHTp aBTOpHMZaLMK (CAMONOANNUC AHHEIA CepTHHNKAT)

Ofwee mmr  192.168.1.1

Opranusauma  Eltex Ent
Onepaynn ¢ cepTUdgnKaToM
CKadaTb CepTMMUKET C YCTpORCTEA ™ Cravatk

3arpysuTb CepTMHKET Ha YCTPORCTED BriGepuTe (aiin | $aiin He BbiGpaH
=  r 1

€ Hazag

e CepuliHblli HOMepP — CEePUNHbIN HOMEep BbIBPaHHOTo cepTUdUKaTa;
e HedelicmeumeneH 0o — paTta Havana AencTBna cepTudMKaTa;
e HeodelicmsumeneH nocse — paTa OKOHYaHUA AeNcTBUA cepTUPUKAT];

e UVMsa noayyamens — [aHHble O noJsyyatene ceptuoukata (Obwee uma, OpraHusauus,
JononHuTenbHble LOMEHHbIe agpeca);

e LleHmp asmopu3ayuu — AaHHble O LeHTpe aBTopusauum (Obwee nma, OpraHnsaums).
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2.6.5.11 NogmeH0 «JoNONAHUTENbHbIE HACTPOUKNY»

B noameHto «JornosHuUmMenbHble HACMPOUKU» MOMHO BKAOUYNTL UPNP.

UPnP

Brntounts UPNP - &

3apeszepsupoBanHble VLAN ID

HauanbHei VLAN 1D 1

Koneunsid VLAN 1D 6

e Bkawouumes UPnP — npwu yctaHoBneHHom ¢are npotokon UPnP byaet aktuseH. Mpotokon UPnP
NCNO/b3yeTcs HEKOTOPbIMU NPUIOKEHUAMM (Hanpumep, DC-knneHTamm, Takmmm Kak FlylinkDC++)
ONA aBTOMaTUYecKoro cosgaHuAa npasun npobpoca TCP/UDP-nopTtoB, MCMOAb3yeMbIX 3TUMU
NPUNOXKEHUAMM, HA BblWECTOAWEM MapwpyTusaTope. PekomeHayetca skatoumte UPNP pgna
obecrneyeHunsa paboTbl cepBucoB obmeHa dpaliiamm B ceTu.

3ape3epsuposaHHsbie VLAN ID

3apesepsupoBaHHbie VLAN ID HeobxoamMmbl 419 BHYTPUCUCTEMHbIX HYXKA, LWJ1H03a U MOTYT ObITb U3MEHEHbI
B 3aBMCMMOCTM OT Ucnonb3dyemoro Ha cetu VLAN ID:

e HauyanbHbiit VLAN ID — HayanbHoe 3HadeHue uaeHTUdMkatopa VLAN B 3ape3epBUMPOBAHHOM
AnanasoHe, NpMHUMaeT 3HavyeHua [1-4090];

e KoHeuHblt VLAN ID — HauvanbHoe 3HauyeHue uaeHTUduKatopa VLAN B 3ape3epBMPOBAHHOM
AnanasoHe. [aHHaa HacTpolKa HenoCTynHa [ANA pPefaKkTUPOBAHUA W paccyuTbiBaeTCA
aBTOMATUYECKM.

[na BCTYNAEHMA B CUAY HOBOW KOHOUIypaumuM M 3aHECeHUsA HACTPOEK B SHEProHe3aBMCUMYD NaMATb
HaXXMUTE KHOMKY «[TpuMeHUmMb». N OTMEHbI U3MEHEHWNIN HAaXKMUTE KHOMKY « OmMmeHa».
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2.7 MOHUTOPUHT cUCTEMDI

Ons nepexona B peXMM "MOHUTOPUHT CUCTEMbI" HA NaHENU C/ieBa BbIbepuTe NyHKT « MOHUMOpPUH2».

A Ha HeKoTOpbIX CTPAaHULLAX He peasin30BaHO aBTOMATUYEeCKUe OB6HOBNEHUE AAHHbIX MOHMUTOPMUHrA

2 OBHOEWTE

ycTpoiicTBa. A nonyueHUa TeKkylen MHGopmaumm ¢ ycTpOMCTBA HAXKMUTE KHOMNKY

2.7.1 NopgmeHiIo «AHTEepHET»

B nogmeHio «MHmepHem» OCyLWEeCTBNIAETCA NPOCMOTP OCHOBHbIX CETEBbBIX HACTPOEK YCTpOﬁCTBa.

Bbixon B MIHTEpHET

MogkniouyeHne K cetn MNposogHoe

MpoTokon poctyna DHCP

IP-agpec 192.168.1.80
JomeHHoe nMa myhostrg54.ddns.net
Cratyc D-DNS Peructpauums ycnewxa

Z OBHOBUTH

Bbixo0 8 lHmepHem

[ ModKnoueHue K cemu — cnocob noAKNKYEHNA K CeTn nepegadn AOaHHbIX. HaCTpOﬁKa
NoAKNKOYeEHNA NPON3BOAUTCA B pa3aene Cetb — UHTepHerT:

— [lposoOHoe — nNoAgKAlOMEeHWE K CeTM npoBakgepa OCyLLeCTBAsSeTCA MocpencTBOM
coeavHeHNA megHbIM UKW ONTUYECKUM NaTy-Kopaom ¢ noptom WAN;

— 3G/4G USB-mo0em — noaknoyeHue K ceTu npoBaigepa ocyuiecteasetca yepes 3G/4G
USB-mogem, noaktoveHHbIn K nopty USB Ha 3agHel naHenm ycTpoicTaa.

e [lpomokosn docmyna — NPOTOKOJ, UCMONb3YEMbIN ANA A0CTYNa K ceTn UHTepHeT;
e |P-adpec — IP-agpec ycTpolACTBaA BO BHELLHEN CEeTH;

e IP-adpec 8o sHympeHHeli cemu npoesalidepa — IP-agpec, KOTOPbI NCNOb3YeTCcA BO BHYTPEHHEN
CeTu npoBaigepa ANa AOCTYNa K I0KabHbIM CETEBLIM pecypcam nposaiaepa.

Echm  BbibpaH cnocob noaknoyeHua «ABTOMATUUECKU MepexoauTb Ha pe3epBHbI  KaHany,
oTobparkaeTca ABa NOAKAOHYEHNA, A1A KOTOPbIX AOMONHUTEIbHO BbIBOAATCA CAeaytollme nons:

. Hanu4ue ceA3u — nokasbiBaeT AOCTYNHOCTb ping-cepBepa yepes AaHHOEe NoOAKNTIYEHUE;

e AKMuUBHOCMb — NOKa3sblBaeT, yTo MHTepd)e[;IC ncnonab3yetTca AnAa nepeaayvyn nosib3oBaTes/iIbCKUX
AaHHDbIX.
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2.7.2 NopgmeHio «IP-TenedpoHmna»

B noameHio «IP-menegoHUA» OCYWECTBAAETCA MNPOCMOTP COCTOSIHMA ceTeBoro uWHTepdelica VolP,
MOHUTOPUHT ABOHEHTCKUX KOMMIEKTOB W COCTOAHUSA PErncTpaummn rpynn BbI30Ba, TECTMPOBAHWUE JIMHUN,

MOHUTOPUHT IMS.

IP-agpec 192 168.1.20

TMuHua Perucrpauua

1 001 OTEnoueHa

002 OTEMoNeHa

[¥]

& 3 003 OTEnoueHa

4 o004 OTrmcuena

==

IMOHWUTOPUHT TPYNN BI30BA

Group1 Brric=era 005
Group2 BoikniHeHa
Group3 Briknimena
Groupd BrikniyeHa

Groups BrikniHeHa
MoHWUTOPUHT IMS

MuHKA 1
Ynpaenexue c IMS Bhikne-eHo
TpExCTOPOHHAR KoHDEPeHLMS -
Yaep#aHne Boizosa -
(4147 aHUE EbIZ0E —_
MopA4aATennan MMHMA -
Homep ropauer nuHUM -
TamayT ropAsen THHIK, © -

WA yeryru "Tlepeaaya Boizoea” -

HoMEp yepes

CocToAHMe ceTeBoro nHTepdieica VolP

MOHUTCPUHT aDOHEHTCKUX KOMMNIEKTOR

NokansHbR Hcrekaer Appec
CEPEEPa  MMHMM

Hwma rpynnist CocToRHKE Hoemep Tenedona

2

Bhiknt-eEHD

CocToRHne

HeakTueHa

HeakTuena

HeakTueHa

HeakTiena

CnMcoK NHHUIA

1,34

3

Bhiknt-eHD

4

BhiknE-eEHD

CocToRHue
EbI30BE 1

‘YaaneHHbIH
aftioHeHT 1

Peructpaums
OTKNo4eHa
OTrmoseHa
OTrnueHa
OTkniodeHa

OTrniodeHa

CocTomRHue  YaaneHHbin Tect CTatMcTHra
BEbI30BE 2 afioHeHT 2 NIHHHK FX5
Tect lMoKasaTh
Tect Mokasars
Tect lMoKasarh
Tect Mokasars
HeTekaeT yepes Anpec cepespa

CocmosHue cemeso2o uHmepaetica VolP

e |P-adpec — IP-agpec ceTeBoro nHtepdeica ycnyru VolP.

MoHuUmopuH2 aboOHEHMCKUX KOMI/1EKMO8

o JluHuA — HOMepP abOHEHTCKOro KOMMAEeKTa YCTpOﬁCTBa;

o JloKanoHoblIl HOomMep — HOoMmep Tened)OHa a6OHeHTa, 3aerFIl'IeHHbe;1 3a OdHHbIM abOHEHTCKMM

NopTOM;

e Peaucmpayusa — cocToAHMe perncrpaumm tenedpoHHOro Homepa rpynmnbl Ha NPOKCU-CepBepe:
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—  OmknoveHa — GyHKLMA permctpaumn Ha SIP-cepBepe BbIK/OYEHa B HACTPOMKax npoduns
SIP;

— OwubKa — npoueaypa perncTpaLMmn 3akoHYMNach Heygauei;

—  BeinonHeHa — npouepypa perucTpaumm Ha SIP-cepBepe BbiNoJ/IHEHA YCMNELHO.

e Vcmekaem yepe3 — BpeMa A0 UCTeUEHMS perncTpaunmn aboHeHTCKoro nopta Ha SIP-cepBepe;

e Adpec cepsepa — aapec cepsepa, Ha KOTOPOM NOCAeAHMI pa3 NPOLWa PErncTpaumio aboHeHTCKas
NNHUA;

e CocmosHue AUHUU — COCTOAHUE GUBNYECKON NUHUKU. JIMHUSA MOXKET HaxoAUTbCA B OAHOM M3
cnenyowmx COCTOAHNUIM:

— He akmueHa — TenedpoHHas Tpybka nonoxkeHa (NM60 aBOHEHTCKMI NOPT BbIK/IOYEH),
HOpMasbHasA paboTa;

— AKmueHa — TenedoHHaa TpybKa NOAHATA; B JIMHWUIO BblAAETCA CUTHA/N OTBETA CTaHLMW,
nmbo curHan KMBe, nmbo curHan ownbKkKM, (MO NMHUA HAXOANUTCA B COCTOSHWUM Pa3roBopa;

— lMocbinka evi308a — Ha TenedoH MNOAAETCA BbI3bIBHOW CUrHan (Npu NocTynaeHum
BXOZALLErO 3BOHKA);

— TecmuposaHue — 3anyLLeH NPOLECC TECTUPOBAHNA INHUN,

e CocmosHue 8bi308a 1, 2 — KaxKablh aBOHEHTCKUIA NOPT MOXKET OL4HOBPEMEHHO NOAAEPKMBATL A0
[BYX CeaHCOB CBf3W. B JaHHOM nosie oTobparkaeTcs COCTOAHME Bbi30Ba C COOTBETCTBYHOLMM
yZAaNeHHbIM abOHEHTOM. BbI30B MOKET HAXOAUTLCA B OAHOM U3 C/IeAYHOLLMX COCTOAHWUN:

—  Habop Homepa — ocywecTBaseTca Habop Homepa ¢ TenedpoHHOro annapara;

— 30HAMO — BbI3OB MO KaKMM-IMOO MNPUYMHAM OTOMACA, B JIMHUIO BbIGAETCA CUrHan
«3aHATOY;

—  Ucxodawuli 861308 — OCYLLECTB/IAETCA BbI30B YAa/€HHOrO aboHeHTa, B IMHUIO BblAAETCA
curHan KMB;

—  BxoOawuli 8bi308 — Ha TenedoHHbIM NOPT MNOCTynaeT BXOAAWMNA BbI3OB, B JIMHMUIO
Bbl4AETCA BbI3bIBHOW CUTHaN;

—  Paz2080p — yCTaHOBNEHO Pa3roBOpHOE CoeANHEHME C YAaIeHHbIM abOHEHTOM;

—  BcmpeuyHbili Ha yoepiaHuu — yaaneHHbl aboOHeHT NOCTaB/IeH Ha yaepKaHue;

— JloKanbHsIli Ha yOepHaHUU — NOKaNbHbIA aBOHEHT NOCTaBNEH YAA/IEHHbIM Ha YAEPKaHUE;

— Owubka, nosnoxcume mpybKy — B NVNHWUIO BblAAeTCA CUrHan OWWOBKM. CUrHan owunbKu
06bIYHO BbIJAETCA MO MCTEYEHUM TalimayTa Bbl4ayM CUTHasa «3aHATO» (HacTpamsaertcs
OTAENbHO AR KaXA0M MHMK), Koraa 3abblin NON0XKUTL TPYOKY TesiedoHa.

e YOaneHHoil aboHeHm 1, 2 — Homep TenedoHa yaaNeHHOro aboHEHTa KaK40ro ceaHca CBA3W.

e Tecm aAuHuU — NO KHoMKe TecT 3amycKaeTcA MPOLECC TeCTUPOBAaHUA abOHEHTCKOW AuHun. O
cTatyce npouecca CBUAEeTenbcTByeT obpaTHbli Taimep (B cTonbue «CocTofHME JIMHUUY),
CUrHaANM3NPYOWMA 06 OCTaBLIEMCA BpPeMeHM TecTa. Henb3s 3anycTuTb TeCT OAHOBPEMEHHO Ha
HECKONIbKUX NNHMAX. MpodonkutenbHocTb Tecta — 80 cekyHA. Ha Bpems Tecta aboHeHTCKWiA
KOMMEKT 6/10KMpyeTCcA — cCoBepLaTh U NPUHMMATL 3BOHKM BYAET HEBO3MOXKHO.

NokaneHeli WeTtekaeTr  Agpec CocToAHne YaaneHHelli CocTofAHNe YaaneHHbIl Teer
JNuHna Pernctpaunsa CocToOAHNE AMHIN o =

HomMep Hepes cepeepa BbI3oBa 1 ABoHEHT 1 BbI3OBA 2 aGoHEHT 2 NHUN
1 20000 EcTh 00:08:12 192 168 16.250 ( TecTupoBaHue (75)

Q'
Mo oKoHYaHWUK TecTa Pe3ynbTaT MOXKHO NOCMOTPETb, Ha*XaB Ha KHOMKY ..
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Pe3yanaT npeacraBnAeTcAa B suae Ta6ﬂMLI,bI n coaepXuT cneayroulme gaHHble:

e [laTaTecta

o [locToAHHOE CTOpOHHee HanpsxKeHue Ha nposoge A (TIP)

o [locToAHHOE CTOpPOHHEee HanpsXeHue Ha nposose B (RING)
o [lepemeHHOe CTOpOHHee HanpsKeHue Ha nposogae A (TIP)

o [lepemeHHOe cTOpOHHee HanpseHue Ha nposoae B (RING)
e HanpsaxeHue NUTaHWMA TNHUK

o [lonepeyHblit ToK (TOK B INHMK)

e [poaonbHbIN TOK (TOK yTeuku)

e ConpoTusneHue mexay nposogamu A (TIP) n B (RING)

e ConpoTusneHue mexxay nposogom A (TIP) u 3emnéit

e ConpoTusneHue mexay nposogom B (RING) n 3emnéi

e EmkocTb mexay nposogamu A (TIP) n B (RING)

e EmkocTb mexay nposogom A (TIP) n 3emnéii

e EmkocTb mexay nposogom B (RING) n semnéin

e TenedoHHbIV annapat — MHGOpPMaLMA O HaANYMK noakatoveHna TA (TenepoHHOro annaparta).

Mpumep pesynbrata TecTa AMHMK 1:

Peaynetar Tecta: [TMHWA 1 x

Data Tecta 12:03:35 24 122019
MocToRHHOE CTOPOHHES HANPRKEHWE HA npoBoge A (TIP) 0114408 B
MocToRHHOS CTOPOHHES HANPRREHWE Ha npoBoge B (RING) 0110085 B
MepeMeHHe CTOPOHHES HANPRKEHWE Ha Npoeode A (TIP) 0029530 B

MepeMeHHce CTOPOHHES HANPSKEHWE Ha Npoeode B (RING) | 0024119 B

Hanpa:eHWe NUTaHKA MIMHAK -31.7535463 B
MonepesHsLiA Tok 0415014 mA
MpogonbHEIR TOK 0.383402 mA
ConpoTHEneHWe Mesay nposcgamu A (TIP) 1 B (RING) 1168.946167 kOm
ConpoTWEREHNE MEXZY nposagom A (TIP) 1 semnén 345660583 kOm
ConpoTieneHyue Mesxay nposogom B (RING) W semnéi 392.071223 kDm
EMECCTE Mexay nposoaamM A(TIP) u B (RING) S0 HD

EMECCTE Mexay nposogom A (TIP) W 3emnsn S0 HD

EmMEoCTe Mexay nposogom B (RING) 1 semnéa 0 HE
TenedoHHEIK annapar He nogrrecseH

& Yoanum X 3arpoiTe

e Cmamucmuka FXS — oTobparkaeT KONIMYECTBO BXOSALLMX U UCXOAALLMX 3BOHKOB, MOCTYMMBLUMX HA
MOpPT, a TaKKe NociegHNM HabpaHHbIA Homep.
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CratucTuka FXS: Muuna 1 %

MocneaHWiA HaGpaHHBIA HoOMED 6001
Konu4ecTE0 BXOZALLMY SEOHKOE

.

KonW4ecTEo MCXOORLLMX SBOHKDE | 2

¥ JaEpLITE 3 CHBpOC CTaTWETHENA

Moa Tabnuuer MOHUTOPUHIA ABOHEHTCKMX KOMMAEKTOB HaXOAATCA KHOMKWM AAs NPUHYAUTENIbHOM
perucTpauum nam oTMeHbl PermcTpaLmmn BbibpaHHbIX TMHUNA.

MoHumopuHz 2pyrnn 861308a

UmaA epynnel — Ha3BaHWe rPynnbl BbI3OBA;

CocmosiHUe — COCTOsIHUE TPYNMbl BbI30BaA: BK/KOYEHA WM BbIK/HOYEHa;

Homep menegpoHa — Homep TenedoHa, 3aKpeneHHbIi 3a rpynnoii Bbi30Ba;

Cnucok AuHuli — CNNCOK IMHWI (NOPTOB), KOTOPbIE BXOAAT B rpynny;

Peaucmpayus — cocToAaHNe perucTpaunmn TenedpoHHOro Homepa rpynnbl Ha NPOKCU-cepBepe:

—  OmKnyeHa — GyHKUMA perncrpaumm Ha SIP-cepBepe BbiKAOUYEHA B HAaCTPOMKax npogunis
SIP;

— OwubKa — npoueaypa perMcTpaummn 3aKkoHYNNaCb Heyaadel;

— BeinonHeHa — npoueaypa permctpaunm Ha SIP-cepsepe BbINO/IHEHA YCNELLHO;

Ycmekaem yepe3 — Bpema A0 UCTeYEHUA PerMcTpaLumn rpynnbl Boisosa Ha SIP-cepeepe;

Adpec cepsepa — appec cepsepa, Ha KOTOPOM MOC/AeAHMIN pa3s MpoLL/ia PeructTpauuio rpynna
BbI30Ba.

MoHumopuHe IMS

MoHUTOpMHF IMS noKasbiBaeT COCTOAHME HEKOTOPbIX YCAYr (aKTMBMPOBaHa WAM He aKTMBMpPOBAHA) Ha
KaXKa0iN abOHEHTCKON IMHMM, NPU YCNOBMM, YTO HA 3TOW NMHUKM paspeLleHO yaaNeHHoe ynpaB/ieHne ¢ cepBepa
IMS (IP Multimedia Subsystem).

YnpasneHue ¢ IMS — noOKa3blBaeT, BK/AYEHO WAW HET yAaneHHOe YyrpaBieHue ycayramu
aboHeHTCKOM MHUKM ¢ cepBepa IMS (HacTpamBaetcs B npodune SIP, cm. nogmeHio «lpoduam
SIP»);

TPEXCMOPOHHAA KOHepeHUus — NOKA3blBAET, NPULLA UAM HET KOMaHAA Ha aKTUBALMIO YCayru
«TpEXCTOPOHHAA KOHPepeHUusa» ¢ cepsepa IMS;

YOepicaHue 8b1308a — NOKa3bIBaeT, MPULLAA UM HET KOMAHAA Ha aKTUBALMIO yCnyrn «YaepKaHue
Bbl30Ba» C cepsepa IMS;

OxcudaHue 8bi1308a — NOKA3bIBaET, MPULLAA UAN HET KOMaHAA Ha aKTUBAUMIO ycayrn «OxungaHue
Bbl30Ba» ¢ cepsepa IMS;

lopAavyaa nuHUA — NOKa3blBaeT, MPULIAA UAM HET KOMaHAA Ha akTUBaLMIO ycayrn «fopayasa nmHma»
c cepsepa IMS;
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e Homep 2opayeli nuHUU — NOKa3blBaeT HOMep TenedoHa ans ycayrm «fopavas NMHMAY» B KOMaHAe
aKTMBaLWK OT cepBepa IMS;

e Talimaym zopAavell AUHUU, C — NOKa3blBAeT TalimayT Habopa ana ycayrnm «lfopsyasa nMHMA» B
KOMaHAe aKTMBauum ot cepsepa IMS;

o Umsa ycnyeu «llepedaya 6b1308a» - NOKa3bIBAET 3aA4aHHOE UMs ycnyrn «lNepegada Bbi3oBa».

' —ycayra akTMBMPOBaHa;

% —ycnyra He aKTMBMPOBaHa.

2.7.3 NopmeHio «Ethernet-noptbi»

B nogmeHto «Ethernet-nopmei» BbINONAHAETCA NPOCMOTP cocTosHMA Ethernet-nopTos ycTpolicTsa.

CocTosHue Ethernet-noptoe

Mopr Mogknw4exHne CropocTe Pexum MepenaHo MpwuHATO
WAN Bkn 100 MEKT/C Full-duplex 1.4 MBaiT (1 493 435 GaiT) 516.7 MBaiT (541 842 450 GaiT)
LAN Bhlkn

Z OGHOBWTL

CocmosHue Ethernet-nopmos

[Mopm — Ha3BaHMWe NopTa:

—  WAN — nopt BHeLWHel ceTu;
— LAN —nopT /I0KanbHOl ceTu.

e [loOKnAYeHUe — COCTOAHME NOAKNOYEHUA K JaHHOMY NOPTY:

—  BK7. — K NOPTY NOAK/IOYEHO CETEBOE YCTPOWCTBO (IMHK aKTUBEH);
—  BbIKA. — K NOPTY He NOAK/IIOYEHO CETEBOE YCTPOWUCTBO (IMHK HE aKTUBEH).

e CKOpocmb — CKOPOCTb MOAKAHOYEHWA BHELIHEero ceTeBoro ycrpoictsa K nopty (10/100/1000
M6éut/c);

. Pexcum — pexxmum nepenayum JaHHbIX:

—  Full-duplex — nonHbI aynnekc;
— Half-duplex — nonygynnekc.

e [lepedaHo — KONIMYECTBO NepenaHHbIx 6aNT ¢ NopTa;

[MPUHAMO — KONNYECTBO NPUHATLIX 6aNT NOPTOM.

[nsa nonyyeHus Tekywen MHpopmaLmm o coctosiHum Ethernet-nopToB HaxkMMTe KHOMKY « OBHOBUTBL .
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2.7.4 NopameHto «DHCP»

B noameHto «DHCP» MOXHO NOCMOTPETb CMUCOK NoaKatodeHHbIX K LAN-uHTepdelicy ceTeBbIX YCTPOWCTB,
KOTOpbIM 6blIM HasHayeHbl IP-agpeca nokanbHbiM DHCP-cepBepoM, a TaKKe BpemMs 40 MCTeuyeHun apeHabl IP-
agpeca.

Cnucok DHCP-knueHTOB

MAC-agpec WMA knnexTa IP-agpec BpemAa 00 UCTEYEHUA apeHak!

®

Z OGHOBUTH

AKmusHble DHCP-apeHObi

e MAC-adpec — MAC-agpec NoAK/IO4EHHOrO YCTPOMCTBA;
e UMA KaueHma — ceTeBoe UMSA NOAKNHOYEHHOTO YCTPOMCTBa;
e IP-adpec — IP-agpec, HazHaYeHHbIN KAUEHTY U3 Nyna aapecos;

e Bpemsa 0o ucmeyeHua apeHObI — CPOK, Yepe3 KOTOPbIN UCTEKAET apeHaa BblAeIeHHOro agpeca.
Onsa nonyyeHua Tekywen nHpopmaumm o DHCP-KAMEHTAX HaXMUTE KHOMKY « O6HOB8UMb Y.

2.7.5 MNMopgmeHo «ARP»

B noameHto «ARP» BbinonHseTca npocmoTtp ARP-tabnuubl. B ARP-Tabanue copeputca MHbopmauma o
cooTBeTcTBUM IP- 1 MAC- agpecoB coceaHUX CETEBbIX YCTPOMCTB.

ARP-Tabnuua

IP-agpec MAC-agpec WMA KnneHTa WHTepdeiic
@

192.168.181 ABFO4B:B0OET00 WAN

102.168.18.34 14:CC:20:03:82:06 WAN

Z OOHoBMTL

ARP-mabnuya
e |P-adpec — IP-agpec ycTpoiicTBa;
e MAC-adpec — MAC-agpec yCcTpoiicTBa;
e VIMA KnueHMa — ceTeBOe UMA NOAKNHOYEHHOIO YCTPOWCTBA;

e VHmepgelic — unTepdelic, co CTOPOHbI KOTOPOro akTMBHO ycTponctso: WAN, LAN, Bridge.

[na nonyyeHns Tekylen MHGOPMaLMU HAXKMUTE KHOMKY « O6HOBUMbY.
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2.7.6 MNopmeHI0 «YCTPOUCTBO»

B noameHto «Ycmpolicmeo» npuseneHa obuiaa nHbopmaums ob ycTpoiicTtae.

TAU-4AM.IP m-  admn

WHTEpHET IP-TenedroHuA Ethernet-nopTel DHCP I YCTPOWCTED CPU Conntrack

Mapwpy THIaumna WCcTopuA BpizoBoE  [IMArHOCTHMKA

WHpopmauna ob ycTponcTee

W3nenue TAU-4AIP
@ Bepcua MO (Texkywan sepcua MO)
4] Jaeonckon MAC-agpec ABF4B:24°934E
o CepWiHhli HoMep W14D000045
CrcTemHoe BpEMR 06:16:14 16.12.2019
Bpema pabotwl 2 an, 22:51:27

UHopmayus 06 ycmpolicmee

U30enue — HaMmeHoBaHME MOAE/IN YCTPOMCTBA;

e Bepcua 10 — Bepcua nporpammHoro obecneyeHuns ycTpomncTea;

o 3aso0ckoii MAC-adpec — MAC-agpec WAN-uHTepdelica yCTPONCTBA, YCTAHOB/IEHHbIN 3aBOAOM-
N3roToBUTENEM;

e CepuliHblli HOMep — cepuiiHblit HoMep YCTPOMCTBA, YCTaHOBAEHHbIN 3aBOLOM-U3roTOBUTENEM;
e CucmemHoe 8pemMs — TEKyLLMEe BPeMS U AaTa, YCTaHOB/IEHHbIE B CUCTEME;

e Bpemsa pabomel — Bpemsa paboTbl C MOMEHTa MNOCAEAHEro BK/OYEHUA WAW MepesarpysKku
yCTpolicTBa.
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2.7.7 NopgmeHio «CPU»

B noameHto « CPU» oTobparkatloTca AaHHble Mo UCMOb30BaHUIO NpoLeccopa.

Mcnonb3oeanue npoueccopa

IRQ: 0.00%
= sysem ] 5.00%
) Steal 0.00%
&

User [ | 17.0%

SoftiRQ 0.00%

|OWat 0.00%

Idle [P — 78.0%

Mice 0.00%

Ucnons3osaHue npouyeccopa

e |/RQ— NpOLEHT NPOLLECCOPHOIO BPEMEHU, MOTPAYEHHOTO Ha 06paboTKy annapaTHbIX NPepbIBaHNI;
e  System — npoLEHT UCNONb30BaHMA NPOLECCOPHOrO BPEMEHM NPOLECCaMU A4PA;
e User — npoueHT MCno/1b30BaHMA NPOLECCOPHOrO BPEMEHU NONb30BaTE/IbCKUMM NPOrpammamu;

e SoftlRQ — npouUeHT NPOLECCOPHOrO BPEMEHM, MOTPAYEHHOrO Ha 06pPaboTKy NpPorpamMmHbIx
npepbIBaHN;

e |/OWait — NpoueHT NPOL,ECCOPHOro BPeMEHM, MOTPAYEHHOT0 Ha onepaLmMm BBOAa;
e Idle — npoueHT He3aAeNCTBOBAHHbIX NPOLECCOPHbIX PECYPCOB;

e Nice — npoueHT WUCNONb30BaHWUA MPOLECCOPHOTO BPEMEHUM MPOrPaMmamMu C U3MEHEHHbIM
npuopuTETOM.
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2.7.8 NopmeHio «Conntrack»

B noameHto «Conntrack» oTobparkatoTca TeKyLMe aKTUBHbIE CETEBbIE COeANHEHMA YCTPOMCTBA.

BbiBog akTuBHbIX cecchii NAT
YUCNO AKTUBHLIX COSOMHEHWA 18
YUCNO NOKA33HHBIX COROMHERWI 18

Cnucok coeauHeHWin

MpoTokon AJpec NCTOYHHKA
TCP 192 168.27 165:60975
TCP 192 168.27.165:61004
TCP 192 168.27 16560995
TCP 192.168.27.168:60938
TCP 192.168.27.168:60981
TCP 192 168.27.168:60984
TCP 192 168.27 165:61001
TCP 192 168.27 165:60993
TCP 192 168.27 16560978
TCP 192.168.27.168:61007
TCP 192.168.27.168:60994
TCP 192 168.27.168:60987
TCP 192 168.27 165:60962
IGMP 0,000

upP 192.168.1.1:41950
TCP 192 168.27 165:60940
TCP 192.168.27.168:60972
IGMP 192.168.1.1

Appec HasHa4eHun
192.168.6.77:80
192.168.6.77:80
192 168.6.77:50
192.168.8.77:80
192.168.8.77:80
192.168.8.77:80
192.168.6.77:80
192.168.6.77:80
192 168.6.77:50
192.168.8.77:80
192.168.8.77:80
192.168.8.77:80
192.168.8.77:80

2240022

192 168.6.77:50
192 168.8.77:80

224001

TaimayT
24c

1MuH 54 C
1muH 24 ©
1MuH 34 C
44c

54¢

1MuH 44 C
1MuH 24 C
3dc

4H 23459 MMH 59 C

1uMuH 14 C
1MuH 4 ¢
4c

6 MMH 31 C
16c
1muH 14 ¢
14c

9 MUH 45 C

Bbisod akmusHbix cecculi NAT

. Yucno akmusHbix coeduHeHull — 06Lu,ee YNCNIO aKTUBHbIX CETEBDbIX COG,EI,MHEHVIﬁ,'

e Yucso nokasaHHbIX coeduHeHull — YNCNo CoeMHEHWNI, BbiBeAEHHbIX B web-uHTepdelic. YTobbl He
CHMXATb NPOU3BOAUTENBHOCTb PaboTbl web-MHTepdenca, MmakcMManbHOE YMCA0 MOKa3aHHbIX
coeaMHeHU orpaHnyeHo 3HadeHnem 1024. OcTasbHble COeAMHEHUA MOMKHO MOCMOTPETb Yepes

KOMaHZHYI0 KOHCO/b YCTpoicTBa (KomaHaa cat /proc/net/nf conntrack).

Crniucok coeduHeHul

MpomoKos1 — NPOTOKO/, MO KOTOPOMY YCTaHOB/IEHO COEANHEHUE;
Adpec ucmoyHuKa — IP-agpec 1 HoOMep NoPTa MHULMATOPA COeANHEHUS;
Adpec HaszHa4yeHUA — IP-aapec U HoMep NopTa agpecaTa CoeaMHEHUS;

Taﬁ/vlaym — nepuopg spemeHun 40 YHUUTOXKEHUA COeaUHEHNA.

[na nonyyeHns Tekyulen MHGopmaLmMm HaXKMUTE KHOMKY « OBHO8UMb».
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2.7.9 NogmeHo «MapLipyTusauma»

B nogmeHto «Mapwpymu3sayus» otobpakaeTca Tabanua maplupyTusaummn ycTpomncTea.

Tabnuua mapwpyTusauns

Agpecar LWinkos Macka ®naru MeTpuka O6paleHns OGHapyKeHUs WHTepdeic
192.168.1.0 0000 255.265.2550 u 0 0 0 bro

e 192.168.10.0 0000 255.265.2550 u 0 0 0 eth1

N 0.000 192.168.10.1 0.0.00 uG 0 0 0 eth1

Z OGHOBUTH

e Adpecam — IP-agpec xocTa UNU NOACETU HAa3HAYeHWs, A0 KOTOPbIX YCTAaHOBNEH MapLIPYT;
e Llno3 —IP-agpec Wo3a, Yepes KOTOPbIN OCYLLECTBAAETCA BbIX0A Ha a4pecaTa;
e Macka nodcemu — MacKka NoaceTyH;

e ®ngau — onpeaeneHHble XapaKTEPUCTMKM AaHHOro MapuipyTa. CylwecTsyloT cieaylolime
3HauYeHuA Pna2o8:

— U - yKasbIBaeT, 4TO MapLUPYyT CO34aH M ABAAETCA NPOXOANUMbIM;

— H - yka3biBaeT Ha MapLPYT K ONpeaeneHHOM y3.y;

— G - yKa3blBaeT, YTO MapLUpyT MposeraeT yepes BHelWHMM wnto3. CeTeBoN WUHTepdelic
CUCTEMbI MPEeAOCTaBAsET MapLpyTbl B CETU C MPAMbIM NOAKNOYeHMeM. Bce npoune
MapLLpyTbl NPOXOAAT Yepes BHeWHMe WAt3bl. ®rarom G OTMeYatoTca BCE MapLUpyTbl,
KpOMe MapLUPYTOB B CETU C NPAMbIM NOAKAOYEHNEM;

— R - yKasblBaeT, YTO MapLIpPYT, CKOpee BCero, Hbln co3paH AMHAMMUYECKMM MPOTOKO/IOM
MapLIpyTM3aummn, paboTaloWwmMm Ha JIOKaAbHOM cUcTeMe, MOCPeACTBOM MapameTpa
reinstate;

— D - ykasbiBaeT, 4To MapwpyT 6bln gobasneH B pesysbTaTe MOJydeHUs coobuieHua
nepeHanpasneHus ICMP (ICMP Redirect Message). Koraa cuctema y3HaeT o mapLipyTe 13
coobuweHuns ICMP Redirect, mapwpyT BKAtoYaeTca B Tabavuy mapLlipyTusaumm, 4tobbl
WCK/IOYUTb MepeHanpaB/ieHne ana nocienyowmx naketTos, NpeaHasHauYeHHbIX TOMY Ke
agpecaty. TakMe mapLlpyTbl OTMeYeHbl dnarom D;

— M - yKasbIBaeT, YTO MapLIPyT NOABEPICA U3MEHEHUIO - BEPOATHO, B pe3y/ibTaTe paboTbl
AMHAMMWYECKOro MPOTOKO/Ia MapLUpyTM3aUMM Ha JIOKaNIbHOW CUCTEME U MPUMEHEHMUS
napameTpa mod;

— A - yKasbiBaeT Ha bydepn3oBaHHbIM MapLLIpyT, KOTOPOMY COOTBETCTBYET 3aMnuncb B Tabanue
ARP.

— € - yKa3blBaeT, YTO UCTOYHUKOM MapLUpyTa ABaseTcs bydep mapLipyTm3aumm aapa;

— L - yKa3bIBaeT, YTO NYHKTOM Ha3HaYeHWs MapLipyTa ABAAETCA O4MH U3 apPecoB AAaHHOTIO
KOoMMbloTepa. TaKuMe «NOKa/JibHble MapLlIpyTbl» CYLWECTBYIOT TO/MbKO B Bydepe
MapLUpyTU3aumu;

— B - yKa3bIBaeT, YTO KOHEYHbIM NMYHKTOM MapLUpyTa ABNAETCA WMPOKOBELLATeNbHbIN agpec.
Takne  «lWIMPOKOBeLlaTeNbHbIE  MapLUPyTbl»  CYWECTBYIOT TOAbKO B  bydepe
MapLUpyTU3aumu;

— | - yKasbiBaeT, 4To MapLUPYT cBA3aH ¢ KonblesbiM (loopback) nHtepdeicom ¢ uenbto MHOM,
Hexenn obpalleHne K KoMibLeBOW ceTu. Takme «BHYTPEeHHWE MapLIpyTbi» CYLLECTBYIOT
TONIbKO B Bydepe mapLipyTm3aumm;

— | - yKkasbIBaeT, 4UTO AelTarpammbl, HanpaBafsemMble NO 3TOMy agpecy, byayT oTBepraTbea
cUCTemMom;
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Mempuka — onpegenser «CTOMMOCTb» MapwpyTa. MeTpuka Mcnoib3yerca Ana COPTUPOBKM
Ay6NMpyoLLMX MapLLIPYTOB, CAN TaKOBbIe NPUCYTCTBYIOT B Tabauue;

ObpaweHusa — 3apUKCMPOBAHHOE YMCN0 0bpaLLEHMA K MAPLLPYTY C Le/blo CO34aHMA CoOeANHEHMUA
(He ucnonbayeTcs B cucTeme);

O6HapyxeHUa —YNCcno OBHapPYKEHUM MapLLPYTa, BbIMOJIHEHHbIX NPOTOKOAOM IP;

UHmepdgelic — nmsa ceTeBoro nHTepdeiica, Yepes KOTopbI NposeraeT AaHHbIM MapLUpyT.

[ns nonyyeHunaA Tekywen MHGOPMALMM HAXKMUTE KHOMKY « OBHOBUTbY.

2.7.10 NogmeHo «UcTopuA BbI3OBOBY

B noameHto «Mcmopus 86130808» MOMHO NMPOCMOTPETb CMUCOK COBEPLUEHHbIX TeNepOHHbIX BbI30BOB, a
TaKXe CBOAHYI0 MHPOPMaLMIO NO KaXKAOMY BbI30BY.

B onepaTUBHOM NamATU YCTPOMCTBA MOMKHO coxpaHuTb Ao 10000 3anuncei o coBepLleHHbIX BbizoBax. Mpu
KonuyecTse 3anucen 6onee 10000 camblie cTapblie (BBepxy TabauLbl) yaanatoTca, n B KoHel, panna gobasnsaoTrcs

HOBbIE.

3anuncb CTaTUCTMKM B }KypPHa/ie BbI30BOB HE BEAETCA NMPU HY/IEBOM pa3mepe UCTOPUMN.

DdunbTp (Nokasats)

HacTpouTs napaMeTpbl HCTOPHM BbI30BOB

# Nu- NokankHein
HUR  HOMep

14 225
21 222
31 222

4 4 225

“«a < > »

YnaneHHsIn IP-appec P W Bpems y Bpewms Havana JOnurensHocTe CocrosHue Tunebizo- [Mepenako Mepenaxo MpuusTo MpuusTo
HoMep CTOpOHBI BbI30Ba pasrosopa pasrosopa BbI30Ba Ba naketoB Gant nakeros Gant

222 192.168.1.18 09:45:08 17.01.2018 09:45:10 17.01.2018  5¢ remote clear vexopaumi - 232 39904 68 10901
225 example.org 09:45:08 17.01.2018 09:45:1017.01.2018  5¢ local clear BXOASAWNiA 63 10200 206 35432
sip 192.168.1.10 09:45:21 17.01.2018 09:45:2317.01.2018 3¢ local clear BXOAAWNRA 64 10213 173 29452

sip 192.168.1.10 09:45:58 17.01.2018 09:46:00 17.01.2018  2¢ logal clear BXoAAwWNit 98 16697 110 18616

20 j 3annceil Ha cTpaHuLe

Crpanuua 1 u3 1

OnwucaHue none Ta6m4u,b| «NCTOPUA BbI3OBOB»:

# - nopsaaKoBbI HOMep 3anuncu B Tabanue;
JIuHUA — Homep abOHEHTCKOro NOpPTa YCTPOMCTBA;
JloKanbHebIl Homep — Homep aboHeHTa, 3aKpenaeHHbI 32 AaHHbIM aBOHEHTCKMM NOPTOM;

YoaneHHsIli HoMep — HOMeP yAaneHHoro aboHeHTa, ¢ KoTopbiM 6bl10 ycTaHOBAEHO TenedoHHoe
coeauHeHue;

IP-adpec ecmpeyHoli cmopoHsbl — IP-agpec yaaneHHoro aboHeHTa, ¢ KOTOPbIM Bbl1I0 YCTAHOBAEHO
TenedpoHHoe coeanHEHME;

BPEMFI nocmyrnsieHUA ebi308a — BpeMA U OaTa I'IOCTyI'IJ'IEHMﬂ/COBepLIJeHI/IFl BbI30Ba;
BPEMFI Ha4a.1a paseoeopa — BpeMA U AaTa Ha4da1ia Pa3roBopa;
LnumenbHocmMb pa32080pa — ANUTENIBHOCTb PA3roBopa B CEKYHAAX;

CocmosAHue 8bi1308a — npomeXXyTo4yHoe CoCToAaHune nmbo NPpUYNHa 3aBepLUeHnA Bbl30Ba, ONMMUCaHKe
CTaHOBUTCA AOCTYNHbIM NP HaBeAeHUN KypCOpa Ha 3anncb COCTOAHNA BbI3OBAa,
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e Tun 8bi308a — TUN BbIZ0BA: UCXOAALMA NN BXOAALLNIA;

e [lepedaHo nakemoeg — KONNYEeCcTBO NepeaaHHbIXx RTP-nNakeToB 3a Bpems pa3roBopa;
e [lepedaHo 6aiim — KonnyecTso nepefaHHbIX 6aliT 3a Bpema pasroBopa;
e [lpuHAMO Nakemos — KONMYECTBO NPUHATLIX RTP-NnakeToB 3a Bpema pasroBopa;

e [IpuHAMoO 6alim — KONMYECTBO NPUHATLIX 6ANT 33 Bpemsi pa3roBopa.

B Tabnuue McTopnm 3BOHKOB MOXKHO NPOU3BECTU OTOOpP 3anumceit No pasnnYHbIM napameTpam. Aaa sToro
Ha)mMuUTe cCbiNKy «PunbTp (NoKasaTb)». PUNbTPALMA MOXKET NPOU3BOAUTLCA MO HOMEPY aBOHEHTCKOWN IMHUM,
NIOKaZIbHOMY WAW yaaneHHOMYy Homepy, |P-agpecy BCTPEYHOM CTOPOHbI, BPEMEHM MNOCTYMN/JeHua BbI30Ba,
BPEeMEHW Ha4yana pPa3roBopa, COCTOAHMIO BbI30BaA W TUNY 3BOHKa. OnucaHMe napameTpoB GuabTpauum yKasaHo B
onucaHuu nonei Tabamubl UCTOPUN BbI3OBOB BblLLE.

Bpemsa nocmynneHus evizoea om/0o wnv Bpemsa Hauyana paszeosopa om/00 — BPEMEHHbIE PaMKM
MOCTYyNNeHUA/CoBepPLIEHNA BbI30BA MM HaYala pa3roBopa B popmaTe «H4:MM:CC A4.MM.ITIT,

[NA CKpbITUA HACTPOMKM NapamMeTpoB GpuUAbTPaUMM 3anuceit B Tabauue HaXmUTe Ha CCbiNky Puabmp
«CKPbIMb».

[na HacTpoMKM NapameTpoB MUCTOPMM 3BOHKOB HAXMMUTE Ha CCbIIKY «HacTpouTb nmapameTpbl MCTOPUM
Bbl30BOB». [loApO6HOE onNUCaHWe HACTPOMKM NapaMeTpoB NpuseaeHo B pasaene 2.6.3.10 MogmeHto «McTopus
BbI30BOB».

“ . .
Mpw HaXKaTMM Ha KHOMKY npounsoinaeT nepexos K Tabauue, HaYMHAA C NepPBOM 3anNncHK.

Mpy HaKaTUK Ha KHOMKY NpPoM3oMaeT Nnepexos K NpeablayLel cTpaHuue ¢ Tabavuen nctopum
BbI30BOB.

> . . o
Mpun HaKaTUK Ha KHOMKY NPOU30MAET NEePEXOA, K CneaytoLwelt cTpaHuue ¢ Tabanuein uctopum
BbI30BOB.

4 . o
Mpun HaXKaTMM Ha KHONKY nponsonaeT nepexon K Ta6nmu,e, 3aKaH4MBaA nocnegHewn 3anucblo.

CenekTop «3anuceir Ha CTPaHWLLE» MO3BOJIAET HACTPOUTL KOJIMYECTBO BbIBOAUMbIX 3anuncein Tabavubl Ha
OZHOW CTpaHuLE.
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2.7.11 NogmeHIo «AMarHoCTUKa»

B nogmeH0 MOXKHO BbINOAHUTL NpoBepPKYy AOCTYNMHOCTU y3/1a B CETU U onpeae/sinTb MapLlpyT cieaoBaHUNA
AaHHbIX.

[duarHocTuka
Hazeanue canta google.com

Hassanwe canta google com

CeTteBble YTUAUTBI:
e Ping — yTMAUTa ANA NPOBEPKM COeANHEHNI B ceTAX Ha ocHose TCP/IP;

e Traceroute — yTMnuTa A4 onpeaeneHna mapLpyTos cnegoBaHna AaHHbIX B ceTax TCP/IP.

2.8 Mpumep HacTPOMUKM

o Moakntounte MK K ogHomy 13 LAN-NOpTOB YCTPOMCTBA, NPOBOA OT CETM NPOoBaliAepa NoAgKAuNTe
K nopty WAN;

o B aapecHoi cTpoke bpay3epa BeeauTte IP-agpec watosa (no ymonyanuio 192.168.1.1);

e [lpM ycnewHom MOAKAYEHMU K YCTPOWCTBY MOABMTCA OKHO C 3anpoCcoM NOTMHA U Napons.
3anonHUTE NOAA U HAXKMUTE KHOMKY «BoiTh» (Mo ymonyaHuio norvH:admin, naponb:password).

TAU-4M.IP u -

Norun:

Mapons

Ecnn aTO OKHO He MoABWMAOCH, y6e,CI,VITECb, 4YTO B HaCTpOD’IKaX ceTeBOro nogkntyeHma Ha sawem [1K
YCTAaHOB/IEHO aBTOMATUYECKOE Noy4eHNE IP-a,u,peca.

e B nautke «MHTEepHeT» HacTpamBaeTcs BHelwHee coeanHeHne. Ecam TAU-4M.IP 6ypet
MCNONb30BaTbCA B Ka4ecTBe MaplUpyTM3aTopa — B NAUTKe «MHTepHeT» BbibepuTe 3Ha4yeHne nons
«Pexnm paboTbl» - mapwpyTtusaTtop. B none «lMpotokon» BbibepuTe NPOTOKO/, UCMONb3YyEMbI
BaLUMM NOCTABLLMKOM ycayr HTepHeT, u BBeAMTe HeobXoANMble AaHHbIE COFIACHO MHCTPYKLMAM
nposaraepa. Ecan gna noaxkntoveHna K cetm nposaaepa UCNO/b3YIOTCA CTAaTUYECKUE HACTPOMKK,
TO B none «1poTOKON» HYXKHO BblIOPaTb 3HaYeHue «Staticy, 3aNoNHUTL Nons «BHewHM IP-agpec
ycTpoiictBay, «Macka noacetu», «LLno3 no ymonyaHuo», «lMepBuyHbii DNS» 1 «BTopuYHbIN
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DNS» - 3HaYeHUs NapaMeTpPoB NPeAOCTaBASAOTCA NPoBaigepoM. [N COXpaHEHUA U NPUMEHEHUSA

HACTPOEK HaXKMUTE KHOMKY .

UHTepHeT nogpoGHee
Pesum padoTel | MapwpyTusaTtop v
Mpotokon | PPPOE v

WMma nons3oeaTena | login
Mapone | sses
Service-Name | internet

Bropoi gaoctyn | DHCP v

2 -

[NnAa yKasaHWa [OMONHUTENbHLIX NAapaMeTpPoB MNeperanTe B PEXMM PaACLUMPEHHbIX HACTPOEK, HaKaB
CCbUIRY «noapobHee» (cmoTpuTe pasgen 2.6.2.1 NoameHto « MHTEpHET»).

e Ecnum B cetn Bawero NHTepHeT-npoBanaepa ucnonab3yerca npusaska K MAC-agpecy, Haxmute
KHOMKY «noapobHee» B NanTKe « IHTepHeT» U oTKponTe nogmeHio «Hactpoiika MAC-agpecos». B
pasgene «Hactpoiika MAC-agpeca WAN» yctaHosuTte ¢nar «lMNepeonpeaenmts MAC» 1 BBeauTe B
nosne «MAC» MAC-agpec ycTpoiicTBa, KOTOpPbIA paHee 6bln NogKkaoveH K cetu NHTepHet. Ecaun
6611 noakntodeH MK, ¢ KOTOPOro NPOM3BOAUTCA B AaHHbIA MOMEHT HACTPOMKA YCTPOWCTBA, TO
AO0CTAaTOYHO HaXKaTb Ha KHOMKY «Ka0HUposame», yTobbl HasHauMTb Wwato3y MAC-agpec Bawero [K.
Lna coxpaHeHMa n NpUMeEHEHMA HACTPOEK HAXMMUTE KHOMKY «TpUMEHUTbY.

m IP-renedorma  IP-teneBnaeHne  Cucrtema

WHTepHeT [EGEMISITCRVINEETTS M DHCP-cepeep  [lokansHsiit DNS  NAT W npoGpoc nopTos  CeTeBoW 3kpaH  MaplwpyTuiauwa  OuHamudqeckdii DNS  SNMP

HacTpoiika MAC-agpeca WAN

MepeonpefenuTse MAC

@&

= OPMAT: XXX XXOCXN

CAILTIERT S % OTheHa

Ecnn TAU-4M.IP 6yneT ncnosib3oBaTbCA B KayecTBe 2-NOPTOBOr0 KOMMYTATopa, TO B NAUTKe «IHTepHeT»
BblbepuTe 3HayeHWe nona «Pexum paboTbl» - MOCT. B none «IP-agpec» yKaxute agpec, Kotopbli bygpet
HasHayeH YCTPoOWMcTBY ANA AOCTyna K Hemy. BBeaute macky noacetv (no ymonyaHuio 255.255.255.0). Ons

COXpaHeHNA N NpUMEHEHNA HACTPOEK Ha*XMUTe KHOMKY .
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NHTepHeT nogpo6GHee
Pexum paboThl MocT T
MNpoTokon Static v

IP-agpec | 192.168.1.1
Macka nogcetn | 2352552550
Lnk3 no ymondadug | 192.168.10.1
NepeuyHel DNS | 192.168.10.1

BTOPHMYHEIA DNS

= -

B pexxmme mocma w03 He byaeT aBTomaTMYecku BblgasaTth IP-agpeca no npoTtokosy DHCP ycTpolicteam,

NoAKAtoYeHHbIM K UHTepdelicy LAN.

e B nautke «IP-TenedpoHMA» BbiNoNHAETCA BbICTPan HAaCTPOWKa abBOHEHTCKUX IMHUI ana paboTbl No
npoToKkony SIP. [ins storo Bbibepute BKNAAKY «/IMHUA» C HOMEPOM JIMHUU, KOTOPYIO HEOBX0AMMO
HacTpouTb. OTMeTbTe MYHKT «BKAOYMTLY, BBEAMUTE HOMep TenedoHa, KOTopbIi ByaeT Ha AaHHOM
JIMHUK, NOTUH M Naponb ANA aBTOpuM3aumMu Ha SIP-cepsepe. [N COXpaHEHUA U MPUMEHEHMS

HaCTpoeK HaXXMuUte KHOMKY .

IP-TtenedoHuns noapoGHee
TMHMA 1 NTMHMa 2 JTuHMa 3 NiuHua 4 SIP

BKMO4YUTE

Homep | 001

AyTeHTUdhMKaUMA

MmA none3oeartens

Mapone

= -

Takum e obpa3om HacTpameaeTca abOHEHTCKan MHUA B APYroi BKAaaKe «J/IMHUA».

e Bbibepute BKnaakry «SIP» B nauntke «IP-tenedoHus» gns HacTpolkmn napameTpos SIP. YKaxute IP-
agpec unam pomeHHoe wmmsa SIP-cepsepa M cepsepa peructpaumm (npu HeobxoamMmoctu) B
COOTBETCTBYIOLMX Nonfax. Ecnm Ha cepBepax MCNONb3YIOTCA HOMeEpa NOPTOB, OTAMYHbIe OoT 5060,
TO Yepes [,BOETOYME YKAKUTE a/ibTEPHATMBHbIE MOPTbI. YKaxkute SIP-4omeH npyM Heob6xoaMMoCTH.
YctaHoBuTe dnar «Peructpauuma», ecam pas pabotbl TenepoHUM Heobxogmma perucrpaums
aboHeHTOB Ha SIP-cepBepe (06bIYHO, perucTpaumns Heobxogmma). s COXpaHeHUA U NPUMEHEHMUSA

v
HACTPOEK HaAXKMUTE KHOMKY .

AboHeHmcKul winrto3 TAU-4M.IP
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IP-TenecpoHua

SIP-npoKcK cepeep
PErMCTPALMA
Cepeep pETMCTPALMH

SIP-gomMeH

TMHMA 1 NUHMA 2 TIMHWA 3

3 -

JIMHUA 4

nogpoGHee

SIP

Onsa yKasaHMA [ONONAHUTE/NIbHLIX MapamMeTpoB NepenguTe B PEXMM PaCLUMPEHHbIX HACTPOEK, HaKas

CCbINKY «noapobHee» (cmoTpuTe pasaen 2.6.3 MeHio «IP-menegoHuA»).

e Ecaun npegnonaraetca ncnonb3oBaHue IP-tenesngeHna — B nautke «IP-teneBnageHmne» oTtmeTtbTe
NYHKT «Bkaountb IPTV». OnAa BKAOYEHMA BO3MOXHOCTM nepegayn IPTV-notokos no HTTP
OTMeTbTe MYHKT «BKAouMTe HTTP-npokcn». B none «Mopt HTTP» yKaxknte nopT, KOoTopbiit byaeT
MCNONb30BaTbCA A1 MNOAKNOMEHUA BHELWHUX YCTPOMCTB K JNoKanbHomy HTTP-npokcu. [Ona

v
COXpaHeHNA N NPUMEHEHNA HACTPOEK Ha*XMUTe KHOMKY .

MPOKCK

MopT HTTP

Brniounte HTTP-

IP-TeneBngeHue

BrntounTe IPTV #

rd

1234

= -

nogpoGHee

Echn pna ycnyrm IPTV mcnonbsyetca otaencHbin VLAN, nepeiiante B pexKMM PacLUMPEHHbIX HACTPOEK,

Ha’KaB CCbI/IKY «noapobHee», n ykaxkute ID VLAN B COOTBETCTBYHOLLEM MOJIE.
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3 WCNOJZiIb3OBAHUE AONO/HUTE/NIbHbLIX YCNYT

3.1 Mepepaya BbI3OBA

Ycnyra «lMepegaya Bbl30Ba» MOMKET BbINOMHATLCA JIOKA/IbHO CPeacTBamu Wno3a Anbo cpescTBamu
B3aMMoZencTBylowero yctpovictea. Ecav  ycnyra  ocywecTBndeTcs  CpeAacTBamM  B3aMMOZEWCTBYIOLLETO
YCTPOICTBA, TO AOCTYN K ycayre «Mepefaya Bbi30Ba» YCTaHAB/NMBAETCA Yepe3 MEHH HACTPoeK aboHEeHTCKOro
nopta «IP-menegoHua» -> «Hacmpolika auHuli» nytem Bblbopa 3HauyeHua «Transmit flash» B none «Pexcum
ucnone3oearus flash». B 3ToM c/ay4ae J/IOTMKY BbIMOJHEHUA YCAYrM ONpeaenseT B3auMoZencTayoLlee
YCTPOMCTBO.

Mpu BbiNONHEHUWN ycayrn  «[lepeda4ya 6b1308a» NOKAJbHO CpPeacTBaMM L33 ZOCTYN K Hew
YCTaHaB/IMBAETCA Yepe3 MeHIo HacTpoeK aboHeHTCKoro nopta «/P-menegoHus» -> «Hacmpolika auruli» nytem
Bblbopa 3HaueHua «Attended calltransfer», «Unattended calltransfer» nubo «Local calltransfer» B none «Pexcum
ucnons3oeaHus flash».

Ycnyra «Attended calltransfer» no3Bonser BpemMeHHO pPa3opBaTb COEAMHEHME C aboHEeHTOM,
Haxo4aWwmMmca Ha cBA3n (aboHeHT A), yCTaHOBUTb CoeAMHEHME C ApyrMM aboHeHTom (aboHeHT C), a 3aTem
BEPHYTbCA K NpeXKHeMy coeanHeHuto 6e3 Habopa Homepa Mbo nNepesaTh BbI30B C OTKAtOYeHNeM aboHeHTa B.

Ucnonb3oBaHue ycnyru «Attended calltransfer»:

Haxoascb B COCTOAHUM pa3roBopa ¢ aboOHEHTOM A, YCTaHOBUTb €ro Ha yAeprKaHue ¢ NOMOLLbI KOPOTKOro
ot60s flash (R), AokAaTbca cUrHaNa «OTBET CTaHUMU» M HabpaTb HoMmep aboHeHTa C. Mocne oTBeTa aboHeHTa C
BO3MOXHO BbINOJIHEHWE C/EAYHOLLMX ONepaLni:

e RO — oTknouyeHMe aboHeHTa, HaxoAAWEroca Ha YyAep’KaHuW, coeduHeHWe ¢ aboHeHToMm,
HaxXoAMBLUMMCSA Ha CBA3Y;

e R 1-oTKA04YeHNe aboHeHTa, HaxoAALLEroca Ha CBA3N, coegnmHeHme ¢ abOHEHTOM, HaXxoA4MBLLIMMCSA
Ha yaep>KaHuu;

e R 2-—nepeknoyeHne Ha apyroro aboHeHTa (cmeHa aboHeHTa);
e R 3-KoHbepeHUUs;
e R4 -nepepaya BbI30Ba, YCTAaHAB/MBAETCA PAa3rOBOPHOE COeANHEHNE MeKay aboHeHTamu A n C;

e R oT60li — Nnepepaya Bbi30Ba, YCTaHABAMBAETCA PAa3roBOPHOE COeAUHEHME Mexay aboHeHTamu A
mC.

Huke Ha pUcyHKe npeacTaBieH anroputm pabotbl yenyru «Attended calltransfer»:
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ABoHeHT B knager
Tpy6ry (nepegava
BbI308a)

ABoHeHT B pazpsieaer
coeAuHeHue ¢
aboxenTom A

(

_ AboHeHT C
INVITE o
™ 100 Trying ABOHEHT A
3 ycTaHaBansaet
¢ 180 Ringing coegMHEHME C
I 200 OK abonentom B
ACK 9
INVITE sendonly
ABOHEHT B crasut
IRy » aboHenTa A Ha
200 OK receiveonly yaepmaHue (Hamumaer
Fl
P ACK lash)
INVITE N
< b ABoHeHT B
180 Ringing ycTaHasnusaet
coeamHeHne ¢
< FUH aboneHTom C
ACK .

Ha pasHom arane aboHext B momer: nepexnosarses memay aboHerramu A u C,
komBurHalmio R (Flash) 2; 0v6urt 0aH0ro u3 aBoHeHToB, nenonesys

Menonb3yA
womBuHaumio R O, nubo R 1;

ey 6 AunC ToyBKy.
INVITE sendonly X
" 100 Trying ABoHeHT B crasut
aborenTa C Ha
» 200 OK receiveonly yaepxanve
ACK "
REFER (replaces)
202 Accepted )
NOTIFY Activated 4|
e — .3
INVITE (replaces) L
1 Ll
100 Trying ABoHeHT A
3 ycTaHasnusaet
180 R,‘"g'“‘ coeamMHeHue ¢
200 OK aboxerTom C
Ll
ACK

ABonenT C paspbiBaet BYE
coeauHenue ¢ abowentom B

NOTIFY Terminated

v

200 OK

200 OK

h 4

A

BYE

200 OK

h 4
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Ycnyra «Unattended calltransfer» nossonseT NocTaBUTb Ha yaep!kaHue aboHeHTa, HaxoAsweroca Ha
cBA3n (aboHeHT A), ¢ nomolbio KopoTKoro otbosa flash n ocywectsutb Habop Homepa Apyroro aboHeHTa
(aboHeHTa C). Nepeaaya BbI30BA OCYLLECTBAAETCA aBTOMATUUYECKM MO OKOHYaHMIO Habopa Homepa aboHeHTom B.

Huke Ha pucyHKe npeacTaBieH anroputm paboTsl yenyrn «Unattended calltransfer»:

ABonenT A AboHeHT B

INVITE
100 Trying ABOHEHT A
== ycraHasnueaer
180 Ringing coeaAuHEHUE C
200 OK aboHenTom B

A 4
e

/
ACK /

INVITE sendonly

: ABoHeHT B crasur
b aboHenTa A Ha

200 OK receiveonly | yaepxaxue (Haxumaer
o Flash)
ACK
REFER (replaces)
202 Accepted
NOTIFY Activated
200 OK

v

ABonenT B Habupaer
Homep aboHeHnTa C 1
knager Tpybky
(Mepenaya sbizosa)

v

AT

v

ABoHeHT B paspbisaer BYE
coeanHeHne ¢ 200 OK 4
aboneHTOM A INVITE
|

v

100 Trying ABoHeHT A
2 ycraHasnmeaet

le 180 R'igging coeauHeHue ¢
200 OK abonerTom C

ACK /

A

' 3

v

NOTIFY Terminated

200 OK 1

Ycnyra «Local calltransfer» no3sonsert cgenatb nepeaady Bbi3oBa BHYTPYW W/O3a 6e3 OTNPaBKK BHELIHETO
coobuieHns REFER B Tom cnyyae, ecnm aboHeHT C sBaseTca foKanbHbiM aboHeHToM TAU-4M.IP, 1 BbI30B €ro
6bl1 NpousBeaAeH Hanpsamyto B 06xoa npoKcu-cepsepa. Ecam e aboHeHT C sBAseTcA BHEWHWM abOHEeHTOM
nMbo NoKanbHbIM, HO OH Dbl BbI3BaH Yepes NpoKcu-cepsep, yeayra «Local calltransfer» paboTtaeT Tak e, Kak
Attended calltransfer», To ecTb nepegaya Bbl30Ba OCYLLECTBASETCA MOCPEACTBOM OTMNPaBKM aboHeHTy B
coobueHnsa REFER.
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3.2 YBeaomseHue o NocTynaeHun HoBoro BbizoBa — Call Waiting

YCnyra nossonAer a6OHEHTy, Npun 3aHATOCTN €ro Teneq)OHHblM Pa3roBopom, ¢ noMmouibto onpeageneHHoro
CUrHasna nony4nTb onoselweHMe 0 HOBOM BXo4ALLEM Bbi3OBeE.

Monb3oBaTenb, MpPM MNOJMYYEHMM OMOBELEHUA O HOBOM BbI30BE, MOXKET MPUHATb WAU OTKAOHUTb
0XMAatoL M BbI3OB.

JocTyn K ycayre ycTaHaBAMBaETCA Yepes MeHI HacTpoeK aboHEHTCKOW NMHUKM NyTemM Bblbopa 3HauYeHus
«Attended calltransfer», «Unattended calltransfer» nnbo «Local calltransfer» B none «Pexum uUcCrosb308aHUSA
flash» v yctaHoBKM dnara «OxudaHuUe 8613080 .

Ucnonb3oBaHue ycayru:

B cocTosiHMM pa3rosopa M NosydeHMa MHAMKALUM O MOCTYN/IEHNUN HOBOTO Bbl30Ba BO3MOXHO BbIMONHEHNE
cneayoLmx onepaumii:

e R O-o0TKa3 oT HOBOrO BbI30B3;
e R 1-NpuWHATb 0XKMAAIOWMIA BbI3OB;
e R 2—nepekntoyeHue Ha HOBbIM BbI30B (CMeHa aboHeHTa);

e R —KopoTkuit otboi (flash).

3.3 TpexcTopoHHAA KOHepeHuua

TpexcTopoHHAA KoHbepeHuMa — ycayra, obecneuymBaowas BO3MOXKHOCTb OAHOBPEMEHHOIO YCTaHOB/EHMA
TenedoHHOro coeaMHeHNA meXKay Tpemsa aboHeHTamu. Mepexos B pexkmnm KoHPepeHUUM ocyliecTBAAETCS No
HaykaTuto Knaeuw R 3 (onucaHo B pasgene 3.1 MNepeaaya BbI30Ba).

A60HeHT, cobpaBLUNI KOHPEPEHLMIO, ABNAETCA €€ MHULUMATOPOM, Apyrue ABa aboHeHTa — ee y4acTHUKaMM.

BO3MOXHO [Ba pexunma paboTbl TPEXCTOPOHHEN KOoHbEpeHUMW: NOKanbHbIM W yAaneHHbln. B nepsom
pexume KoHobepeHuMAa cobupaeTcs OKaNbHO abOHEHTOM-MHUMUMATOPOM, BO BTOPOM — KoOHdepeHuun
YCTaHaBAMBAETCA C MOMOLLBIO YAANEHHOrO CepBepa, Tak Ha3blBaeMOro cepeepa KoHpepeHLuun.

3.3.1 JlokanbHaa KoHdepeHuus

B perkmme KoHdepeHUMM HaxkaTe KopoTkoro otbosa flash mHuumaTopom wurHopupyetcs. CoobuieHus
NPOTOKONAa CUrHaAW3auMK, MPUHATbIE OT YYaCTHUKOB W MNepeBoAsdlMe CTOPOHY WHUUMATOPa B PEKUM
yAep:KaHuA, NpUBOAAT K BbIBOAY 3TOMO Y4YaCTHUKA M3 KOHEPEeHLMMU, NpU STOM MHULMATOP U BTOPOI YYACTHUK
nepekYaTea B COCTOAHME 0ObIYHOIO ABYCTOPOHHENO Pa3roBopa.

KoHdepeHuus paspyliaetca, ecim ee NokUZaeT MHULMATOP, 060MM y4acTHMKam npu aTom ByaeT nepenaHo
coobueHne otbon. Ecnm KoHdepeHLMo NOKMAAET Nt060I U3 yYaCTHUKOB, TO €e MHULMATOP U BTOPOM YYaCTHUK
NnepekaoyaTcs B COCTOAHME OObIYHOrO [ABYCTOPOHHero pasroBopa. KopoTkuii otboi flash npu 3tom
obpabatbiBaeTca Kak onucaHo B pasgenax 3.1 MNepenaya Bbi3oBa M 3.2 YBeAOM/IeHME O NOCTYNJ/IEHUN HOBOFO
BbizoBa — Call Waiting.
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Ha pucyHKe HUKe npeacTaBieH aAropuTM BbINOHEHMA yCayru «3-way conference» oKanbHO aboHeHTOM B

no npotokony SIP.

_ UHULIUATOF YYACTHUK 2
INVITE g
100 Trying | Whnumarop
o | ycraHasnusaer
180 Ringing | coepuHeHme ¢
200 OK | | yuacthukom 1
ACK /
INVITE sendonly \
100 Trying \ WMnuumatop crasut
; i | yuacthuka 1 Ha
200 OK receiveonly > | yBepxaHue (Haxumaer
ACK ;’/‘ Flash)
INVITE \
< 300 Wrying \ WUHuymatop
1= 180 Ringing ‘ ycTaHasaugaet
I 200 OK | coeauHeHue ¢
< / y4acCTHUKOM 2
ACK /
UHuumatop Haxumaer flash 3 - s INVITE (sendrecv)
cobupaet KoHdpepeHuuto. |
YyacTHuk 1 npuatom | 200 OK (sendrecv) >
CHUMAETCA C yaepXaHua. ‘-\\ | 200 OK
BYE
< \ YYacTHUK 2 noKknpaer
200 OK ) KoHbepeHuMIo
BYE
MHuupmatop paspbisaer /
coeguHeHune \ . 200 OK >

AboHeHmckuli wiao3 TAU-4M.IP
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3.3.2 YpaneHHas KOHdepeHuUn

YpaneHHas KoHdbepeHuus pabotaeT no anroputmy, onncaHHomy B RFC4579. OcobeHHOCTb anropmutma
COCTOUT B TOM, 4TO No Haxatuio flash+3 aboHeHT-MHMUMATOP yCTaHABAMBAET COeAMHEHWEe C CepBepPOM
KOHbepeHLMM (HasbiBaeMbIM TaKKe GOKYCOM), Nocae Yero NpocuT GoKyc yCTaHOBUTbL COEANHEHME C ABYMSA

APYrMMM yYacTHUKamMM KoHbepeHUnn. Huske Ha pUcyHKe AeTanbHo M3o6parkeH aaroputm paborTbl.

INVITE
o AboHeHT A
180 Ringing ycTaHasAvBaeT
200 OK coeiMHeHue ¢
AboHeHTOM B
ACK
RTP ABOHEHT A
INVITE, sendonly CTaBWUT Ha
200 OX yAepKaHue
(Haxumaer
ACK Flash)
INVITE aboHeHTa B
L ' ABOHeHT A
180 Ringing ycTaHaenmsaeT
B 200 OK | coefiMHeHue ¢
N | A6oHeHTom C
ACK /
4
INVITE, sendonly ABOHEHT A cTaBuT
200 OK | Ha yaepkaHue
< | (Hamumaer Flash)
ACK / aboHeHTa C
ABOHeHT A (uHuumatop) | SN, spland v
OTNpaBAseT Ha cepeep | | 180 Ringing
3anpoc Ha ycTaHoBNeHue 200 OK Contact:Conf-1D;isfocus
KOHbepeHuMn | |«
(Hawumaer 3) | ACK
WMHuLpaTOp npocuT /| REFER sip:Conf-ID Refer-To:C
CepBep yCTaHoBMTb | | 202 Accepted
coeauHeHvec @ [ -
aboHeHToM C | | q—NOTIEY (Trying)
200 OK
INVITE Contact:Conf-ID;isfocus -~
. i Cepsep
< 180 Ringing | ycraHasausaet
P 200 OK | coeanHeHue ¢
h | aboHeHTOM C
ACK R
4 <
P NOTIFY (OK)
200 OK
P SUBSCRIBE sip:Conf-1D
200 OK N
ACK R
. 200 OK
_ NOTIFY (OK)
200 OK
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WHu1umaTop npocut ‘,"“'

cepBsep ycTaHoBWTL |
coeAnHeHHe C |

aboHeHTOM B |
\

\

P Bye
200 OK >
REFER sip:Conf-ID Refer-To:B
202 Accepted F2
_ NOTIFY (Trying) F3
200 0K F4
INVITE Contact:Conf-ID;isfocus £5
» | Cepsep
180 Ringing F& \\, ycTaHasauBaeT
|
coefjJMUHeHue ¢
2000KF7 | aboHeHTOM B
ACK F8 _ ‘,“
. R
P NOTIFY (OK)
200 OK » SUBSCRIBE sip:Conf-ID
200 OK R
NOTIFY N
200 OK
P NOTIFY (OK)
200 OK .
Bye
200 OK

v
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4 ANTOPUTMbIl YCTAHOB/IEHUA COEOUHEHUA

4.1 AnropuTtm ycnewHoro Bbi3osa no nporokony SIP

MpoTtokon SIP (Session Initiation Protocol) — npoTokon ycTaHOBAEHMA ceaHca obecneynBaeT BbiNONHEHME
6a30BbIX 33434 yNpaB/ieHUs BbI3OBOM, TAaKUX KaK OTKPbITUE U 3aBEpPLUEHWNE CeaHca.

MpoTtokon SIP onpeaensaeT 3 OCHOBHbIX CLLEeHAPWUA YCTAHOBEHMA COEAUHEHUA: MEXAY NONb30BaTENAMM, C
y4yacTMem MpOKcu-cepBepa, C y4vacTuem cepBepa nepeagpecaumm. OCHOBHble anropuTMbl YCTAHOBAEHUA
coegmHeHna onucaHbl B AokymeHTte |ETF RFC 3665. B pgaHHOm pasgene npuseneH npumep cueHapua
YCTaHOBNEHUA COeANHEHUA NO NPOTOKoAY SIP mexay ABYMA LW/HO3aMK, KOTOPbIM 3apaHee u3BecTHbI IP-agpeca

Apyr Apyra.

ABOHEHT A AboHeHT B

o

INVITE
100 Trying
180 Ringing
200 OK
ACK
BYE
200 OK

Onucanue a/IropUTMa:

1. ABOHeHT «A» BbI3blBaeT aboHeHTa «B».

LWnto3 aboHeHTa «B» NpuMHAN KOMaHAy Ha 06paboTKy.

AboHeHT «B» cBoboaeH. B 3TOT MOMEHT Ha annapat aboHeHTa «B» BblgaeTca «llocbl/Ka Bbi30Ba»,
a aboHeHTY «A» — «KOHTPO/Ib NOCbINIKM BbI30Ba».

ABOHEeHT «B» OTBeYaeT Ha BbI30B.

LW nto3 aboHeHTa «A» NoATBEpPKAAET YCTaHOBIEHUE CECCUM.

OT6oit aboHeHTa «A», abOHEHTY «B» BblAaeTca aKyCTUYECKMIA CUrHaN «3aHATO».

LWnto3 aboHeHTa «B» NnoATBepKAAET NPUHATYIO KOMaHAy oT6oA.

wn

Nouwvs
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4.2 Anroputm Bbi3oBa ¢ yyactuem SIP npoKcu-cepsepa

B OaHHOM pasgene ONUCLIBAETCA CLEHApUit YCTAaHOBNEHWUA COEOUHEHMS MeXAY OBYMA LWAO3aMKU C
yyactmem SIP npoKkcu-cepsepa. B aTom c/iyyae Bbi3biBatoWMi W3 (aboHeHT A) gosiKeH 3HaTb NOCTOAHHbIN
agpec aboHeHTa 1 IP-agpec npokcu-cepsepa. SIP npokcu-cepsep obpabaTbiBaeT COOBLLEHUA, NMOAYYEHHbIE OT
«aboHeHTa A», BbIMOAHAET MNOUCK «aboHeHTa B», npurnawaer K ceaHCy CBA3M M BbINOAHAET QYHKUMM
MapLpyT13aTopa MeXay ABYMSA LWI03aMM.

ABOHEHT A

SERVER

g

Register
A60OHeHT A 3anpalmsaeT ; Register
aBTOpU3aLMIO I 401 Unauthorized \ ABoHeHT B 3anpawmsaet
‘ 401 Unauthorized / aBTOpPU3aLMUIO
Register >
ABOHEHT A peructpupyerca ¢ Register
asTopusaupelt { ? 200 OK ABOHEHT B peructpupyerca ¢
I 200 OK ~ ) asTopusauuen
INVITE
SIP-cepsep Tpebyet | J 407 Proxy authentication required
ayTeHTUPUKaLUIO \ ACK
BbizoB ( INVITE
ayTeHTUdUKaumein \ s 100 Trying
INVITE
100 Trying
180 Ringing
180 Ringing
200 OK
5 200 OK
ACK
ACK o
BYE
BYE
200 OK
15 200 OK

OnucaHue anroputma:

Peructpauusa Ha SIP-cepBepe.

ABOHEHT «A» U aboHeHT «B» peructpupytotcs Ha SIP-cepsepe.
SIP-cepBep 3anpalwmsaeT aBToOpM3aLMmIo.
ABoHeHT «A» 1 aboHeHT «B» peructpupytoTtca Ha SIP-cepBepe ¢ aBTopuM3aLmeil.
OtBeT SIP-cepBepa 06 ycnewHon permctpaumm.
ABOHEHT «A» Bbl3blBaeT aboHeHTa «B».
3anpoc ayteHTMduMKauum ot SIP-cepsepa.
LLnto3 aboHeHTa «A» NoATBEPKAAET NPUHATYIO KOMAHAY Ha 3aNpOC aBTOpPM3aL K.
ABOHEHT «A» BbI3blBaeT aboHeHTa «B».
SIP-cepBep NpUHAN KOMaHAY Ha 06paboTKy.
. SIP-cepBep TpaHCAMPYET 3aNpPoC BbI30Ba abOHEHTOM «A» abOHEHTA «B».
. Wnto3 aboHeHTa «B» npuHAN KOmaHay Ha 06paboTKy.
. AboHeHT «B» cBObOAEH. B 3TOT MOMEHT Ha annapaTt aboHeHTa «B» BblgaeTca «[llocbliKa
BbI30Ba», a abOHEHTY «A» — «KOHTPO/Ib MOCLINIKU BbI30Ba».
13. ABoHeHT «B» oTBeYaeT Ha BbI30B.
14. Wno3 aboHeHTa «A» NOATBEPXKAAET YCTAHOB/IEHME CECCUM.
15. OT60i aboHeHTa «A», abOHEHTY «B» BblaeTcs aKyCTUUYECKUIN CUTHAN «3aHATOY.
16. LWnto3 aboHeHTa «B» NoATBEPKAAET NPUHATYIO KOMaHA4Y O0TOO0S.

WO NOWULREWNPE

[ERNI
= O

[any
N
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4.3 Anroputm Bbi30Ba C yYacTuem cepBepa nepeagpecauum

B AaHHOM pasgene OnNUCbIBAeTCA CLEHAPUI YCTAaHOBNIEHWA COEOUHEHUS MeXAy OBYMS LWA03aMKU C
yyacTMem cepBepa nepeagpecaunn. B 3Tom ciyyae Bbi3biBaloWMn W03 (aboHeHT A) camocCToATesIbHO
yCTaHaB/MBaET COeANHEHWNE, a CepBep Nepeagpecaummn AuWb peannsyeT npeobpasoBaHMe NOCTOAHHOIO agpeca
Bbi3blBaemMoro aboHeHTa B ero TeKylMli agpec. Aapec cepBepa nepeagpecaumy aboHeHT nony4yaer oT
aAMUHKUCTPATOpPa CeTH.

nepeagpecaunu

AboHeHT A

O

O

1 INVITE

2 | 100 Trying

3 | 302 Moved Temporarily

4 ACK

) INVITE

6 100 Trying

7 180 Ringing

8 200 OK

9 ACK

10 BYE

11 200 OK
A o 5

OnuncaHue anroputma:

1. AGOHeHT «A» BbI3blBaeT aboHeHTa «B». BbI30B HanpaBfseTcA Ha cepBep nepeagpecaumn c
MHbopMaumen 06 agpece BbI3biIBaEMOro aboHeHTa.

2. Cepsep nepeagpecaumm NPUHAN KOMaHAY Ha 06paboTKy.

3. CepBep nepeagpecaumn 3anpocun MHGOpPMaLmio O Tekyllem aapece aboHeHTa «B» y cepsepa

MecTononoKeHus. NonyyeHHas nHGopmauma (TEKYLWMA afpec BbI3bIBAEMOTO MO/b30BaTeNA UK

CMWCOK 3aperMcTpUpOBaHHbIX aZpecoB Bbi3bIBAEMOrO M0/b30BaTe/iA) nepesaeTcs B COO6LEeHUN

«302 moved temporarily» aboHeHTy «A».

LLinto3 aboHeHTa «A» NoATBEPKAAET NPUMEM OTBETA OT CepBepa nepeaspecaLmu.

ABOHEHT «A» HanpPAMYIO Bbi3blBaeT abOHEHTa «B».

LWnto3 aboHeHTa «B» NnpuMHAA KOMaHAy Ha 06paboTKy.

ABOHeHT «B» cBob60oAEeH. B 3TOT MOMEHT Ha annapaT aboHeHTa «B» BblgaeTca «[oCbl/IKa BbI30BaY,

a aboHeHTy «A» — «KOHTPO/Ib NOCLINIKM BbI30Ba».

8. ABOHEHT «B» 0TBEYAET Ha BbI3OB.

9. LWnto3 aboHeHTa «A» NOATBEPKAAET YCTAHOB/IEHME CECCUM.

10. OT6oi aboHeHTa «A», abOHEHTYy «B» BblZaeTCs aKyCTUUYECKUIM CUrHAN «3aHATOY.

11. Wnto3 aboHeHTa «B» noaTBEPKAAET NPUHATYIO KOMaHAY 0TH0A.

Nouvs
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5

ATOPUTM PABOTbl ABTOMATUYECKONO OBHOB/IEHUA YCTPOMCTBA HA OCHOBE
MPOTOKOJ1A DHCP

Cete  IP-tenedoHnAa  |P-TeneEngeHne [ Twi="E]

Bpemn  [foctyn AHypHan AyTeHTHdMkauwa WEE  YnpaeneHWe roHdMrypaumen OSHoeneqwe MO Mepesarpyaka Ay e o st

WHTepdeic ynpaenetua  CepTHoMKaTH DomonHHTENbHEE HACTPOHEN

ABTOKOH(DUIYPUPOBAHWE Ha OCHOBE npoTokona DHCP

MpUOPHTET NapameTpoe 1S Static settings v
Kondmrypauma
o ABTOMETHHECKDE 0OHOENSHWE Mepuogu-ecen T
Dk KOHEHrYDALMA {tftp(http).'download serverleciconfig_file.cfg)
MuTepean oSHOBNEHMA KOHEHMIYPaLMK, C© 300
MporpammHos obecneYeHue
ABTOMATHHECKDS OOHOENSHWE Mepyoguyece v
Sann Mo {tftp(http)-'dovwnload server locHirmware file)
WuTepean oSHOBNEHHA MO, © 3600

Anroputm paboTbl npoLeaypbl aBTOMaTUYECKOro 06HOBNEHNUA YCTPOMCTBA ONpPeaenseTca 3HayeHnem
napametpa «lpuopumem napamempos u3s».

Ecnun BbIBpaHO 3HayeHue «Static settings», To U3 napameTpoB «Palin KoHgpuaypayuu» v «Palin MO»
onpeaenserca MOJHbIA NyTb (BKAOYAA MPOTOKOA AOCTyna U agpec cepsepa) K ¢aiinam KoHouUrypauum u
nporpammHoro obecneyeHus. MNonHbI NyTb yKasbiBaeTcs B dopmaTte URL (noapeprkmBatoTcs MPOTOKO/bI
HTTP u TFTP):

<protocol>://<server address>/<path to file>, rae

<protocol> — npoToKkon, Mcnonb3yemblt AOAA 3arpy3kM CcooTBeTcTBylowero ¢alkna ¢ cepsepa
(nopaepusatoTca npotokonbl HTTP n TFTP);

<server address> — agpec cepBepa, C KOTOPOro HeobxoauMo 3arpy3uTb ¢ain (LOMEHHOE UMA UK
IPv4);

<path to file> — nyTb K dainy Ha cepsepe.

B URL gonyckaeTca MCNoNb3oBaHME C/AeAyloWMX MaKpPOCOB (3ape3epBMPOBaHHbIE C/IOBA, BMECTO
KOTOPbIX YCTPOMCTBO NOACTaBAAET Onpeae/eHHble 3HaYeHUs):

SMA — MAC address — BmecTo gaHHoro makpoca B URL ¢aiina ycTpoicTBo noactasaseT cobcTBeHHbIN
MAC-agpec;

SSN — Serial number — BmecTo gaHHoro makpoca B URL ¢aitna yctpoicTso noacrasnaet cob6CTBeHHbIN
CEePUMNHbIN HOMEDP;

SPN — Product name — BmecTo AaHHoro makpoca B URL ¢daiina ycTpoicTBO noacTaBaseT HasBaHue
mogaenu (Hanpumep, TAU-4M.IP);
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SSWVER — Software version — BMecTo AaHHOro makpoca B URL daiina ycTpoicTBo noAcTaBnaet Homep
BEPCUM NPOrpamMmHOro obecrneyeHus;

SHWVER — Hardware version — BmecTo AaHHOro makpoca B URL daiina ycTpoicTBo noacrasnseTr
HOMep annapaTHOM BEPCUN YCTPOMCTBA.

MAC-agpec, cepuinHblii HOMep U Ha3BaHWE MOAE/IM MOMKHO Y3HaTb Ha CTPaHULLE MOHUTOPUHIA B pasaene
«YcTponcTBoY.

Mpumepsbl URL:

tftp://download.server.loc/firmware.file,
http://192.168.25.34/configs/taudm/my.cfg,
tftp://server.tftp/SPN/config/SSN.cfg,
http://server.http/SPN/firmware/SMA.frm n 1.4,

Mpn aTOM AonyckaeTca onyckaTb HeKoTopble napameTtpbl URL. Hanpumep, ¢ain KoHUrypaumm MoxKHO
3a4aTb B Takom popmare:

http://192.168.18.6
nnu
config_taudm.cfg

Echn mn3 URL-daiina KoHdurypauum mam nporpammHoro obecrievyeHua He yaaérca U3B/eYvb Bce
HeobxoaMmble ANA 3arpy3ku ¢aiia napameTpbl (MPOTOKOA, agpec cepBepa UK NyTb K Gpaliny Ha cepsepe),
byaeT npousBeAeHa NonbiTKa U3B/eYb Hen3BecTHbI napametp us DHCP-onuuii 43 (Vendor specific info)
unu 66 (TFTP server) n 67 (Boot file name), B cnyyae ecnm B ycnyre MHTEPHET yCTaHOB/IEHO NOy4YeHUe
agpeca no npotokony DHCP (dopmat n aHanns DHCP-onuuii 6yaet npmusenéH Huke). Ecan s DHCP-onuumii
He MoJiyyaeTca M3BAEYb HenoCTaloWwMii napameTp, OydeT WMCNONb30BaTbCA 334aHHOE 3HavyeHWe no
YMONYaHUIO:

e Ana npotokona: tftp;

e anA agpeca cepsepa: update.local;

e anAa umeHn dbana KoHdurypauum: taudm.cfg;

e AnAa umeHu dakna nporpammHoro obecneveHua: taudm.fw.

Takum obpasom, ecnm nonsa «®alin koHpuaypayuu» n «®alin M10» ocTaBUTb NYCTbIMKU, U NO NPOTOKONY
DHCP He 6yaeT nonyyeHbl onuumn 43 unum 66, 67 ¢ ykasaHMem MecTonosioxKeHua 3tux ¢aiinos — URL daina
KOHbUrypaumm 6yaet umeTb BUA;

tftp://update.local/taudm.cfg,
a URL ¢aiina NO:
tftp://update.local/taudm.fw.

Ecnun BbibpaHo 3HayeHne «DHCP options», URL ¢ainnoB KoHoUrypaumm M nporpammHoro obecrneyeHus
ussnekatoTca n3 DHCP-onuuit 43 (Vendor specific info) nnn 66 (TFTP server) n 67 (Boot file name), ana yero B
ycayre UHTepHeT A0/1KHO BbITh YCTaHOBAEHO MoJlydeHne agapeca no npotokony DHCP (popmaTt n aHanns DHCP-
onuun byaet npueeaéH HuKe). Ecnn 3 DHCP-onuuii He yaaeTca onpeaenntb Kako-HMbyab napametp URL —
ONA Hero Ucnoab3yeTca 3aJaHHOe 3HaYeHMe NO YMONYAHUIO:

e  anA npoToKona: tftp;
e Ans agpeca cepsepa: update.local;
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e ONf MMeHU palina KoHourypauum: taudm.cfg;
e ana umeHu daiina nporpammHoro obecneyeHus: taudm.fw.

dopmart onuum 43 (Vendor specific info)
1|<acs_url>|2|<pcode>|3|<username>|4|<password>|5|<server_url>|6]|<config.file>| 7| <firmware.file

1 - Koa agpeca cepBepa aBTOKOHPUIypMpoBaHMA No npoTokoay TR-069;

2 - Kog, ans yKasaHua napameTpa Provisioning code;

3 - Ko4, UMeHM NoNb30BaTeNA ANA aBTOpU3aummn Ha cepeepe TR-069;

4 - Kop, naponAa ana asTopmusaunm Ha cepsepe TR-069;

5 - Kog, aapeca cepsepa; agpec cepsepa 3agaetca B popmarte URL: tftp://address unn http://address. B
nepBoOM BapuaHTe yKasaH agpec cepsepa TFTP, sBo BTopom — HTTP;

6 - Ko4 MMeHU daiina KoHPUrypaumm;

7 - Kog umenu daiina MNo;

- 0053aTebHbIN pa3aennTenbHbli CUMBO MEXAY KOAAMU U 3HAYEHUAMK NOA0MNUMNA.

’ Ona aBToKoHOUrypupoBaHua no npotokony TR-069 nogonuuu 1, 3 n 4 6yaytT npuMeHATbCA, Koraa
B pa3gene aBTOKOHOUrypuMposaHMA Ha OcHoBe npoTtokona DHCP 6ypert BbibpaH npuoputeT u3
DHCP-onuuii.

Anroputm onpegeneHua napameTtpoB URL ¢aitnoB KoHouUrypauum u nporpammHoro obecneueHua us
DHCP-onuuit 43 n 66

1.  WHuumanmsauma DHCP-obmeHa
Mocne 3arpysku ycTpoiicteo nHnummnpyet DHCP-ob6meH.

2. AHanms onuumn 43

Mpwn nonyyeHnn onumm 43 BbINOAHAETCA aHaAU3 NOZONUMA C Kogamu 5, 6 1 7 ¢ uenbio onpeaeneHus
agpeca cepeepa U UMEH paiiioB KOHOUIYpaLMK U NPOrPamMMHOro obecneyeHums.

3.  AHanus onumm 66

Ecamn onums 43 ot DHCP-cepBepa He nony4veHa nMbo NosyyveHa, HO U3 HEE He yAanocb M3BneYb agpec
cepBepa — OCYLLECTBAAETCA MOUCK onuun 66. Ecnm mma damna MO Takke He yaanocb MNOAy4YUTb —
OCyLLLeCTBAAETCA NOMCK onumn 67. M3 HUX M3BNEKAIOTCA COOTBETCTBEHHO aapec cepsepa TFTP u nyTb K danny
MNO. fanee daiinbl KOHPUIYPaLUUKM M NPOrpaMmMHOro obecneveHmnn ByayT 3arpy»KaTbCsa ¢ agpeca us onumm 66 no
npoTtokoay TFTP.

OcobeHHOCTU 06HOBNEHUA KOHGUTrypaLmmn

dalin KoHdUrypaummn gomkeH mmeTto dopmart .tar.gz (B 4aHHOM PopmaTte NPOUCXOLUT COXPaHEeHUe
KoHdurypaumm 4epes web-uHTepdelic B 3aknagke «Cuctema» - «YnpaBneHue KoHoUrypauuen»).
3arpy»KeHHan ¢ cepBepa KOHPUrypaLma NPUMeHAETCA aBTOMaTUYECKM H6e3 nepesarpysKku yCcTpoicTBa.

OcobeHHOCTM 06HOBNEHUA nporpamMmmHoro obecneueHun

dalin nporpammHoro obecneyeHuns gonkeH umetb ¢opmart .tar.gz. Mocne 3arpysku daina NO
OCYLLECTB/ISIETCA €ro pacrnakoBKa v NpoBepKa Bepcun (Mo coaepxumomy dalina version B tar.gz-apxuse).

Ecnu Tekylas Bepcusa nporpammHoro obecneveHus cosnagaeTt ¢ Bepcueld daina, nosy4yeHHOro no
npotokony DHCP, o6HoBneHue MO npoussognTbcsa He byaeT. O6HOBAEHME NPOM3BOAMTCA TONBKO B C/yyae
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HecoBnageHus Bepcuit. O 3anyweHHOM npouecce 3anucn obpasa nporpammHoro obecneyeHua Bo flash-
NamsATb YCTPOICTBA CBUAETE/IbCTBYET NOOYEPEAHOE LIMKIMYECKOe MUTaHUE MHAMKATOpa «Power» 3e/1eHbIM,
OpaHKEBbIM U KPACHbIM LLBETOM.

He oTKnwouaiiTe NnuTaHMe U He nepesarpyrkaiiTe yCTPOMCTBO BO Bpems 3anucu obpasa Bo flash-
' namatb. [aHHble pAeicTBMA npuBeayT K uacTuuHo 3anucu MO, UTO paBHOULEHHO nopue
3arpysouHoOro pasgena ycrpoiictea. JanbHeiiwana paborta ycrpoiictBa 6yaeT HeBo3mOXKHa. [Ana
BOCCTaHOBJIEHUA PaboToCNOocO6HOCTM YCTPOICTBa BOCMNO/Nb3YITECb MWHCTPYKLMEN, KOTopas

npuseaeHa B pasgene 6.
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6 nNPOUEAYPA BOCCTAHOBJIEHMA CUCTEMbI NOCNE CbOA [MPU  OBHOBJIEHUU
NMPOrPAMMHOIO OBECNEYEHUA

Ecnv npu BbINOAHEHUM Mpoueaypbl 06HOBEHWA NporpammHoOro obecneyeHus (Yepes web-uHTepdeiic
WM Yepe3 MexaHM3M aBTOMaTMYecKoro o6HOB/eHWA Ha ocHoBe npoTokona DHCP) npowusowen cboit
(Hanpumep, 13-3a CIyYaMHOrO OTKAOYEHUA NUTAHKA), B pe3y/ibTaTe Yero AasbHelwasn paboTa ycTpoicTea cTana
HEBO3MOXHOW (MHAMKATOp «Power» MOCTOSHHO TOPWUT KPacHbIM LBETOM), BOCMO/b3YWTECH CledyHoWwUM
aNIrOPUTMOM BOCCTAaHOBNAEHUA PabOTOCNOCOBHOCTM YCTPOMCTBA:

e Pacnakyiite apxmB ¢ paniom NporpaMmHoOro obecneyeHums.

e T[oaknounte MK K nopty WAN ycTpoicTBa, yCcTaHOBUTE Ha ceTeBOM WHTepdelice aapec U3
noacetn 192.168.1.0/24.

e 3anyctute Ha MK TFTP-knmeHTa (ana Windows pekomeHAyeTcs MCNonAb30BaTb Mporpammy
Tftpd32), B KauecTBe agpeca yaAanéHHoro xocra ykaxuTe 192.168.1.6, a ana nepegauu sbibepute
daiin linux.bin n3 pacnakoBaHHOro apxmBa NPoOrpaMmMHOro obecnedyeHus.

e 3anyctuTe KomaHAay oTnpaBku dalina Ha ydaneHHbI XocT (KomaHaa Put). [lonxeH 3anycTuTbes
npouecc nepegaun panna Ha yctpornctso TAU-4M.IP.

e Ecam npouecc nepegaun ¢aina Hayanca — OOMKAMTECH €0 OKOH4YaHwuA, nocne yero TAU-4M.IP
npousBeaeT 3anncb NPorpammHoro obecneyeHns B NamATb U aBTOMATMYECKW BbINOHUT 3anycK
cuctembl. Bpemsa 3anmcu cocTaBaseT oKono 5 MMHyT. O6 ycnewHomM BOCCTaHOBAEHWM YCTPOMCTBA
CBUAETENLCTBYET OPAHIKEBbIMA UK 3eNeHblI UBET MHAMKaTopa «Powery». Mpu 3TOM Ha ycTpoiicTee
COXpaHAeTCa KoHUrypaumsa, Kotopasa 6bina go cbosd. ECan NOAKAOUMTBCA K YCTPOMCTBY He
yaaéTca — npomsseauTte c6poc 40 3aBOACKMUX HAaCTpOEK.

e Ecam npouecc nepegauv ¢alina He Havancs, ybeamTecb B KOPPEKTHOCTU CETEBbIX HACTPOEK
KOMNbloTEPa M NonpobyliiTe ewe pas. B cayyae Heyzaum ycTpoicTBO HEOOXOAMMO OTNPABUTL B
PEMOHT 160 BbINOJHUTL BOCCTAHOB/IEHME, NMOAKIOYMBLINCG K yCTpoicTBy no COM-nopTy yepes
cneumanbHbli aganTep (Npu ero Haanuum).
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NPUNOXEHWUE A. PACYET A/IUHbI TENE®OHHOMN INHUU

Tabanua 6 — 3aBUCUMMOCTb 3/1IEKTPUYECKOTO CONPOTMBAEHNA 1 KM ueneil aboHEHTCKMX KabenbHbIX IMHUIA
NOCTOSHHOMY TOKY NpU TeMnepaType oKkpyrKatouei cpeabl 20°C oT npumeHaemoro Kabens.

Mapka Kabena ana AJINMC Avametp dneKTpuyeckoe AnnHa nuHun AnnHa
}KUAbl, MM conpoTtueneHue (apyrue TA), Km | naMHumM (TA
1 km uenu, Om, Pycb), Km
He 6onee
TN, TNMsn, TNN3, TAMsn3, 0,32 458,0 3,537 1,528
TMNB, TMNM snb, TMNMN36, 0,40 296,0 5,473 2,365
TONBI, TMNMNanbl, TNNB6LWN, 0,50 192,0 8,438 3,646
TNNanb6LUn, TNN366LUR, 0,64 116,0 13,966 6,034
TNN3snb6LWn, TANT 0,70 96,0 16,875 7,292
TNB, TN36I 0,32 458,0 3,537 1,528
0,40 296,0 5,473 2,365
0,50 192,0 8,438 3,646
0,64 116,0 13,966 6,034
0,70 96,0 16,875 7,292
Tr, TB, TBI, TK 0,40 296,0 5,473 2,365
0,50 192,0 8,438 3,646
0,64 116,0 13,966 6,034
0,70 96,0 16,875 7,292
TCrlWn, TALRN 0,50 192,0 8,438 3,646
0,70 96,0 16,875 7,292
TCB 0,40 296,0 5,473 2,365
0,50 192,0 8,438 3,646
KCM3n 0,64 116,0 13,966 6,034
KCIn, KCn3nmn, KCne, 0,90 56,8
KCM3ne, KCnnr, KCn3rir,
KCMN3MK 28,521 12,324
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NMPUNOXKEHUE b. 3ANYCK NMPON3BOJIbHOIO CKPUMTA MNMPU CTAPTE CUCTEMDbI

Mepuoanyeckn BO3HMKAET HEOBXOAMMOCTb NPU CTApTe YCTPOMCTBA BbINOHATL ONpeaenéHHble AeACTBUS,
KOTOpble Henb3s OCYWeCTBUTb 3afaHMEM OnpenefieHHbIX HacTpoek uyepes3 dain KoHdurypauuu. Ons storo
cnyyas B ycTponctee TAU-4M.IP npeaycmoTpeHa BO3MOMHOCTb Yyepes KOHOUIypaLuMOHHbIA dainil HacTpouTb
3anycK MNPOW3BOJIbHOTO CKPWUMTA, B KOTOPbIA MOXHO NOMECTUTb byl Xenaemyrlo nocaefoBaTeNbHOCTb
KOMaHA,.

[lns 3anycka Npon3BO/IbHOrO CKPMNTa B daitne KoHOUrypauum co3aHa CeKkuma HaCTPOEK:

UserScript:
Enable: "0"
URL: ""

Onuus «Enable» paspelwaet (ecam 3HauyeHune 1) unu 3anpeutaet (ecnam 3HaveHue 0) 3anycK ckpunTa, NyTb K
KOTOpOMY yKa3aH B napameTpe URL.

3anycKaemblii CKPUMNT MOXKET PacnofiaraTbCA Kak Ha yaaNnéHHOM cepBepe, Tak M Ha camom ycTpoictee. C
YAANEHHOTro cepBepa CKPMMT MOKeT ObITb 3arpyKeH nocpeactsom npoTokosioB HTTP uam TFTP. PaccmoTpum
npumepsbl dpanaa KoHOUrypaumm 4na 3anycka NoAb30BaTENbCKOTO CKPMMTA C Pa3HbIX MCTOYHMKOB.

1. 3anyck c HTTP-cepsepa

[na 3anycka ckpunTa ¢ HTTP-cepeepa Heobxoaumo B napameTtpe URL yKasaTb NoAHbIN NyTb K daiiny
B dopmate HTTP-URL:

URL: “http://192.168.0.250/user-script/script.sh”

B sTom cnyyae nocne crtapTa ycTtpoicTBa daiin script.sh, xpaHawmiica B KaTanore user-script no
agpecy 192.168.0.250, asTomaTnyecku 3arpysutca no npoTtokony HTTP ¢ yKasaHHoOro cepsepa,
nocne yero 6yaeT nponsseaéH ero 3anyck.

2. 3anyck c TFTP-cepsepa

[na 3anycka ckpunta ¢ TFTP-cepeepa Heobxoanmo B napameTtpe URL yKkasaTb NonHbIv NyTb K painy
B dopmate TFTP-URL:

URL: “tftp://192.168.0.250/user-script/script.sh”

B sTom cnyyae nocne crapTa ycTtpoicTBa ¢aiin script.sh, xpaHAawmiica B KaTanore user-script no
agpecy 192.168.0.250, aBTomaTM4eCKK 3arpy3nTca no npotokony TFTP ¢ ykaszaHHOro cepsepa, nocne
yero byaeT nponssenEH ero 3anyck.

3. 3anycK NOKa/sbHOro CKpMnTa

Benay ocobeHHocTeit $annoBOM CUCTEMbI SIOKAJIbHLIM CKPUNT AOJIKEH pacrnosiaraTbCA TONbKO B
KaTanore /etc/config, Tak Kak TONbKO COAEPXMMOE 3TOrO KaTa/sora COXpaHseTca nocne
nepesarpysku yctpoictea. CkpunT B Kartanore /etc/config mo)KHO co3gaTb AMBO C MOMOLBIO
penaktopa vi, 1Mbo 3arpysntb ero ¢ BHeluHero TFTP-cepsepa (KomaHgolh tftp —gl user.sh <TFTP-
server address>). Mocne co3gaHWA CKpuMTa emy HeobXoAMMO HA3HauuTb MpaBa Ha 3anycK
KomaHaoi chmod 777 /etc/config/user.sh.

B daiine koHourypaumm URL ana 3anycka N0KasbHOro CKpMnTa MUMeeT BUA;:

URL: “File://etc/config/user.sh”

BaKHO OTMETUTb, YTO MO/Ib30BATENbCKUIA CKPUMT A0/MKEH HAaUMHATLCA ¢ AMpeKTmsbl #!/bin/sh.
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NPUNOXEHUE B. HACTPOMKA DHCP-K/IMEHTOB B MY/IbTUCEPBUCHOM PEXXUME

Ha yctpoiicteax TAU-4M.IP, HaumHas c Bepcum 1.14.1, umeeTcA BO3MOMKHOCTb HacTpamBaTb ONUMM,
nonyyaemble DHCP-KnMeHTaMK Ha pasHbIX MHTepdencax.

TonbKo ‘ Internet + VolP Internet + VolP + Managment
uHTepderic Int
Option Pd
ernet Internet VolP Internet VolP MNG
1 = Subnet Mask + ‘ + + + +
3 = Router + ‘ "
6 = Domain Name
+ + + + + +
Server
12 = Host Name + ‘ - ) )
15 = Domain Name + ‘ + o - -
26 = Interface MTU + ‘ + + + + +
28 = Broadcast
+ + + + + +
Address
33 = Static Route + ‘ + + + + +
40 = Network
Information Service + + o - - +
Domain
41 = Network
Information Service + + - S o +
Servers
42 = Network Time
+ + - - - +
Protocol Servers
43 = Vendor-Specific
. + + - - - +
Information
66 = TFTP Server
+ + - - - +
Name
67 = Bootfile name + ‘ + - - ) +
120 = SIP Servers + ‘ - + - + -
121 = Classless Static
+ + + + + +
Route
249 =
Private/Classless
. + + + + + +
Static Route
(Microsoft)

CornacHo npuBeaeHHol Tabnuue, onuuun 1, 3, 6, 26, 28, 33, 121, 249 moryT 3anpawmnsatbca DHCP-
KNIMEeHTaMK ANs Kaxaoro cabuHtepderica. CooTBETCTBEHHO, AaHHbIe onuMn 6yayT UHANBMAYAbHO NPUMEHEHbI
ONA Kaxgoro cabuHtepdenca. Onuum 12, 15, 40, 41, 42, 43, 66, 67, 120 moryT 3anpalinBaTbCa U NPUMEHATbLCA
TonbKko ans ogHoro DHCP-KnueHTa, Tak Kak OHW OOLLEeCUCTEMHbIE, T.€., HEe NPUBOAAT K HACTPOMKE CEeTeBOro
nHTepdelica.

KoHdurypaumio cnvcka 3anpalvBaemblX OMUMA MOMKHO WM3MEHATb, M XPaAHWUTCA OHa, Kak M Bce
OCTa/ibHble HaCTPOMKK, B KoHoUrypaumoHHom daiine: [/etc/config/cfg.yaml. Mo ymonuaHuio cnuckm onumii He
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nponucaHbl (B KOHpUrypauum — cneaywowaa 3anucb: DHCPOptionList: ""), 3to 3Hauwur,

3anpawnBardTCA U NPUMEHAKOTCA COrnacHO I'IpMBeAéHHOl\;I Bbile Ta6l'IVILI,e.

Cnocobbl pegakTMpoBaHUA KOHdUrypauum

L. C nomoLwblo peaaKkTopa vi

4yTO onuuun

1. Cnucok onuuii ana wuHtepdeiica Internet 3apaérca B napametpe DHCPOptionlist cekuuu

Internet=>Network.

2. Cnucok onuuii ana wuHtepdeiica VolP 3apaérca B napametrpe DHCPOptionlist ceKkumn

Voip=>Network.

3. Cnucok onuuit ana uHTepdeiica Management 3agaértca B napamerpe DHCPOptionList cekunm

System=>ManagementVLAN.

Mocne pegakTUPOBAHUA U COXPAaHEHWS B PeAaKTope Vi He0bXxoAMMO BbINOAHUTL Caeayolmne KOMaHAbI:

e reloadcfqg - npumeHsem M3MeHeHHY0 KoOHbUrypaumio B paboTy, pesybTaT BbINOJIHEHUA KOMaHAbI

nosixkeH bbiTb "Configuration accepted”;

] save - coxpaHAem N3aMeHeHHYo KOHd)MI'ypaLI,MFI B SHEProHE3ABUCUMMYIO MaMATb.

.‘

accepted", save BbINONHATbL 3anpeLLEHO.

1. C nomoLublo KOoMaHAb! setconf

KomaHAay save MOXHO BbINONHATb TONbKO B C/yyae YCMNEWHOro BbINOJIHEHMA npeAblayLueit
KomaHgbl. Ecnu npu BbinonHeHMM KomaHuabl reloadcfg pesynbtat 6bin “"Configuration not

[daHHbI meToa — pekomeHayembll. Takke OH u3baBnsaeT oT He06X0AMMOCTM BbIMOJAHEHUA KOMaHZ,
reloadcfg n save. getconf (BbiBecTM Ha 3KpaH Tekywlyt KoHdurypaumio) n setconf (yctaHoBUTbL 3HauyeHue

napameTpa).
MNpumep 1. Heob6xoaMmo nonyumTb 3HayeHne DHCPOptionList:
AnAa nutepdenca Internet

getconf Internet.Network | grep DHCPOptionlList

ana nutepdenca VolP
getconf Voip.Network | grep DHCPOptionList

ana nutepdenca Management

getconf System.ManagementVLAN | grep DHCPOptionlList

Mpumep 2. Heo6X0AMMO Ha3HAUYMTb HEKOTOPbIV CIMCOK OMUUIA:
ans uHtepdelica Internet

setconf Internet.Network DHCPOptionlList "3,6,26,28,33,121,249,12"

ans nutepdeiica VolP (HazHayaem CAMCOK ONLMIM MO YMOAYAHUIO)

setconf Voip.Network DHCPOptionList ""

ans nitepdeiica Management

setconf System.ManagementVLAN DHCPOptionlList "3,6,26,28,33,42,43,66,67,121,249"
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1l. KoHdurypupoBaHue Ha NnepcoHa/IbHOM KOMMbloTepe

MpenBapuTebHO CKauMBaeTCa KOHPUrypaumsa ¢ ycTpolictea Ha MK (Yepes web-uHTepdeiic), aanee c nomoubio
Ntoboro TEeKCTOBOrO pPeAakTopa MEHSAIOTCA 3HAYEHMUs, COXPAHATCA WM3MEHEeHMs. 3aBepLuatowMmM 3Tanom
ABNAETCA 3arpy3Ka U3MeHeHHOM KOHOUTYpauun B yCTPOWCTBO.

/

Mcnonb3oBaHMe gaHHOro MeToga He peKoMeHayeTca.

MNpaBuna pepaktuposaHua DHCPOptionList

10.

Jonyctumeble 3HaveHua: 3,6,12,15,26,28,33,40,41,42,43,66,67,120,121,249;

Onuuun B napameTtpe DHCPOptionList yka3sbiBatoTca Yepes 3anaTyto U 6e3 npobesoB mexay onuusamum,
npumep DHCPOptionList: "3,6,12,15,26,120,121";

Mopsgok cneposanus onumii B DHCPOptionList HeBaxeH;

Kaxkpgana s onuuii 12, 15, 40, 41, 42, 43, 66, 67, 120 moKeT 6biTb 3anpolLeHa U NPUMEHEHA TOJIbKO C
oAHoro nHtepdemnca;

Onuum 1, 3, 6, 26, 28, 33, 121, 249 moryTt 3anpawwuBatbcA DHCP-kaneHTamu ana Kaxaoro
cabuHTepdodelica;

Onuum 66 1 67 f0NKHbI ObITb YKa3aHbl Ha O4HOM U TOM e UHTepdeice;

Ecan B DHCPOptionList HMYero He yKasaHo, TO TOra CMMCOK 3anpallMBaemMbIX ONUUN — MO YMOJIHAHUIO
(c yueTom nyHKTa 8);

Ecnm B DHCPOptionList ykasaHbl onuumn (M3 nNyHKTa 4), KOTOpble MO YMOJIMaHMIO 3anpallMBaloTCca C
apyroro uHTepdelica (Ha Kotopom DHCPOptionList He 3anonHeH), To Toraa onuuu 6byayrt
3anpalumBaTbcs ¢ NepBoro MHTepdeiica, a Ha BTOPOM — AaHHbIE ONLUUK ByAYT UCKHOYEHbI U3 CMIMCKA MO
yMoiYaHuio *;

Ecnn gna untepdeiica 8 DHCPOptionList ykasaH cnncok onuumii, To 6yayT 3anpalimMBaTbCA TOJIbKO 3TH
onuuu;

Onuuto 1 B8 DHCPOptionList Henb3a yKkasbiBaTb, OHA 3anpallMBaeTCa M NPUMEHAETCA BCerga U co Bcex
MHTepdEencoB HE3aBMCMMO OT NPOUYNX HACTPOEK.

Ecnn Kakoi-nnmbo M3 NYHKTOB HapylleH, TO NpU NpUMeHeHUW KoHdurypauum 6yaeT BbiBeAeHO coobuieHue
"Configuration not accepted". OwmMBKy B KOHPUIypaLMN MOMKHO Y3HaTb, €C/IM BKAOYUTbL noru configd, Toraa npu
NpUMeEHEeHUN KoHdUrypaumm 6yaet noapobHo yKasaHa NpuymnHa, No KOTOPON KOHPUTypaLuma He NPUMEHEHa.

* Mpumep K NyHKTY 8:

Odonyctum, ansa nHtepdeliica Internet ykasaH cneayrowmii cnmcok onuumii: Internet.Network.DHCPOptionlList: "3,
6, 26, 28, 33,121, 249, 12"

A ana nHtepderica management HM4Yero He ykasaHo: System.ManagementVLAN.DHCPOptionList:

TOrAa, COrlacHo NyHKTY 7, AoAXeH BbiTb 3aNpolUeH CNUCOK onuuii no ymondaHuio 3, 6, 12, 15, 26, 28, 33, 40, 41,
42, 43, 66, 67, 121, 249, HO TaK KaK onuua 12 yKasaHa ABHO Ha MHTepdeice Internet, To U3 3TOro cnMcka oHa
byaeT ucknroueHa.

B uTOre cnvcku byayT BbIrA4eTb cieayowmm obpasom:

3HauyeHue napametpa: Internet.Network.DHCPOptionlList: "3, 6, 26, 28, 33, 121, 249, 12"

3anpalumMBaemblin cnmcok onumin: 1, 3, 6, 26, 28, 33, 121, 249, 12

3HayeHue napameTtpa: System.ManagementVLAN.DHCPOptionList:

3anpalumBaembln cnucok onumit: 1, 3, 6, 15, 26, 28, 33, 40, 41, 42, 43, 66, 67, 121, 249

v

MNocne pepaktuposaHua DHCPOptionList pexkomeHayeTca nepesarpy3ka ycrpoicrea. [o
nepesarpysku KOppeKkTHasA paboTa ycTpoicTBa He rapaHTUpyeTCA.
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TEXHUYECKAA NOAAEPHKA

Ona nonyyeHua TEeXHUYECKOM KOHCynbTauMM MO BOMPOCAM 3KcnayaTaumm obopyaposaHus 00O
«Mpegnpuatme «/ITEKC» Bbl MmorkeTe 06paTnTbCca B CEPBUCHDBIN LLEHTP KOMMNAHUN:

dopma obpatHoit cBa3n Ha cauTe: https://eltex-co.ru/support/
Servicedesk: https://servicedesk.eltex-co.ru/

Ha oduumanbHOM caliTe KOMNaHUM Bbl MOXKETE HAUTU TEXHUYECKYID AOKYMEHTAUMIO M NporpammHoe
obecneyeHne pgna npoaykumm OO0 «[Mpeanpuatne «3JITEKC», obpaTutbcs K 0ase 3HAHWNA, OCTaBUTb
WHTEPaKTUBHYIO 3aABKY MW NMPOKOHCYNbTUPOBATLCA Y MHXKeHepoB CepBMCHOrO LUEHTPa Ha TexHnYeckom dopyme:

OdurumanbHbIi cainT KomnaHum: https://eltex-co.ru/

TexHunueckuit popym: https://eltex-co.ru/forum

Ba3a 3HaHwuit: https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base
LlenTp 3arpy3ok: https://eltex-co.ru/support/downloads
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